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Abstract Software-defined Network (SDN) overturns traditional network framework thoroughly with programmability
and centralized management. While history tells us that centralized topology may easily incur single-failure considering
the key role of controller. Distributed Denial of Service (DDoS) is such a threat to SDN. Traditional DDoS forces servers
to stop service through flooding bandwidth or exhausting computing resource. This can still make sense if the attacking
target is SDN switches or controllers. Besides, recently some new DDoS type try to specially make use of vulnerability of
SDN, such as southern channel and rule tables. The new DDoS can achieve denial of service with less traffic and less time.
To solve this problem, we present a lightweight detection framework called SDDetector (Software Defined Detector). It
can work in coarse or finely modes. The former collects coarse statistic information and check whether they are exceeding
thresholds. If it’s determined as an anomaly, controller will send an alarm to switches and ask for a finely statistic informa-
tion. Then the entropy detection algorithm and SVM detection algorithm start to work. Research shows that entropy detec-
tion algorithm can give a faster response in new DDoS and traditional DDoS with IP-Spoofing technique. While the SVM
works better when facing with DDoS based on the application layer, because real IP needs to be used to communication.
SDDetector runs two detection algorithms almost simultaneously, and the one who gives faster response domains the result.
After that, controller will push a new flow rule in order to redirect the attacking traffic. Experiment shows that our method
can give a significant 75% reduction in reaction time comparing to others in some attacking types.
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ficial intelligence
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