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A Survey of Reverse Link Prediction Methods on Graphs

LI Jing, JIANG Zhongyuan, MA Jianfeng

School of Cyber Engineering, Xidian University, Xi’an 710071, China

Abstract Link prediction aims to mine or predict links that have been hidden or will emerge in the near future. It has
been widely used in many real network systems to mine potential high-value associations for users. However, link predic-
tion can also be used by attackers to attack hidden sensitive links, which lead to the disclosure of user privacy and cause
incalculable losses to users and society. Therefore, in recent years, the security of link prediction has attracted the attention
of a large number of researchers, and we call it the reverse link prediction problem. The core idea of reverse link prediction
is to reduce the probability of hidden sensitive links being predicted by the link prediction methods, which can be achieved
by perturbing a certain number of links, and finally achieve the goal of security. The existing mechanisms can be divided
into three categories from different research perspectives: the reverse link prediction models based on adversarial attack,
the reverse link prediction analysis based on robustness and the reverse link prediction research based on privacy protec-
tion. This paper reviews the current research progress of link prediction, reverse link prediction and the defense of reverse
link prediction methods. We also discuss the possible future research directions and provides a basis for future link predic-
tion security research.
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Figure 3 An illustration of the main idea behind the
CTR heuristic
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Figure 4 An illustration of the main idea behind the
OTC heuristic
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Table 2 Comparison and summary of existing reverse link prediction methods
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Table 3 Data sets commonly used in reverse link pre-
diction experiments

i ||
Jazz"[69] 198 2742
USAIr®[70] 332 2126
Email°[71] 1133 5451
PolBlogs®[72] 1490 19090
Cora”[73] 2708 5429
DBLP” 317080 1049866

54 XRAE

B AL i (Random Attack, RAN), 73 A BER S
FVFE AT P M o R TS S AL B S 4 194 &
(RRERE, (RIS BN LE B VAR IR Y X o AL
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FERT DLORFF I A7 15 s IR BEANAR, fH 09 &% 1) 34 42 U7 3C
HIRA T I8N . RAN & G 7k, 4
R Ry JEOT VR 198 S S Ak

AL Bt (similarity based attacks, SA), AJ LA
R FH B T AR AR P LA B Tl g VR AR Dy B U

@ http://deim.urv.cat/~alexandre.arenas/data/welcome.htm
@ http://networkrepository.com/inf-USAir97.php

® http://konect.uni-koblenz.de/networks/arenas-email

@ http://www-personal.umich.edu/~mejn/netdata/

® https://lings-data.soe.ucsc.edu/public/Ibc/

© http://snap.stanford.edu/
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HEATBEREMN B 5o SEv o0t b, b, 3L R 4%
¥t (Common-Neighbor-based Attack, CNA), th4:
AR AR T
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RSB WL VA AT OIS W . AEATY
, FATZRN G B ZIWETTT 17 o BATTRE AL
e PN ST BBt s B A DL VR iR b 1) A L
I AT DA

AT U SR . N H B I B VAR,
I H B SR HOZ BN 26 T, K2 AR
WA IR Bl KB, R R EA T/ EEAL B
RER AR R, T ET B m I R 2R .
TR ), SCHER[441MHE T 268 ), B
SORMMBORE A AR AR B B4R, 04T T YRR, A
TMIEE G T OR[N ORFr T A RN BGL TERE . 28
1M, %75 H TR AN E T RORBL M 45, 78
RIS EPATROREAR . 5T I0IEAE KA 4% 1
BEAT B i s, BRI P A 2 L R R B
VR PIL — S 1] LA AR ) o

RS T BLA IHE B TN 5 VA A B 1
P, Jorp, R RO VE 2 AN OB, R,
PR P $12 Hh 300 B0 B F00 15 92 (0l 3 A 1 B RO 32
BB K EM, HETCad SR AT R
ki TR o AT AT H A T PR30 e e R 5
(e Bt HAT ) o (0 N 7 55, TRLEAIT 5 — ol g ol
Yo H AT W B Mk 0y ik 2 — MER B 5 5T
JiTi o

30 e TOU A I AT 55 . H AT U A B0k
[52-53] 25 1A FE 0 5038 199 296 v ) i LI A 55 A 204
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FHEHE .
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