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Abstract Software-Defined Networking (SDN) builds a new network paradigm through the separation of the control
plane from the data plane and the logically centralized control. Considering the requirements of performance, scalability
and reliability, large-scale networks usually adopt a distributed SDN control plane, i.e., placing multiple controllers to
manage the whole network. In order to optimize the performance, reliability, cost and energy consumption of the network,
it is necessary to determine the number and locations of controllers and the assignment between switches and controllers;
that is known as controller placement problem. This paper systematically studies distributed SDN controller placement
problem. Firstly, the various optimization metrics of controller placement problem are introduced in detail. Secondly, the
controller placement schemes proposed by existing researches are classified, analyzed and summarized according to the
optimization objectives and the trade-offs among these objectives. Finally, we discuss the future research trends in con-
troller placement problem.
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Figure 1 SDN architecture
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Figure 2 Distributed SDN control plane
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Table 1 Optimization indexes and main influencing factors of SDN controller placement problem
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Figure 3 Classification of SDN controller placement schemes
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Table 4 Controller placement schemes of maximizing the reliability without failover mechanism
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Table 5 Controller placement schemes of maximizing the reliability with failover mechanism

e i s R R L ] it T PSR A R Sk
% AL AL P ‘
Hock % j??jﬁf“ﬁﬁ BRI MO T *%%ﬁiﬂ? 5k
G 5 B A 3 B3 L I o B A W R AT L)
TR 1 = 3
AR LR 4 AL 158 SULBE, B
Hu% BB SEREE S AW RN BMEREER R 1 SR K FECT
AW gL REEAUR BRI SRR By
Tl AR e BUEESA 0.02%)
mater 55 D ISR omssonan  mocieicais i .
35] F BT 3 oty 3 39 ] | RE S 2 & 51
A NS s B8 L e ) 2K
et s e BOMEFSRIER S MR b,
Vi IL SRR e scwium ks s R
g T T R e It T I T o
LIS P BRI L P K (BARAR)

Hock 25 NP712% 1 5 22 B AN A8 b Lok 95 4% 146 [
IR AR MR IR b e, 4R e A B, o T 28
s ME S R e A BN TCE TR .
P )8 1 IO s B 2 R T B T sk D,
DRI M 30 75 3 R AN H BTG 42 1 4 739 AP e D 2 ) 8
B BCE, SRR T UM R R AN A AR
TCHE 287 R AL E A /DR — AN A DL IR AR
I A IS 3 PR AN AE AL TS RAS 23 Bk e AR I T
Mo DIELEE FER W 38 fo tH I TCHA 1) 948 779 A 4 T 2%
JBCE 4 T B A S A e B ) i AE B o A
Topology ZooP {1 k2 $udhi4h v, B 20%[H 28 #ie
BIVASE B T 42 T 25 DT A AT AT LT 4 AT i i
e I DR AIE T A A L 8 o P T PR R e

Hu %5 NI AT Lok o 4 B i e i 5 5K

FR 37 11 s 5 AT e WL s 47 1 5 18] 42 11 e A B 1) 3
sto ANFIRTHORE R LI T BE 2 5 BOUA R AT e 1k
SR, AT SO W AR s R AN TR 1R ) 4 LA
R R i e A WL A Ao B A A A SR R . Al
AT R T ) e PR 47 Tl 25 JCEL ) R NP e, O T
8T M, ABUE BT A 42 1 B A 110 25 1 i B 4 22 AT
W], R Z AR Y 1 S0 B RREALLR
SRR . KR ER W] BERUR KA %
W AAR, FEIRZEN 0.02%; JHCE L 2 80D 45
5% A8 2 B AR TR P 22 ) T S ks T SE PR AN 2 IS
FuA DS &5tk 5 PN 0wl 11 i M N N A B L pe
I, AR I KA R e PR O 25 T 8 T ) I A
A2

Miiller % NP3 i 78 I 2 BB AT bl 5 4%



gyt A oA s SDN il 4 i il FBURE 5

Tl 1] R AR PR 2 PR (HI R ) DA K 6 P Pl i, 82
Aol P o TR SR, L AR S 2R (1)
T IRRAAZ N 12 T A 1] RS 1, B A A e
WU 28 1 i 22 A0 R AN A AT B A Bl 2 L AR
P A R JBCEAT o [R] IR A 42 1 28 1) B i A2 L g
TIPSR, IF Dy P s 10 B # o BE 0 DA NLX e B e 7%
HUR I e (0 SR R DL o A P R e e bk R
L EEAMTLELE R . QMR LHNIEFE 4L
e A r DU 3 3 AR 1 7 sk e B A
B (0 — AP A O 5 Pl 2, B 4
FHFE T30 42 RE 0 (0 5 IR B0 AR e T e 2 K — 414
Tl & HI s o 5 FLE BRI AR P hilas iCE.
I 2% & AT AL 55 7 1) & 1] i A2 1) 22 A AT B - BRI
AT H R 45 1~ 10 2 ) W MR ke A B A,
e F % 6 7 1A 45 P42 T A 3 4% 5 92 T RAORAIE 5 1)
AN #, T T AR Y % AR g BTV
BBARTE S — 25 A REAS 2 0 45 1K) B 23 BE 0 )b AT R
(HIE 2 2% PR e i s A DL o

Vizarreta %5 N2 w42 ) 38O %
ZE R AT AL I P 2 ANAHAZ (10 2 1 B A 42 2 )
AN T R R AU I P A AR R
TR AR 23 B B P AS AR (R P TRl o 25 1S S BE %
B 5 R A B R LG, DRI E A
Al A -5 AL T 2 T A (L 458 92 R AR A
FIHE IR AR I T o Hl T AR I A8 5 R AR 1R G
FERZME IR AR, DA i A2 1 (R A th 2% ] 3
Pl S AL I SE A OL A o AT DRE AN IBCE Y
SRR B AR ), AEH] Gurobi KA

61

PRIV o AT ELEE SRR, ML IC MRS ML
H s/ Me gzl 528 BpLn) 44 6 s A K B 7
&, P4 T7 S DA N /N (1) 45 1l 2 55 A8 3 ML ) B 4t
AR, B E T R AR R A R R I S
PRI ()70 B I BOOUBE % i i 3 s rh, R s )
BRAR T L B T = AN (2) 2971 (A #e L
BN A ) R T BRI, s AT 3 T
WA R NS, BT 7 R T 0 4a i A e 1)
PRI, R B A L 45 3 .

Hock %5 NP7 A B BTG 3 21 st pr s o
TBCE T 5, H T IS WA 1 A e ik AT o] e s A
MU 5 da P T AT A, DA 2 D 8% g s 3 3
B TR S SR — o Hu 28 NSRS TS I gt
Nk B T % A T LA, R FR BRI R
IR A LA Miiller 25 NP VR 45 g i & s 2%
IR e LR, i R A A L s A T )
W M, (B e A 0RO B A% B I B AR AR .
Vizarreta 25 N2} Pl 4% (R A 3 3047 7 W8l 1 0
R, AHFEH AN TBCE T 2238 F T AN [RS8 B 1) i e
Yyst, FHANREARLF Hu ]I 3 6k B A W37y 552
33 BARSaEFEML

DL AR 5 RERE b T ZA0 AL H b 1 4% 1l 2% CE
J7 50 N B /MU B AR | B /N B ESCAS T /)
ERE R FE =28 MECAR S REFE. I ZE . 5548 1
B YRR DL S SR AR T TR AN R B I8CE T R AT
SHT .

331 B/MEEERA
e/ IR AR I 3 TRCE T RN 6 s o

*6 ENMULEEHRARIZTHRMEAR

Table 6 Controller placement schemes of minimizing the deployment cost
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Table 7 Controller placement schemes of minimizing the management cost
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Table 8 Controller placement schemes of minimizing the energy consumption
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Table 9 Weighted multi-objective optimized controller placement schemes
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Table 10 Pareto-optimal multi-objective optimized controller placement schemes

% I 4 PRI WAEYE ARG ik
Heller s pm ST S BB IR L, b e 9%k
o PSS GRS B AL (IR
I /MR T4 1 2 1550 4 L) Jg A —_—
GE, S5 M B B I 5 2% 5 A L (Em%)
BeKmAE "
o g . e 55k
B M 133 550 L N J5 K 9E S5 /M 58 ) 0 e K 22 S
N (B AL A)
Hock 25 A\ 127
I MU TE R I 2 15 3 LR K J AN T A N2 58 ) 57 —_—
GE, B M B R R B S A LI K2R, J M B b s ool
BRI 4E 48 ) 7 Bt K "
MU 5 A L R I AT, J5 /M, G55
P18 ) J5 K 4 (AR AR)
MU 5 A LR T AT, J /M, Pareto HEfbLiE
Lange 2 AP Bl 28 A HMLI R KINAE, SMURsbIae  fo/MEH IS i) S B K22l KELVECT iR
[P, Sk NP 8 ) g I S %% 2%)
Lange AP EUMUEBIR SABHETRINE BRI R 2§§§
Jalili 4 A B M 25 ) J I SIS 1 25 ) B KA IS
AR #)
et 08 e e L e B
Ahmadi %5 A B /M58 i) J5 K 9 /M 58 ) e K 22 CEAE)
S MU 15 A LA R I AT, Jg /M, BB
P2 ) J5 K 92 GE AR #)
- A ) 1761 = P N . o . o BUig i =R
Ahmadi %5 A B MU 2 15 5 L 45 K 9E /MU 58 ) e K 22 pridan
N Zagis Gk 72 EL I e b B b 5 ﬁ'f&ﬁﬁi
B MU 23 ) 45 K 9 I /M 23 ) B K 21 CEAE)
B MU 5 A LI T AE, B/ M,
Liao A7 Pl ss 5 3c e bLia i I AT, Jae sl 2 P A Sy 2 PRI

[IR@S] iy

PuAb H bR . fefi B, Xl as 5 a8 L)
S NS TANE ki E RS Y INCTE =N BT AN e H B IR
TSI AEE 2 i s 1) e KN S A R 47 o) 2% 1) 87 280 K
ZEAHSE TN FRPR AT, VPAL Pareto HL4UUR K
EREAT I ) UL S 5 AR 2 T R 22 . 85 R BTR,
X155 28 R L TR LT B A ReAS &5 R )
IS4G, Pareto ARALLIE K BEAE JL-HHD YR o) 145 H &5
R, H5EIU 2 B 2R 2%,

Lange % NPHEHTF 98 F (10 5030042 1) o
e 0 (R P P, 25 R T4 5 A B AL )~ 3 B 9 A
P i) 5 ) A B a2 A PSR FR b o AATT S T
k-medoids ZE 255 L 32 Pareto HE )4 K )
k-medoids %, i 5 E 5 4 AR ) 20 ACK B B
AP T AT B LA B, $a s e ) A B
Hi S e 145 2% 1) 47 38 K ZE i, JE ek AN BT R g
il Be T AR, me A g 5 A AL TA] S S5 I

FE, T A HH IFSE b5 8 ) 245 57 3050 17 A 44 T 4 TR
WA AT . (i 45 R, LR B E kX H %
(BP Pareto fiE J1ZT A 1) k-medoids 5722 1) 45 S Emf
M3 ) 5 (B Pareto BERLE K VL), {H24% &
B2 LA H AR I (191 G 5 /N8 il 2 -5 A AL ) B
KIFRE | 5 /N A2 T3] 25 T8 S 25 I S 4z /A A i
() dpe R INF B ), 138 FH 5002 mT DA R B 22 (1) % (],
PRI AT AR HCSE AR o

Talili 25 AUV I NSGA- [T 505k i v 2 H b
(1) 47 1) s BSOS ) R, o A o /N A s 4 1) o K
N E B3 /N ol 8 ) £ e K 22 (E . NSGA-TTH
ot — MW 2 Hirig L 50k, H T34k Pareto
AR, &R PRI AR SCRLHE P L AR T 5 R
B, SR FH AT BE R4t R L B Ok B R R 2 FE 1,
TR SRS Al 45 2R o 71 Internet2 OS3E #i
NPV 07 B UG AR T AR R T 3R A5



gyt A oA s SDN il 4 i il FBURE 5

Pareto i 5 FIfif

Ahmadi 25 \UEET NSGA- 1542 H—FlR
A NSGA- IT SRR Pz il 2 JHCE 0] /8, Je /M
2 115) i TR) 5z DK IS SE T e /D Ak 45 1) 245 T 47 38 e K 22
{ELo A I N PR IR = AR FEIL FE SRS, IR G A X
IR R A A SCACMRE, AR BRI B bR SR R
MR L B AN BEALI T 5, JF I PR R iR
IR AL 7 %, AR E Ja, Gl BT A
TS A ST A AR, X RME B Se VR
B L REPE I AP o I FUR IR, PR
TEISAT I A2 Th AN W4 e &5 RAERA PR (R IR I, JBOR T
iR 2R, S N R B L R SR A D UL
AR, AT 2 D1 [F) Pareto S AR .

Ahmadi %5 N\ UOVIE F 5 AN A7 2340 10 38 A% 5 1k
NSGA- IT7*TH1 NSGA-TIPOE Hy —FhBr b 2 5 (1 7R
A AR SCRCHE P 15 % SR UL ) 2 RO ) . %
AT DO R R AR R A AR R, 38
IO T s8AEHL] S A AR =AU LR L], P
PLHIAE 28 /B2 B AT U E, #2000
B o SEER VAL T BVEAE I A 5 A8 L) o
DR E | 8 i i D) g A o 0 AR 42 ol i ) 47 48 e K 22
AR bR 2 M BT . 25 SR WoR BT e S mT LA
A LD B E BN ()R Y A7 SR8 AR ST Pareto 12
FIFHA RAF o3 A R L

Liao %5 N7V 8 18 (10 4 o 2 0 0 %,
TS T B SRR R M g R o kAT
WY, AEREAS - N A B LA R R 2, 1T T
W4 2 18] (R AZ B AT A D 384 . 2 S5, ARFEA
FRACAL H AR, W 55 5505 R RS I R —
WAL E B — 2 Pareto IARICE, MM SZI 4 M
AT AR TBCE . SEI VP AL T T8 A S
AEAGHILIA] PRI E | 2 i) 24 55 AT AL TR 5 RS ) S
P 1l 95 [A] P Y I REAFE AR FR AR K Pareto dcALAR, I
55 Zhang 25 NFUHE i 3 T 55/ S 1 CE 7 SR
Lange 2 NP1 Pareto BERUIIE K ELLEEAT LLAL
s g5 B B oK A EE Pareto ARULE KBV, TR TR
5 IET B NEI ) 7 Ze 35 m] LLBRAS S/ P ol 2 5 AL
AL ZE, H P4 77 S 0 & R T2 TR
J5 %, Pareto FHAPUIR K YA 0 DU A B /I8 [ 42 ol 45 1)
I SE, X PR BT 07 8 5 e T de AN EIN R T R A 2
TEREAS 1 N TBCE — NP2, 5 o o0 TR 1 o 0 52
BT MR I BT HR O 5 A B I N A ]
A M n Sk, P J8CE 7 AR — N R A /I
(R0 28 30 b 387 A T AR AR B AT EEE, Ul B R 2%
()90 b &5 R 0 194 265 1) m] SEPE AT R RE e . AT 13l

67

PEH T 2 R A 8 2RI S T R I R,
HILLBE 1 219K (4 k-center SVER, 55008 /01
A A RN IR AN R A

Pareto H LI 2 HbrLAL 7 28 0] LA 28 Hh i 7
oAk H bR 1) BB o 55 281502258 [ i A 98 28 45 1)
AT CASRAT S e, 35 P /N A 9 6% (1) 5 o 0 1
% H PR L1 Pareto BLAUUR K SHIEFI NSGA- 11 35
B BL) AT DA 200 g A ) 9 T e, AR 0 4
) 8 T e AL 16 P A (491 T R S SR T
A CANRAR A A o B IRAL H AR B 3 2, B
R S Mk, T RSV A AR A
b B AR BRI D )45 ) A TRCE 1) A, i i ] RS
MU H AR BRI 2 145 i 2 CE
3.5 I

P ERB AR 2 1) WAN P a4 F
B A A AN RN, K2 305 At iy N i 2
(1) 5 A At B A o A X4 I~ TR 22 A8
SPRERY, A 2 2 TR A 4 DR L ) O 2R AT
TEHE . I REAR Ok R B R bR 2 — O IR 2 U5 R I
ALFR PRI G M 25, H B 22 (AR IN AL o JLAfT
A ()47 T A T Tl S8 A0 Y o L s AR A Ay 8 o B A1
DAYB/INIFZE o i T4 il 4 PR AR R B8 ) A B, A5 FH 455 1
FBE I LY AN 0 S B AT BR o BEAh, FalAS
(1) G 8 A, 2 5 e 42 1) 8 1) 1k R DA R T, R g
il ) A28 ) 3 AT i DU I LA . Bl S, W) &
PEV AR BEARESE 22 PR b N B1458 1) 45 T8O )
M5 I8 R 2, = HIA O M@ RBCh T 2 H brififiib
). LA AU AS [ R Ak H A RIAS 7] 7 i) i
S RASE, A AN [R] R AU T =X DA B AN ] f Bk
i R A7 T TS ) . A2 A SRR A Ay oS T
PEAG A H AR TBCE 55, AR bR 29 AR 1Y) ¥ 2
e BAH DGR I 286 1R, mT DUARI I3 8 7 1) 5 SR T o
faoE, P, 78 T ReA SE B SDN £ il 4%
A 135 2 4 Tl 4 55 A ML TR 5 R IR RE 29 3T B
KA ZE ] Sk o T BRI A 2 A H bR,
T e bR T U & B T BCTR, IR 0 8 AL
A A 5 X N AL 2 A IR 2R FE A 1R R
Yyse, Bl 2 i B AR . Pareto AL IIAL
i 7 3] DU R 2 A4k B bR 2 IR AU 6 &R, il
EE T AT DR 75 SR A h I P A I R T &,
I AR AR R FR bR R 8CE S5

4 MREE

CAMI TAE EEMNERE . ATaEdE . A Hfg
FEEE T THIfift v SDN = 28 i 1) . #R1M, SDN 2



68 Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

A BCE AT SRAFAEAR 22 1) AT £
T

(1) EHIBBERIFE

325 1) 45 B () AN [) 2= 3 BUAS ] 1R 42 1) 88 T3CE T
DY &k Y IRSE o I Pl TN B o RS e S el S
il 2% E 0T o 2 () JECE AR TR . SCHR[22,24,27,
41,49,61 182 7 e B il a gom, AN JE SR fl A
B NI BCE R BN L. SR, AR W
(R4 s B A — 8 7 AR IR AR I TRCE 25 3 . SCHR
(291K FH 32 7 338 fin 47 1l o4 i 1 77 25 4 2 4 o
A eI LI S N A B . SCRR[7 7 B A I 28
WAL 2 368 ik PR 42 T 2 P R S ) U S 2. SCHR[28]
BT As S A LR N 2 AR 2 I B ke A>T
W4 AL BEA - W TECE — AN o SCRR[26 ]38 3 455 1l
i [F) B SE 249 SRS S 8 ) 2 R B B . X8 T AR
2 il g o I L5 R B — A A T br O B B
FEINS o F28 5085 B B i AN R T 428 T 45 1R 8 28 J AR
EIRERE, JOXT Iy GE AT ] SEVESE T 1 AR F
I, RSO R E T RS H 2 AR bR
JET e, HERIM S

(2) 38 S BN R 1 2% 1 BB AT AT S MR I R

AL AR T8 S BT UR BRA, Fahl s B
ARG, HaesE A REE AL L. 5
2% 1) SR Bt 25 5 w2 I 3 (R AL BERE ), JF IR
Wi 475 1 2% (R AL PRI SE o SCHER[8114E HH T — ME il Ak
PH IR JE 55 2 1) 2% fie 0 A AR AR TR D6 AR B, Pl
AASE 2R R iy S50 10 I ) 2 2% B PR 3 AL Bl (HLZ:
LB BEAT 5 FE AR (1) FFAT A B RE ) DA AN IR 26
PR HIAS A BZ 5 o EAb, P 48 I 0L 23 52 )
A T SE T, AT AR RS BEAE S A T T BRI
H A3 B A R i s 40 2805 T SE v 2 TR) 6 R I
. AR A PR REAN ] S R 4 I A
BN T S R SRR, e A A TS A
Ryt — 20T

Q) ERIBEALTE

A ) A H AR LR M AR, 2
A SCERER 2 MRS R 28 07 2, Bt AR Y 254
BENIB) RS 5 P 3 IR 1y 152
ST 22 RS 7 EEBTRIBE T Paxos (1R [H]
5 R )y S BATANIR] B R 5 28R I A A
S i 2 5 O P I G o K53 G e ot el
i B) P 20 s B A S5 AH DG HR AR N, R S 4
i BCE Sy s A IR s R U %2, DU
TR RCE 25 S, B B E S ) [R) 22 7 58 B 458
il 25 1] [F) 235 I GE RS BEROAS o

BB, Wi

@) BERBERNSE

Pt B TBCE I, A WL R 4 T ) B S U 1Y
flEs, A R A S A AT A . X R
Be 7 3R] DA R B Y/ ) 2 5 A8 4 ML ) F B 4
RN SRS SR bR m] 58 23 7= AR A i sg i, 91 4n 23 1e )
BF R B Al )45 2 T B s 5 S0 s R) R RN P A
FE I A e A, RS R B AR T R A RCK
(1) W e ME 23 B AR B I A o AL RR B LR B 5 18
ZA H At 24 M A7 55 2% 55 A L) 1 40 P - 3k
PTG M HIEE AR o BEAL, AR DA SR 2 4 5
B 2% g ) 5 A0 T B I 1) SR IR o I R R A i 67
B T U IR AR I B T BRI A SR PRI, FEIEFE
Jas il e A% N T B R I T R P R, Aok s O R 3
LA A AN P M 45 b

(5) RENEBHIMER LM REBERE

T P2 b B AR AL, 7 2R A Hh R AT
L5 il 4 2 18] (1) 2 e (RP AZ 3 WL #%) LA SE B4 il
B2 RS, T HE s P T P o AR
WU 5 K AL =AM sed: ()4 M g
St R Al A R R A B Re N, W2
BT R4 1 48 4 — oS e WL A 2% 42 il 2% LA 2y
PS> 138 (2) 4 s b B S LR IR, 75
G348 il D% PH B Ay TR HIPR 25 o 1 e 4 1) 2 A 3
(A H LT 8 2 FLAb A il 45, DN IT s/ 42 ol 45 B
I ) s AL AR (3) 24 M 2% rp B i i el
5 i 25 B8 7 AEL 0 HE B4 1l 4 S AN SR A I, A E0R
Bk R 4 s A B IR 2 A LI 3 SLAth 4
o LS I g (0] 0 33 5 . AF BIR =AM,
SO IR IR H TR A e =
LR, WAL A BN A AT AL T FE
DRI I 75 245 B 2% R AT B LI % B Al R 4 1 243
TR EAERT, 075 B4 B PR B A e WL AT
By iilds, ACEAE g gt s
I IE 28 Tl % A2 ] A PR B AR 5 7 T 1R A T AL
T B ST A A .

(6) IR

Bl S5 19 8% A 4T 977 R R R 28 R 285 PR AN TR A2 A
Do 245 A B 70 LS I R R A I R A DL &
AZHHLBN P BB I  BE, DASCBLIM SR iRk Wl SEAnZe
GrHbIs AT o SRTHT, 45 2 J050CE 1n) 00 0 A2 NP M ) 8,
TR BCE T ESERERT ). TAb, 28 CE )
U S 2 H bR ECE U ) @, H H A2 M B
TEOCR, WEINT MR e DR, AR AN
BERG I8 2 MU B AR I vk 5 ) B R
AT PR b R T TS ) A



S8y 2 434t SDN PS8 HCR 1 T 5 6
F 11 AREILEB WL Z R E B R
Table 11 Survey of controller placement problem for different types of networks
=3 2445 1 B OB H b TR L ik
. PR AN S R BT ) 5 R ) i Betr RO
zis 1811 INCE AR ) 4 .
Wang SN Hlirfn s et RO 7 B B R A PERIBIEDER e 035%)
Abdel-Rahman o Y LE N _— TEIWIRITAEAR, BRI
o é 1= 7N Eé/ L=} N=N
255 )0 REBE G mmpson R oK )
: LR, R T B MR B 51 \ PULBLTE
in 2 A\ eI ’ \ : NI, : bl AR 2 Ny
Qin A MBS R AR WS R ke ER )
. HUFRRLE L LRI . LA
e [87] T Hb B ) £ B /Y ST 347 37 % 4% Yk I 4
Papa 4 A T Hi 3 0 2% o e/ YA 5 20 18 S (R

(7) AR P25 H42 28 i B

REHOEAHVFOIEMAL WAN R 25
JBCE R . TAEK, B%E SDN WISy M2
PR R AR N, WIETTN G0 Bl O Y 2% AR
24 o 23% T (10 47 T st TECES TR AR R T T T, AR
JRWAE 11 s AE8 DM 2gh, Pl iCE
THNZZHNER M55 L, nERATH A1 3%
B, BRI BE RIS BN S . AR e M h, 45
) 5 A T e 3R 2 TR e e e AR AT A,
i S R A (0 JE e A B AR DU s 3l A5 g SO0F 19
Y P ZE R NI AE o AN R R 2 ) 9 2% EL A AN [ F 94 45
FFAE S 58 DAL H AR MR Y. (R FR AR vk 5 5, (a4
Tl gt TR I 7 S R I 2 R A S T A,
AL 538 R SRR EA TSR A
5 =]

n»

[3]

(4]
[3]
(6]

(7

(8]

2
[9]
25 )8 ) TECE RS A X s - T ) SDN I
SEPRERE R OCHE L, A RMICE T RS BRI
E5 AW LA B s il e ) PR J0 A5 BT 3E B v s il DX 8%
I SEVE I BRAR AR S REFE . A CHEETEN N T
P A8 THCE ) B LA TR AR, AFE I R A A
s ATEEVERIROA S BEAE, ARG AR DAL H bR ApLAL
H Fr 2 8] AU 5 =0k O BF U3 1A o 7 &
LA gE o A H bRy DARTEEE N 20 H
Fry ABCA S RERE ) B ZA0A H bR LR 2 H brift
VUSRS AR T, X BTy AT TR A Hb
XS . fea, B4 T A SDN il 4 iUE
AT BRI In)

225 SR

[10]

[11]

[12]

[13]

(1]

Kim H, Benson T, Akella A, et al. The evolution of network con-
figuration: a tale of two campuses[C]. The 2011 ACM SIGCOMM [14]
conference on Internet measurement conference, 2011: 499-514.

McKeown N, Anderson T, Balakrishnan H, et al. OpenFlow[J].

ACM SIGCOMM Computer Communication Review, 2008, 38(2):
69-74.

Gude N, Koponen T, Pettit J, et al. Nox[J]. ACM SIGCOMM
Computer Communication Review, 2008, 38(3): 105-110.
Floodlight Project[EB/OL]. http://www.projectfloodlight.org/.

Ryu SDN Framework[EB/OL]. https://osrg.github.io/ryu/.

Erickson D. The Beacon Openflow Controller[C]. The second
ACM SIGCOMM workshop on Hot topics in software defined net-
working - HotSDN '13,2013: 13-18.

Tootoonchian A, Gorbunov S, Ganjali Y, et al. On Controller Per-
formance in Software-defined Networks[C]. Hot-ICE'12: The 2nd
USENIX Conference on Hot Topics in Management of Internet,
Cloud, and Enterprise Networks and Services. 2012: 10.

Michel O, Keller E. SDN in wide-area networks: A survey[C].
2017 Fourth International Conference on Software Defined Sys-
tems (SDS), 2017: 37-42.

Yeganeh S H, Tootoonchian A, Ganjali Y. On Scalability of Soft-
ware-defined Networking[J]. IEEE Communications Magazine,
2013, 51(2): 136-141.

Kandula S, Sengupta S, Greenberg A, et al. The Nature of Data
Center Traffic: Measurements & Analysis[C]. The 9th ACM
SIGCOMM conference on Internet measurement conference - IMC
'09, 2009: 202-208.

Curtis A R, Mogul J C, Tourrilhes J, et al. DevoFlow: scaling flow
management for high-performance networks[C]. ACM SIGCOMM
Computer Communication Review, 2011: 254-265.

Yu M L, Rexford J, Freedman M J, et al. Scalable Flow-based
Networking with DIFANE[J]. ACM SIGCOMM Computer Com-
munication Review, 2010, 40(4): 351-362.

Koponen T, Casado M, Gude N, et al. Onix: A Distributed Control
Platform for Large-scale Production Networks[C]. OSDI'10: The
9th USENILX Conference on Operating Systems Design and Imple-
mentation. 2010: 351-364.

Tootoonchian A, Ganjali Y. HyperFlow: A Distributed Control
Plane for OpenFlow[C]. INM/WREN'10: The 2010 Internet Net-

work Management Conference on Research on Enterprise Net-



70

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

working. 2010: 3.

Berde P, Gerola M, Hart J, et al. ONOS: Towards an Open, Dis-
tributed SDN OS[C]. The third workshop on Hot topics in software
defined networking, 2014: 1-6.

Hassas Yeganeh S, Ganjali Y. Kandoo: A Framework for Efficient
and Scalable Offloading of Control Applications[C]. The first
workshop on Hot topics in sofiware defined networks - HotSDN '12,
2012: 19-24.

Jain S, Kumar A, Mandal S, et al. B4: experience with a glob-
ally-deployed software defined wan[J]. ACM SIGCOMM Com-
puter Communication Review, 2013, 43(4): 3-14.

Yap K K, Motiwala M, Rahe J, et al. Taking the Edge off with Es-
presso: Scale, Reliability and Programmability for Global Internet
Peering[C]. The Conference of the ACM Special Interest Group on
Data Communication, 2017: 432-445.

Oktian Y E, Lee S, Lee H, et al. Distributed SDN Controller Sys-
tem: A Survey on Design Choice[J]. Computer Networks, 2017,
121: 100-111.

Karakus M, Durresi A. A Survey: Control Plane Scalability Issues
and Approaches in Software-Defined Networking[J]. Computer
Networks, 2017, 112: 279-293.

Stribling J, Sovran Y, Zhang I, et al. Flexible, wide-area storage for
distributed systems with WheelFS[C]. The 6th USENIX symposium
on Networked systems design and implementation, 2009: 43-58.
Heller B, Sherwood R, Mckeown N. The controller placement
problem[C]. The first workshop on Hot topics in software defined
networks, 2012: 7-12.

Owen S H, Daskin M S. Strategic Facility Location: A Review[J].
European Journal of Operational Research, 1998, 111(3):
423-447.

Lange S, Gebert S, Zinner T, et al. Heuristic Approaches to the
Controller Placement Problem in Large Scale SDN Networks[J].
IEEE Transactions on Network and Service Management, 2015,
12(1): 4-17.

Lange S, Gebert S, Spoerhase J, et al. Specialized Heuristics for
the Controller Placement Problem in Large Scale SDN Net-
works[C]. 2015 27th International Teletraffic Congress, 2015:
210-218.

Jiménez Y, Cervello-Pastor C, Garcia A J. On the Controller
Placement for Designing a Distributed SDN Control Layer[C].
2014: 1-9.

Hock D, Hartmann M, Gebert S, et al. Pareto-optimal resilient
controller placement in SDN-based core networks[C]. The 2013
25th International Teletraffic Congress (ITC), 2013: 1-9.

Wang G, Zhao Y, Huang J, et al. A K-means-based network parti-
tion algorithm for controller placement in software defined net-

work[C]. 2016 IEEE International Conference on Communications

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

(ICC), 2016: 1-6.

Yao G, BiJ, Li Y L, et al. On the Capacitated Controller Placement
Problem in Software Defined Networks[J]. IEEE Communications
Letters, 2014, 18(8): 1339-1342.

Guo S, Yang S, Li Q, et al. Towards Controller Placement for Ro-
bust Software-Defined Networks[C]. IPCCC '15: The 2015 IEEE
34th International Performance Computing and Communications
Conference (IPCCC). 2015: 1-8.

Guang Y, Jun B, Luyi G On the cascading failures of
multi-controllers in Software Defined Networks[C]. 2013 21st
IEEE International Conference on Network Protocols, 2013: 1-2.
Sallahi A, St-Hilaire M. Optimal Model for the Controller Place-
ment Problem in Software Defined Networks[J]. IEEE Communi-
cations Letters, 2015, 19(1): 30-33.

Bari M F, Roy A R, Chowdhury S R, et al. Dynamic Controller
Provisioning in Software Defined Networks[C]. The 9th Interna-
tional Conference on Network and Service Management, 2013:
18-25.

Sallahi A, St-Hilaire M. Expansion Model for the Controller
Placement Problem in Software Defined Networks[J]. IEEE
Communications Letters, 2017, 21(2): 274-277.

Muller L F, Oliveira R R, Luizelli M C, et al. Survivor: An En-
hanced Controller Placement Strategy for Improving SDN Surviv-
ability[C] 2014 IEEE Global Communications Conference, 2014:
1909-1915.

Ying H, Tao L, Wenjie W, et al. On the load balanced controller
placement problem in Software defined networks[C]. 2016 2nd
IEEE International Conference on Computer and Communications
(ICCC), 2016: 2430-2434.

Zhang B, Wang X, Ma L, et al. Optimal Controller Placement
Problem in Internet-Oriented Software Defined Network[C]. 2016
International Conference on Cyber-Enabled Distributed Comput-
ing and Knowledge Discovery (CyberC), 2016: 481-488.

Le KV, Li V O K. Modeling and Analysis of Systems with Multi-
mode Components and Dependent Failures[J]. I[EEE Transactions
on Reliability, 1989, 38(1): 68-75.

Hu Y, Wang W, Gong X, et al. Reliability-aware controller place-
ment for Software-Defined Networks[C]. 2013 IFIP/IEEE Interna-
tional Symposium on Integrated Network Management (IM 2013),
2013: 672-675.

Hu Y, Wang W, Gong X, et al. On the placement of controllers in
software-defined networks[J]. The Journal of China Universities of
Posts and Telecommunications, 2012, 19: 92-171.

Zhang Y, Beheshti N, Tatipamula M. On Resilience of
Split-Architecture Networks[C]. 2011 IEEE Global Telecommuni-
cations Conference - GLOBECOM 2011, 2011: 1-6.

Vizarreta P, Machuca C M, Kellerer W. Controller placement



gyt A oA s SDN il 4 i il FBURE 5

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

strategies for a resilient SDN control plane[C]. 2016 8th Interna-
tional Workshop on Resilient Networks Design and Modeling
(RNDM), 2016: 253-259.

Hu Y N, Wang W D, Gong X Y, et al. On Reliability-optimized
Controller Placement for Software-Defined Networks[J]. China
Communications, 2014, 11(2): 38-54.

Obadia M, Bouet M, Rougier J, et al. A greedy approach for mini-
mizing SDN control overhead[C]. The 2015 Ist IEEE Conference
on Network Softwarization (NetSoft), 2015: 1-5.

Huque M T I U, Jourjon G, Gramoli V. Revisiting the controller
placement problem[C]. 2015 IEEE 40th Conference on Local
Computer Networks (LCN), 2015: 450-453.

Hu Y, Luo T, Beaulieu N C, et al. The Energy-Aware Controller
Placement Problem in Software Defined Networks[J]. IEEE
Communications Letters, 2017, 21(4): 741-744.

Ruiz-Rivera A, Chin K W, Soh S. GreCo: An Energy Aware Con-
troller Association Algorithm for Software Defined Networks[J].
IEEE Communications Letters, 2015, 19(4): 541-544.

Arya V, Garg N, Khandekar R, et al. Local search heuristic for
k-median and facility location problems[C]. The thirty-third annual
ACM symposium on Theory of computing, 2001: 21-29.

Wang G D, Zhao Y X, Huang J, et al. An Effective Approach to
Controller Placement in Software Defined Wide Area Networks[J].
IEEE Transactions on Network and Service Management, 2018,
15(1): 344-355.

Alshamrani A, Guha S, Pisharody S, et al. Fault Tolerant Control-
ler Placement in Distributed SDN Environments[C]. 20/8 IEEE
International Conference on Communications, 2018: 1-7.

Killi B P R, Rao S V. Optimal Model for Failure Foresight Capaci-
tated Controller Placement in Software-Defined Networks[J].
IEEE Communications Letters, 2016, 20(6): 1108-1111.

Killi B P R, Rao S V. Capacitated Next Controller Placement in
Software Defined Networks[J]. IEEE Transactions on Network and
Service Management, 2017, 14(3): 514-527.

Killi B P R, Rao S V. Link failure aware capacitated controller
placement in software defined networks[C]. 2018 International
Conference on Information Networking, 2018: 292-297.
Katsavounidis I, Kuo C J, Zhen Z. A new initialization technique
for generalized Lloyd iteration[J]. [EEE Signal Processing Letters,
1994, 1(10): 144-146.

Internet2 open science, scholarship and services exchange[EB/OL].

http://www.internet2.edu/products-services/advanced-networking/1
ayer-2-services.

Knight S, Nguyen H X, Falkner N, et al. The Internet Topology
Zoo[J]. IEEE Journal on Selected Areas in Communications, 2011,
29(9): 1765-1775.

Khuller S, Sussmann Y J. The Capacitated K-Center Problem[J].

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

71

SIAM Journal on Discrete Mathematics, 2000, 13(3): 403-418.
SNDIib: Library of test instance for survivable fixed telecommu-
nication network design[EB/OL]. http://sndlib.zib. de/home.action.
Kirkpatrick S, Gelatt C D, Vecchi M P. Optimization by simulated
annealing[J]. science, 1983, 220(4598): 671-680.

CPLEX Optimizer[EB/OL]. https://www.ibm.com/analytics/cplex-
optimizer.

Guo M, Bhattacharya P. Controller Placement for Improving Re-
silience of Software-Defined Networks[C]. 2013 Fourth Interna-
tional Conference on Networking and Distributed Computing,
2013:23-27.

Clauset A, Newman M E J, Moore Ctructure in veryLarge Net-
works[J]. Physical Review E, 2004, 70(6): 066111.

Gurobi Optimization I. Gurobi Optimizer reference manual[J].
URL: http://www.gurobi.com, 2014.

Rath H K, Revoori V, Nadaf S M, et al. Optimal controller place-
ment in Software Defined Networks (SDN) using a non-zero-sum
game[C]. The IEEE International Symposium on a World of Wire-
less, Mobile and Multimedia Networks 2014, 2014: 1-6.

Ros F J, Ruiz P M. Five Nines of Southbound Reliability in Soft-
ware-defined Networks[C]. The third workshop on Hot topics in
software defined networking, 2014: 31-36.

Ros F J, Ruiz P M. On reliable controller placements in Soft-
ware-Defined Networks[J]. Computer Communications, 2016, 77:
41-51.

Ksentini A, Bagaa M, Taleb T, et al. On using bargaining game for
Optimal Placement of SDN controllers[C]. 2016 IEEE Interna-
tional Conference on Communications, 2016: 1-6.

Bulug A, Meyerhenke H, Safro I, et al. Recent Advances in Graph
Partitioning[M]. Algorithm Engineering. Cham: Springer Interna-
tional Publishing, 2016: 117-158.

Tanha M, Sajjadi D, Pan J. Enduring Node Failures through Resil-
ient Controller Placement for Software Defined Networks[C]. 2016
IEEE Global Communications Conference, 2016: 1-7.

Shen H, Zhu Y L. Adaptive Bacterial Foraging Optimization Algo-
rithm Based on Social Foraging Strategy[J]. Journal of Networks,
2014, 9(3): 799-806.

Czyzzak P, Jaszkiewicz A. Pareto Simulated Annealing—a Meta-
heuristic Technique for Multiple-objective Combinatorial Optimi-
zation[J]. Journal of Multi-Criteria Decision Analysis, 1998, 7(1):
34-47.

Hadi A S, Kaufman L, Rousseeuw P J. Finding Groups in Data: An
Introduction to Cluster Analysis[J]. Technometrics, 1992, 34(1):
111.

Jalili A, Ahmadi V, Keshtgari M, et al. Controller placement in
software-defined WAN using multi objective genetic algorithm[C].

2015 2nd International Conference on Knowledge-Based Engi-



72

[74]

[75]

[76]

[77]

[78]

[79]

[80]

Journal of Cyber Security 15 F\V% 4244, 2021 3 H, Fo &, FH2 M

neering and Innovation, 2015: 656-662.

Ahmadi V, Jalili A, Khorramizadeh S M, et al. A hybrid NSGA-II
for solving multiobjective controller placement in SDN[C]. 2015
2nd International Conference on Knowledge-Based Engineering
and Innovation, 2015: 663-669.

Ahmadi V, Khorramizadeh M. An Adaptive Heuristic for
Multi-objective Controller Placement in Software-defined Net-
works[J]. Computers & Electrical Engineering, 2018, 66: 204-228.
Liao J X, Sun H F, Wang J Y, et al. Density Cluster Based Ap-
proach for Controller Placement Problem in Large-scale Software
Defined Networkings[J]. Computer Networks, 2017, 112: 24-35.
Deb K, Pratap A, Agarwal S, et al. A Fast and Elitist Multiobjective
Genetic Algorithm: NSGA-II[J]. IEEE Transactions on Evolution-
ary Computation, 2002, 6(2): 182-197.

Glover F, Laguna M, Marti R. Fundamentals of Scatter Search and
Path Relinking[J]. Control and Cybernetics, 2000, 29(3): 652-684.
Seada H, Deb K. U-NSGA-III: A Unified Evolutionary Optimiza-
tion Procedure for Single, Multiple, and many Objectives:
Proof-of-Principle Results[J]. Evolutionary Multi-Criterion Opti-
mization, 2015: 34-49.

Wang T, Liu F, Guo J, et al. Dynamic SDN controller assignment

in data center networks: Stable matching with transfers[C]. I[EEE

BT T 2014 ARG TR
M 3RAG 22 A . DA BB B T
TS 5 5 05 5 A B8 b s 1 1
2L o WIRTTATION B 5 SO 4% . BIFFE%
EEE: REREGE. BHIERCE . Email:

caining@jiie.ac.cn

ZE T 2012 FAERRBTOREEER
BEE S TR RAG Tl . B
Ao R B A5 R AR T 3 U 5T
FEOPRIIE I BTN M 2% 55 R 5T
G WIFOGEESR: Wit M
LA R 5G B AT 5 %4 Email:
anwei@iie.ac.cn.

(81]

[82]

[83]

[84]

[85]

[86]

INFOCOM 2016 - The 35th Annual IEEE International Confer-
ence on Computer Communications, 2016: 1-9.

Levin D, Wundsam A, Heller B, et al. Logically centralized?: state
distribution trade-offs in software defined networks[C]. The first
workshop on Hot topics in software defined networks, 2012: 1-6.
Guo Z, Su M, Xu Y, et al. Improving the performance of load bal-
ancing in software-defined networks through load variance-based
synchronization[J]. Computer Networks, 2014, 68: 95-109.

Ho C, Wang K, Hsu Y. A fast consensus algorithm for multiple con-
trollers in software-defined networks[C]. 2016 [8th International
Conference on Advanced Communication Technology, 2016: 1.
Abdel-Rahman M J, Mazied E A, Mackenzie A, et al. On Stochas-
tic Controller Placement in Software-Defined Wireless Net-
works[C]. 2017 IEEE Wireless Communications and Networking
Conference, 2017: 1-6.

Qin Q, Poularakis K, Tosifidis G, et al. SDN Controller Placement
at the Edge: Optimizing Delay and Overheads[C]. [EEE
INFOCOM 2018 - IEEE Conference on Computer Communica-
tions, 2018: 684-692.

Papa A, Cola T D, Vizarreta P, et al. Dynamic SDN Controller
Placement in a LEO Constellation Satellite Network[C]. 2018
IEEE Global Communications Conference, 2018: 206-212.

Rk T 2010 FLEILRHAT MR K
TR 5 IR TR 2 A, T
AT [ B2 B A B LA 90T 38 AR
FERIFIFLO . WIS SDN Mgs. %)
s, WGBS 2P, HE
M 45284 . Email: hanyanni@iie.ac.cn

BE T 2005 FEAET EBEEBRAITI
I R a3 AT Top i 2 fr . BUE
I RE 2 B AR S TR E ST 8 LU=
IE R R o WIS A0 A 90 2% 1 2R S5 4
L. a2, WE

V1% . Email: xuzhen@iie.ac.cn



