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Abstract Intrusion detection is a challenging and important task. Nowadays, researchers proposed many intrusion detec-
tion models and technologies. However, existing research focused on how to increase detection rate at the cost of increas-
ing time consumption and false positive rate, which is costly in practical application. In this paper, we propose a novel
intrusion detection model using double-layer heterogeneous ensemble learner strategy (IDHEL). This model first uses
probabilistic kernel principal component analysis to efficiently reduce the data dimension, in order to reduce the computa-
tional overhead. Then, multiple heterogeneous classifiers are adopted for anomaly detection by a layered ten-fold cross
validation strategy. Finally, IDHEL chooses the best three classifiers based on probability-weighted voting for intrusion
detection. We compare the IDHEL model with existing algorithms, and the experimental results have shown that the
IDHEL model is superior to other models in terms of accuracy, False Positive Rate (FPR) and time consumption.

Key words intrusion detection; heterogeneous classifiers ensemble; probabilistic kernel principal component analysis;
classifier evaluation; probability weighted voting
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Figure 1 Flow chart of anomaly-based intrusion detection using machine learning method
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42 ZHRE

FRAT TR (¥ IDHEL BERY 5 A~ BOph AL FH (%) 23
RAT AT HOAL, 1XUE ) R AR AN R DI, Bp fhee
M 4, C4.5, [ H M SVM, DL K L i A8
NSL-KDD #ffa 5 E#bA7 5250 i AR A ALY

« MinMax K-means(Eslamnezhad 5§ A, 2015): %
2 T K-means S92 O 46 O R R
PEAS AL F i) P

o MU K-means &y (Wang, 2011): ik AT
HE I FEAT] 4R rh o0 SR o IR A4 v o0 2 % 1) R A
i 2,

« LR SVM Siki(Heba et al. 2013): i%5iL3E
T B BT (PCAYRISHE EHL(S VM)

« DNN(Tang et al. 2016): 7EiZA=AI N TR
FERNEZE 9 2% (DNN)#E Y, 1A AL 7T SDN FRd5
IRAG T ANAFEAGEHEN,

« S-NADE(Tang et al. 2018): ‘E#H T —FiH T
FRFAE27 2] I AR X FRIR BE E 39 i 25 (NDAE) Fll
— P IHES NDAE [0 3R S5 2% 2] 4y st
LR

* Ensemble with weight strateg(Tengl et al. 2018): 7E
AR, SR BAL TR GA RO BN FEA
TrRERIOBLE, K PCA KA THcE 44,

* Adaboost Ensemble(Sornsuwit et al. 2016): 7EiX
AR SR T Adaboost HyE G 5524 2
(44, DR AR Ak gEl,

4.3 HETALERIEER

h TUEW] PKPCA R0 S AR, FeAI 14T
T AT SR HRAE T AN 7 2R A% T AN EEAT
HAfn Tab 2, M F PCA R PKPCA #4f P4t 2 Ji5 1
AT/ K. K 2 WoR TR =AN S8 IR IR 2L,
3 SRR LR RIS T3 o

ML AT LLE B, O 41 NRFIEFRE 2] 15 AMRFIEZ
J5 A AR 2R DU S0 25 i 1 S 56 &5 SR A 1 v
1 FA%. HhAME T PKPCA HEAT M b3 2 J5, Al
HI BP Fi22 R 45 11 5 R T 2 97.07. kvl WL, oo
H s At T2 AN 23 0] 73 28 1 e A v AR R 1R 47T S
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Mo %, EEGEFAEEEY 5, TAN T RA s T
WHA T BN N PCA TR I )W FE AT T
74.8%, PKPCA [ P30 (R TH FERFAR T 71.1%.
4.4 NZHNERE LLE

T8 50 502 2] S SR ) o v, RATMEH T 56T
MER AR S 2 i Ras T, WS BRTa
it PKPCA B B4 A B2 J5, K TORPAN ] 2 ) 4%
AT/ RIKERE . AUC M F {H. FRAMEH CEA
AFRIERE =N K8, B 9 SR THASE
A y oy TH

M8 9 Hmf LLE H, @ [H])H.C4.5 R SVM
XA R A 4 B AT w1 AR,
R FRAT T X = AN r KA McFA ST 2
Iy RARRA LA — P % .

TEAS 2% TR AR R 1) McFA H9: 2 )5,
IDHEL #55 (HERf 2 . RS HR L AR F{E R AUC
fHMRE IR E W 9 iR,

I K 8~ 10 ATLLFE HY, e F 2k Tt A
BEEEM RS G, KRR T B#
M . FEREAT R U S AR AR T, £t PKPCA %K
P PR AE AL B 2 5 (A AR, fE gy A8 BTk
311 F-Measure f1 AUC {5 mi{E 5054 0.976 Fl
0.988, X H AL C4.5 4B HIRIB . AT
FH AR ST H 10 35 Tk 28 AU 2 (1) 43 S A B ARV
Jii, F-Measure Al AUC #5425 2] 7 0.985 F10.992. #E
% 0.957, K% N 0.962, i FILA K LR
TR, tb4h, IDHEL BEAYAE4R 2 207 T R I R 4f,
RN T 10%.

R2 IMOERERBEEES. 213 PCA AIBMEIREF PKPCA LB EIRER LD XL R ILR
Table 2 Comparison of the results of classification of original dataset, PCA-processed dataset, and PKPCA-
processed dataset

Vo s
Kb D3 Bp 14 M 4% C4.5 AV SVM
FEIE K 41 41 41 41 41
JRIGEHE AR HERI 2 Accuracy(%) 80.57 97.05 98.50 91.46 96.62
N ) T F#E(s) 2 1595 26 50 220
;{;/ et L
%3F PCA 34t R B 15 15 15 15 15
FEAEALEESH HERGZR Accuracy(%) 84.20 1 93.62 97.09 87.93 94.05
BRI N ) T F#E(s) 11 3264 61 11} 133
Hebe o ety 5L
254 PKPCA FRIE K 15 15 15 15 15
BGRAEAE R WERIER Accuracy(%) 84.73 ¢ 97.07 89.92 89.92 96.29
JRHIEER N ) T #E(s) 14 357 74 14 168 |
Evaluation index
1.00
0.95
0.90
0.85
0.80
0.75 s |
. p neural net
Naive Bayes work logistic
 Precision 0.867 0.946 0.976 0.905 0.963
mAUC 0.930 0.976 0.988 0.969 0.956
F-Measure ~ 0.847 0.946 0.976 0.899 0.963

M Precision ™ AUC ™ F-Measure

B 8 1T PKPCA [ AR5 LRI IREL

Figure 8 Evaluation index for five different classifiers after performing PKPCA
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0.84
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YCEA

Naive Bayes work

s PKPCA 0.887 0.906

Bp neural net

25
CEA
C4.5 logistic SVM
0.982 0.933 0.959
Classifier

9 1T PKPCA 5, EMAEDLEEN yop, B
Figure 9 CEA values (7, ) for five different classifiers after performing PKPCA
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Figure 10 Ability map of IDHEL

4.5 BFEIHFE LA 4

FEIR S S, S0 A AR A I ) 52 1] 2 SR FF AN
Ko BRIk, FRATIE LU T HE 3B AT I TR], G
11 ise MEIFRTLIUE H, AN SCHH ) IDHEL B
1) 5 2% S I TR) Y A S /N T Bp M4 I 4% o AEQRFr e
iff 28 BE AR A R G O R, S8 BE I AR A I i)
[ 4758R /T 500s0 FH T AT UERH, SR A SO $ 5 v2:
RENS AT Rk /D oy B AR P IS TRV FE, 2 AR A

PR SIS
4.6 1RIBLLLE

AT A PEA TDHEL BRI PERE, BA TR
HPER— i 48 BTS2 Bl R R A AT T
SEIOAUR LA o NFE 3 ] LR 3RAT T S EALE True
Positive rate(TP). False Positive rate(FP). #Effi R FIIN
)Y FEIX VU AN bR 7 TS LA PR o

IDEHL 5775 1) TP Fl FP {E A 1% Le 5770 b K Bl fx
H, 4350 0.989 F110.061. 54, & AIHERTIE IR =,
53 0.957.

Time Consumption
IDHEL m times (s)
SVM
logistic B
C45 1
Bp neural network I

Naive Bayes |
0 500 1000 1500 2000

11 IDHEL %3 5 85 53 2E 25 B 8] 55 € 73 T RY LR 4R
Figure 11 Comparison of time consumption between
IDHEL model and five separate classifiers

*3 SEZMERKEMNESILEE

Table 3 Intrusion detection algorithm comparison

285 vk TP FP IR I ) Y #E(s)

MinMax K-means 0.8136 0.094 - -

AN RS ki) K-means Algorithm 0.68 0.43 - 492
Sy SVM Algorithm 0.796 - 0.816 -

N DNN - - 0.758 893

REF S-NADE 0.765 ; 0.892 722.54

Ensemble with weight strategy - 0.015 0.872 4098

SRR ) Adaboost Ensemble - - 0.985 1331

IDHEL 0.989 0.061 0.957 479
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