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A novel lightweight protocol of secure proxy
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Abstract With the development and wide application of network technology, establishing a secure channel has been
used in various application scenarios. In this paper, we have designed a lightweight security proxy protocol taking advan-
tage of the handshake protocol framework of TLSv1.3, which provides better performance given strong security. The user
interface of the agent is based on the Socks5 protocol, which guarantees the versatility. The handshake process simulates
TLS, and the true parameters are filled in the random area and the encrypted area in the TLSv1.3 handshake packet to
complete the handshake based on the ECDHE key exchange and challenge-response mechanism. The subsequent proxy
forwarding process avoids the repeated processing of encrypted data through additional judgments, which greatly im-
proves the communication efficiency. For active detection, an active countermeasure based on TCP forwarding is imple-
mented. In terms of robustness, it can be used as a reverse proxy for the server, or as the back end of a reverse proxy server
based on TCP forwarding that can flexibly be used to construct redundant channels. The scheme is named Fake TLS Socks
(FLTSocks), which applies a coroutine pool, space reuse, minimal copy, and lock-free design. The measured resource
consumption, throughput, and response time under high concurrency are better than the existing tools.
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