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Abstract Malware detection technology has been an important research topics of cybersecurity. Both traditional
rule-based malware detection methods or the heuristic malware detection methods based on machine learning are all need
to extract structural, functional, and behavioral characteristics of malware automatically or manually. With the game of
cyber attack and defense, malware presents the characteristics of stealthy, polymorphic and multipartite. How to under-
stand the malware accurately and effectively and extract the key malicious features is the main goal of malware detection
technology. As a kind of important program understanding method, program slicing analyzes the program code by using
the idea of “decomposition”, and then extracts the code snippets that the analyst is interested in. Because the classic pro-
gram slicing technology is mainly for high-level program languages, and malware usually does not provide source code,
but only the binary code can be obtained. Therefore, the application of binary code slicing technology in malware detec-
tion technology faces the following challenges: (1) how the classical high-level language-oriented program slicing algo-
rithm can be applied to binary code slices accurately and effectively; (2) how to extract the program slices that can repre-
sent the key malicious features as completely as possible for malware. Through the improvement of the classical program
slicing algorithm, this paper effectively improves interprocedural slicing and slicing granularity issues. By analyzing the
typical malware manually, we extract 42 slicing criterions that effectively characterize the malicious features of malware.
Experiments show that the proposed method can improve the accuracy and efficiency of malware homology detection.
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6: for (inti=1;i<100; i++) 6: jmp  short/loc 1167

7: sum += add(sum, i); 7:loc 1151: mov edx, [rbpti]

8.  return sum; 8: mov  eax, [rbp+sum]
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10: mov  edi, eax ca

=

cmp [rbp+i], 64h
mov [rbptsum], 0 mov [rbp+i], 1 e short floc 115 mov eax, [rbptsum]
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Figure 1 A sample of improved interprocedural slicing of binary executables
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Y LEAVE #7529 i, 20K 2 000484
RS INEID A, 3k B RS i 22 It A
FEVI R SRR G R PPRLIE )8, BPfE RS Bl N, BAR
BAmEY R RS — &L ETHdE S —1
THE, (BYI R FIEL A S AR A . M) AR
0] JBUA 45 5 R RN (Cascade  Effect), ANAHICI TR
A 3 BRI (AT R 2Bl DL A HE iy v

1: int multiply(int a, int b) {
2: intc=a*b;

S:int main() {
6: inta=1,b=2;

3. returnc; 7: _int ¢ = multiph/(a, b);,
4 [8: returna* 5]

9:

——

B2 CiEERRESTIRTA

Figure 2 A sample of backward static slicing for C

multiply: main:
1: push ebp 10: push ebp
2:mov  ebp, esp 11: mov ebp, esp
3:sub  esp, 10h 12: sub  esp, 10h
4:mov  eax, [ebpta] 13: mov  [ebp+tal, |
S:imul  eax, [ebpt+b] 14: mov  [ebp+bh], 2
6: mov [ebptc], eax 15: push  [ebp+h] ;b
7:mov  eax, [ebptc] 16: push [ebpta] ;a
8: leave 17: call  multiply
9: retn 18:add  esp, 8

19: mov  [ebp+c], eax

20: mov  eax, [ebpta]
[21:imul eax, [ebp+b]]

22: leave

23: retn

3 CRIES REEST R A
Figure 3 A sample of backward static slicing for as-
sembly
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S O U SO BRI G e
e N I S N G Vs gl iy A w 3 71 DA A DA OF 1453
I 5, X e ) R R DA 20 S RE AN O S 1 R
FANAAE (Static Single Assignment, SSA), ‘&% KAE—
ZIRAS T — AN ERE R, I HAEEH A
A BT E %A PPN TR A R
NI e X B A, PRI A 4 o v ) R
IR Z RS ] DURT i 20 AR A U AR
PO 5L AR A5 S Z AT ARTES

A, TATERL VEX ] e RP33E o i
AT R Y R &R, J0R « bR —rh ) &
IRFRATTA” IS OC FR 4 A AR R R DG &R,
PN FHBRATE 3.0 AT R R U)o
TR 2 1 R MO AT R P ) e, TR AT R
MRV R IAFH TR . B 4 02 x86 4 T
LEAVE 54 (1) VEX ] 7R, 1t LEAVE 54 4%
ey 6 AT RIS, I AT rp R AR A i
AR, Pk L bbb )RR sk . Bl 1n]
¥ VEX 18482 7 517G VE XS . 3 Y $8 407 B 1
FHI T, A0 (kL bl A 2 AR ) — b 461
584 B 5 2B IR S e 18] R R I AR
SO R MR ), BAT B 3 mudtiply #R L
(W R GEMBEI AT e, K&l 3 5% 8 1T LEAVE 454
o IRIROR, JHEH R R EE LEAVE [111d
T2, f e B b AN R0 S v ) R A o — A3
AR EBP 29 - AR O R . (i TR
BAMHIR T EBP AAFas “ @ X—75 1”7 B, K
IEAE multiply $R5UF % EBP A7 8S ATV i), R4¢
WA AT AHER R EBP (IKIBSC R, I MOV
EBP, ESP fll LEAVE W45 &0 EV .

HR 4 LA #r, AT 5 e i by AT
PP, R ) e AR o R 1 U0 R i AR T ki
FEUIT:

IRSB {
10:1ty_132 ¢1:1ty 132 2:1ty 132 3:1ty_132

00 [ ------ IMark(0x400400, 1, 0) ------

01 | 10 = GET:132(ebp)

02 | PUT(esp) =10

03 | #1 = LDle:132(10)

04 | PUT(ebp) = 71

05 | 22 = Add32(¢0,0x00000004)

06 | PUT(esp) =12

NEXT: PUT(eip) = 0x00400401; Ijk_Boring

El 4 LEAVE {5<H) VEX HjERR
Figure 4 VEXIR of LEAVE instruction



132 Journal of Cyber Security 15 F\V& 4244, 2021 5 H, F o &, FH3 M

push ebp

\(sub esp, 10h

\ imul eax, [ebp+b]
\
\

70 = GET:132(cbp)

o e [¢hp3)
mov [ebp+c], eax

RN o
—————— »
LB
M e
PlRAEH
il R
UINEE SR

>
EBPZI A7 4w By
WA FR

~—_ _— e ———— -

5 HHERTH SR FKBE
Figure 5 Improved SDG with IR

1) 53 A7 = 338 ) AR )4 i 40 6 O 3 AR 50 A4k i
KZ, M 3.1 TR R A R A R Sk
PSR

200 ZHEHIFR A T 2 RAETE 4, W1 x86 ZEH K
f\) ENTER. LEAVE. PUSH. POP &5#: 4 l) VEX
&R, R4 7 HEE L2,
X RGN AT SR YT e, R AR R R 4 K
O R AEIAAT R R

3)iz 2 T By nl ik R e U0 v B, R 2)h
HOE I R G A ek — AR AS V) A

4 ETFTT#EHFIV RS AN AR

W RACI R I R AR R A A, BT AR
Jiik:

DFLU R A2 (Rule-based Detection): %= LAY
L 75 | 8 T 2 S A AR A ) P26 060 A A R A T A
R 2 3= LA HE B0 0 = 45 2 R SURFIE T )
BAT A IR IE o 2RI VA e s e A
I TA) 0, R R 2 IS s SO, DRI IS 1 L N
A AT B AT I R RICR, 6 T AR SRR A 1R A DU R
JIAHRT LSS

2))8 &K (Heuristic Detection): 1 it 15 4
FR G0 15 B T 3L 53 98 0 1E H B RO A ok
RO R A2 A AR R A S HR = w RS 1)
J TR I8 2 T LAY 2E 2 vk, IXRR IR R AU A
D5 | EE AT — B TR (R U SR @A o il 1A 7
VR T G UE R R RO 2 P S DR A R A
—E MR AR, I HATIE GRS, EN T AR AR
AT WA T R A I 2L A s v 1) 4 R

Kl 6 A T SRR — iR, AR
FEASCATFEN 20 A A I 5 | 2 vhy ) Al 5 1 3
SEARIOREA SRR I 5 5 15 ) B EAT LU AR,

T A IR A A DA S R A o A T U A
VLR EE R, G180l A R SR A
2 U LR AR RPRSBEAT 02K, IR th e 500k T 70 2K 4
RIAT A, foe A AR 7 o

TERRIIREAS | R

6 EERIN —ARRE
Figure 6 General model of malware detection

BE 2 B A% AR I B, BB % AN
(Stealth Malware). % A% 5 U (Polymorphic Mal-
ware). J% % =AY (Encrypted Malware) Fl1 2 15 % &
AR (Multipartite Malware) {44533 T80 (148 =AY
RT3 M LA Rk, AT b o8 2 A R A DN A 5 fit
IR RPOPEY &= W valll = pa e e i A i Ly =¥ ¢ L
PR 43 BT (Malware Homology Analysis) & —Fi i B+
JES 135 R K A 70 B 7 325 1 S i AR AL 0 R 43 B
J7 P 2 (15 R AR 40 A AR 5 (1
PO Bz — o W2 Ty 20 20 A 2R St R
Fhos TR G AR, $RA3 B F5 3 HU PR 5L 57 B
TR EA o PR T[] I 24 s A R0 A FH AH Rl 2K
TG ) ARG, B[R] AR g S R AR, R
R REA A HAT I AEAR SR AR BRI EACHD
[R5 2 AT SR B B A7 1 v ) 28 s A 2RO IBR 1)
A OHCEEFEA, PRBUREA G RRAE T A5, 4
IR R A AR A AT 4028, FIWT S 5 2 A
i 2 2R 8 SR AS AT ]S 3 7 S D A A A A
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T AEEREAR,
4.1 EBEARBREIREMEEN TIER

Jieran Liu P75 41 T —FhEE T B 2%
(Graph Embedding Network) )% 2 A A [ Y5 4% 43 Hr
D718, %7 VRS ORE e 4 il U B A S TR R,
g5 T R AN RFE R 78 SRR BE 2% SRR, ok
H T [7]— 4 2 Bt 20 23 1) S S ARl 37 4 A Y,
FALFH A2 AR B 0T B A A A BEAT 43 8T o Jieran
Liu Z53ETZ 07V E LI T I R 48 MCrab, R4 T
YERLWT T

1)K B i A7 i A 5 0 295 ek 40 2R S Bk 1) 2%
EAMFEALE .

2) MO AR B A A6 N (1) SRR R, BLFE
CoIE2 P4 REGE RN D SRS FeRg Gl
Tty A 2 e L S A AR A ) SRR ALE o

3) ] W R AR R A i G R AE AT A BERTZ K,
B 2 NI R RN AR R AT
b, BFEFRHE B NAAHRIER S HBiRS
. CALL #5240, SRS EME AR S HIL 6 Fkr
A5 o 0T R R PN o P AT RN S, R
SER AL n dERFAE ) &

AE IR X595 LSTM X5 3 sbh & it ik
BEANZ AT 2 4 % AR R AE ) S AT IR, ARk
AN 7] 199 29 B8k 20 2 ) % AR R P A AR 2R

5) 2 4 o DA A i N B G I ABE 2RY I, AR S

=
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A2 17 B FEAS I 455 B0k A1 2R SC I B A AR Al
FEALPE JI T, L KR SE, IERs A &5 3 B it 21
T AR, T SRS Y R E S AR A R P A

7E Bk MCrab JRE RGN TARGR S, B e =
HESI AT AT ST A o i 8 ol ot T L R AR
PR 2 G RRAE, FF0T R AR AT T UE A T AL B,
5 i LA AT Y o R 52 56 B MCrab
AR MR, A, 0T 3kl al g7 #E 7
M, PR ISR ST 91k BEH AR i nT BT RE 7,
FEAEPT A AR 7 Be B T SE IR I D RE, K24k
G 1A o FE i N — Le AR FH T e A SR HA T AL,
T % = AR 1 25 0 m) A 4 N o AR X it 22 4> 4y
Bro BRI, A EEAE I SRR AT 2 i AFE A Js 4 Ry
FE R BRI F AR v B, DA e s A R A DA
e R NG 15, SE T80 1 Ag0, b fl T
ATREF AR T 2 Fh o AR B

DA v BeAE R IO OC R EANRTIE: 18 ok £
(i) e FH P i 5 PN 42 ) 1) B AN AR AE DN T R )
ZAS B AT

)RS Fr BAE B MO R EANATIA: ARH B
TERR O FH S HOM s BN AR & B35 osE -5 TG R .

H T A SR OSSR AE, A SCs T
Jieran Liu $2&H %2 A RV AT I 7%, £ 7
tfiIA T HE T MCrab JRU8 28 4 ot A I 7 v A
T, FRATTRE— 2050 P U B AR R A SR UG R 2y

REFFUIR B

/

|

i

|

! ""'] PRI A
[ | =
|

___________________________

—_——————

Sl INEE
(Graph Embedding
Network)

!

yES

B 7 EBERBREIREEEN IR

Figure 7 Workflow of malware homology detection
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BT = 1 A AL 110 42 AR OC R A EL B AR O R,
RGO, FRAR T e 1) — 4R A% B AT
RV RN HATRE PV A, sa kAR U A
NS N AN -3 SR B 5 e A/SE R (T 1T -9 =1
R AT . ARG MCrab FRARAL BT H R P D) F
BEYF o 0 8 R P 1) e SR ) Bk SRR 1 ek,
FEOAEE 3 TP AT T I .
4.2 YR AENEEL

R T ORE % A IR R h e i b AT I U R 1 A
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VIR B IAAT S, AL HG Gk APT i F BOCH S Fi
Ly B ANIUER {parameters) i API WZ L, fhidTE
e D) 1 B 46 A7 1) Ji 1) (Backward) 25040 46 # 5% &% 5
B =ANIUE {return values) 5& API IR PME(TE 1A 32
FF B EAX 8% RAX A f7as R AT) UL A sk FR4Et 7 =X
e NS BORIAME, %0 % fR TP V) i an 4
(R AT ) (Forward) BB HOOC &R . K 3 DUV EAT N
PIRAEN Ay 78], 41 T AR SC P i AR S s A H
TR GAT I 8 U eI, JLARU)

BSR4 R (MR A 0, R A ORI TR ALIAT s X, I SR T
T 10 A4 e AL 4UFT A AL RR sy AREOCERRAT U AL
TOP 100 (A FEAS, Bert T 41 % s AN
SEE I 2= B
P AP0 v IS0, g 0 Sk SRR AT Db ) ®2 RENER
DRI 53 B 7 4 U1 1 M NS 26, ) U e
: H 4Tk W N P AT T -
e 2 gl Sk, AT AN A T ST ;
PEAT R TEMERAT A WEEAT R HERY/ R RAT VENEAT 4
3 22 4 RO HTAT A D) R R AL 4R O RPLAT PP 3
H R EAT A RIRAT AL 20 4%, SRR %@%%ﬁ 5
N N i 2
42 5 DT A Mutex BhfE
T e [N WA R Service #1E 2
1&?&%4%4&5%%@\4%\1T7"7 E/‘J/\/HE#W{IJ:; Z'KIXW DLL ﬁf’,\’ﬁj 2
2o W Y) Fr HENBEAT IR, R FL AR O I = o4l A HE ALY 10
<{API, instructions}, {parameters}, {return values}>. sl all 8
o, 55 —ANJUE {API, instructions} T € N FE P Sl 2
#3 RGETAVIREMNTIR
Table 3 Slicing criterion list of anti-sandbox behaviors
Y1 HE Mg = A HE Nk W API 214 J& [H
01 K hR A7 B AR I 2 AL TV & A5 call GetCursorPos
“SANDBOX”
02 R 4% FI W e A 10 SR call GetUserName “VIRUS”
“MALWARE”
03 RAEIFEAT BB SR T A5 call GetModuleFileName ‘Xﬁxﬁf’
04 R BRI R AL F W & IR (O K —) call CreateFile ZH 1: “\\\.\\PhysicalDrive0”
05 SRR D FIWT AL T BB (7L ) call GetDiskFreeSpace
06 G0 IS T 4] Wi b 6 I T sk call GetTickCount
07 SREL CPU #% 0I5 T 70 GRS mov eax, fs:0x18
08 R 5 AT H I W7 2 547 T+ 70 48 (Sandboxie) 38  call GetModuleHandle SR 1: “sbiedll.dll”

5 SEIFNIFE

NEAEEE 4 Frp T RA R T eI U A
(120 AR RS ME 2 BT 7 VR R, A SCEL MCrab
B A s %, JFLL MCrab AF R PAL3ELk, X
AR SCHE I T VAT PR
5.1 HUEEAE

ARSI AT FH 1R B0 b AR B0 5 IS T I 7 i 3k
T 10 AN HA )12 52 m 0 W 2% Kb 4l 2R sl e 4 it

Fir At F (P S AR A EE B0t 4053 AN, A8 H 1l
A5 538 T H IDA Pro X B A FEARREAT 04, $eH0R:
A JFIERFAE, IR B E AU REA Y A 2 Sk H
TR, B RS AR G e AP BRI AL
AT 525w e MCrab i s 45 42 U5 U 4y
1E, JLIREL A & X% 364626 Ao AF xtEL, AT
BT 42 Wb v e, PATER R D) R HE
XPREAS 1 JRU AR REAE 3 — D AL 3, $R IS AT A
RBEACH | BeAE OB OC 2R 10 H e SCeR £, 3R



Mgk 5 HEHIACHI I BORAE RS BACR R (9 5 T 5T

304675 A~ H E SCRR (Y IR AR AR A E 2 e
1) 83.6%). & 4 FIH T H IR 10 ML L
AR B 2 A A I R AR RE A SR 1 SR B0
LA & o

R4 HIREETAELERIIR

Table 4 List of dataset preprocessing result

MEREGE  BRIURE RROT il
VR LS EN 4 PR R (%)
stuxnet 597 39472 27893 71
hangover 586 40536 35672 88
patchwork 482 38560 32390 84

apt28 474 38868 33038 85
lazarus 389 41311 34701 84
darkhotel 356 39160 33678 86
deeppanda 331 38065 31975 84
apt10 302 30078 24965 83
gaza 276 28704 24972 87
turla 260 29872 25391 85
Gtk 4053 364626 304675 84

ER PR A R, BRPEUR EIER T
Triton" " HEFI /X HTHERLIT A, #EF Triton P95 4
G LM (Abstract Syntax Tree)SEHLH 1] )2 18 L RIR,
FrE L Microsoft Z3 2K i 1 SEILERAS
FFg AT, SRR, f5 Jm 56T B Al ik v
PR Y o sAb, FRAMEH Valgrind T H A 2K
I e 2 4oy VEX H R R, T ARSLK
KHEEREF VIR, IR A € P27 58 B AT i
R OL R, BATERE T AR R P U 24,
M 4 HHEH, 10 DM H o a0, B
T stuxnet “FEMEEE” FHAFLLAN, AT Y R S
H T SCER BN 7 A R 2T 83%~88%,
TN T B s A T () ML R AR AR IS AR, R AL AR R
JP U1 R A ) ek A B G A 1 ShEs n  S Bh AR
LA X GIH R AR % o, stuxnet ZHAFFEAS)
FEF UL R 5 eR AN B0 20 s BN S Le g 71%,
I T2 1 597 4 stuxnet FEAH 1] 10 4> SR FEA,
BATRIL stuxnet H V2 AEAAALHE HIC 18 5 D
5 B A FHACRS, T AL R S AR e L )i
FEd . BT, HEIRAT I . e A S
Dige, UGS 4.2 15 & D) dEll, SREC TR
FPUI RN IR E, B U1 Ja AR AR d R T
TRBE T A b 1 GBI AT WL
52 SEWEERSH

FATEL MCrab SCH SR N FEME, HASCHR
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(R4 FH R P U0 e Ak 385 ()RR AR AR U1 R (R AR Y 3R AT
Lo [AIINE, FRATTHIEHY T SR BLAS 27 o) SE AR A
JEARRFE RTINS, FF S5 A SCOTEAT X . S8
BRAR

DA H ]9 G v R R SR L R G B 28 1 5%
(Convolutional Neural Networks, CNN)&.7%, F40HS
LN IR i 45 2 e SIUAE A SCARBEAT AR B, HH AXAY
PN Z YERFAIE )

2) BRI GEAC TR A] ) F il B 3 X >R H Ribeiro
SEFR I Struc2Vee B 28 03L&
SRR R 22 YEREAE 1) 5

IVEATII A AT SR MCrab ik
HE L2 I [RIIE R A 25 1% 4% (Long Short-Term
Memory, LSTM), i iz 12455 8 F0 455 A5r I AE A By )=
(1) 09 28 Bk 20 23 sl iz A A 532K

SEIORE B PR AR 8 ¢ 2 IR LB B AL 43 Sk )N
ARFIMRAR, 73 0 N AN [F] SRR R AT U 25 R 58 U
X5 WoR TIATNES Z R MR T, Horh,
Fr LSTM #5284 SR HARBE R R HERG 22 354K T 90%, A<
SCAE MCrab BRI L X REAR R GG R IE AT FE 7
PIRJG, HERRIAE] 94.7%, WKt T %A
FEAR > FE IR LSS o

YRR, TATIRIN R4 LLEL T Merab H AL
Jid, B8 IR T epoch HUH 1~160 Z [F] (11EAf 2% H1
PUR KB . Horh, B 8(a)fis, AT
IEARIRE N 30 Bl epoch=30 I RS20 pERf < RV ik 2]
90%, Tl MCrab 1A RIRECH epoch=48 W HERfZIA
2 90%, 21 160 #IEMNJG, ASCTTLMINERAR N
94.7%, 1l MCrab (45K 94.2%. 35, £E&
8(b) T /s 463 2K bR BB X6 Le AR SCT7 1 MCrab
AR T HA A 2R R B AR A

x5 ZHBRBATHERILL

Table 5 Compare with state-of-art models

eic) PRI I (%)
Bigram+SVM 76.7
SVM Bigram+LR 73.1
NBSVM 82.4
CNN-static 83.1
CNN CNN-non-static 87.3
CNN-multichannel 88.1
LSTM 90.4

LST™M

Bi-LSTM 89.0
MCrab CNN-SLSTM 94.2
ARSI CNN-SLSTM (F£ 7Y i TiAL 2L 94.7
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Figure 8 Comparison with experiment result of Mcrab

53 FHERRMEE

ARSI T3 BT AR R AERAT T B TR D)
FH AL BE, R TG 18 5 48 L AR 2E S B RN L,
RSB H I Merab HLEE, FEAR AL ZRCR R 5
FRUERZ LI A R RE B L5 o AR, a0t 73 S,
B IE B FEAR AT T N Lo, ARIEIHEAE
i r R PR

1)TH o] A 7 B0 BB i SVF 2 a4
BE A, s S AR AE S, BRSO
DL R AR5 B, I HLAE A — AN P v DL
P AE R ST RIEOR A A7 k5 | A2 s 5 X
a5 FR e WA Rk (0 30, DR 3t Hs 1 i
Mk T Bkl W REP STOSB 154, M ESI %17
PFE ) YR HRE ) EDI 25478848 ) (149 H 16 kb 4%
Hdh, K IER ECX M RE, %R MEAE
58 5 A A4 [EDI] %5 [EDIHECX] ) A A7 X 38 4k 787
X, UK 12 X3 ) B A4t 2 A M LA I g AR
T SCIER A AT Sl . Hofth i MOVS. LODS 4%
B IMPERPAE B, X B T U1 20 b i M
%, AT S M A SC 75 BIRE AR SR R fiE R AR B

)EERBOAA: T AR SCE 0 7 EAEE T
FEAR AR AE AT FE P V), A A 1) SR AR e AiE 2
5T IDA Pro T HESM TS BT i ds 2 17 51
oK B0 L, DRIt T 2880 CALL DWORD PTR
[EAX] 152 o208 i B A 0 M R B0 A G & - e Ah,
W2 RN THEAHILRMIESHS
Shellcode, ‘FH( IDA Pro JLikfft, MAFFETF VI
B ERGHAE. B9 THREI R, A7
T .1ext:00402235 1 call $+5 $54 /& Shellcode 1 L
(RFRE S i Huhik (¥ /9%, {H IDA Pro JEikiEMAfEAT;

£ F text:0040223E 4bf¥) IMP EDX $547EH AT
I V2 s B % H e ik

3)VIRTRF I REAR: KT 38 ik I I £ 45 8 = AR
figh, A A T A R 5 R TR R R ARES B, BT
[F) 248 20 (1 s T ) FH 7 A AN AR TR, DR FE SCAR 2 1
(17 42 25 U1 b JEvEAS 2 B A B AR 5 5K
EAS UL B 2, A0 S AR A e A R 5 S B T
TR BPn By, MRS I S ThRE, (T8
ik 4.2 e Y] A EBE R SCBREAE o 0T
AL IR D B 5 D T R AR RS A B AR,
I A SRR e U1 I -5 3800 TR R ACRS (R R i
ek By, KL JCiE ERR AR 22

text:0040221F mov  ecx, 87D8358h
.text:00402224 add  bh, [ebp+3Eh]
text:00402227 push offset aErrorMissingAr ; “Error!\n”
text:0040222C call sub_4025E0
.text:00402231 add esp, 4
text:00402234 push edx
text:00402235 call $+5
text:0040223A pop edx
1ext:0040223B add edx, 7
text:0040223E jmp  edx

B9 (&4 RA

Figure 9 A sample of indirect invocation
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Ry B — P THSONLRE e Fp RN R AR S
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LA AT OT R AT I . Ry BEAR S AT
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LUMAS AT R4t 2 000 b 3 ST AR O S T, (4
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ULEC, PEAR AR S DIReFIAT A o

TEZ: RS TE, My
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ST PR TE SO UL, Rk T O S S
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HEZ: BREAT T, WS HATIRF A
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SIR A Hr A B, BhAREF M e 78 B bR ey vk
PLZAT I (Runtime) OB L FE o 60045 00 5 S 414K
Wi ZANE RECHH KL JFRSE TR

HEN: FeeEg s, AN T RMEX
RGHAR, RPN LM Difie. 4T A
W SERAIE, T I ZRPLas 27 S B A, PR e kAT
I RPN IR, ST AT PR .

G VX VA S ORI T M
RIS, LA 9 2 20 () v & 708 () 32 4
TR AR AL 36, K52 DARPA T 2016 F2575
MM 2% 22 =Pk $€ Cyber Grand Challenge(CGC)H?,
BRI 4 M 7 AR 2 A B A R I E
SIS T RN R . V25T T aaf v dn e
Hahtl. R BT IR 74T
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B. David PSR T — A T E RIS 4y
HTHELE BAP, H 1% —E A CAGEAT 300 ) A AR
JF AT, BAP B AT AT B N (1) 1 0 G A QAL A% 6 kg
—Fhrp R oK BIL, BIL 20K R TR 2 M ATH
o oQRR M, X AE A3 BT A 1 — 3t 4 B AR T DL T
BIL WJIEVESEIL A 8L AL . BAP WE T8 WA
WRRE, SAEEHIE . PO A
E IR MAELL . FEARSJH BR(Dead Code Elimi-
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