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Abstract Firmware is the basic enabling software for IoT devices, and the security defects that exist are one of the root
causes of IoT devices being attacked. Due to the limited resources of IoT devices, it is difficult to deploy a complete secu-
rity protection mechanism. In an insecure network environment, once the firmware defects are maliciously exploited, the
device will be down, and the security infrastructure will be threatened. Caused huge loss of life and property. Therefore,
effective firmware security defect detection has become the key to the security of IoT devices, and has become a hot topic
in academic and industrial research. Faced with the rapid growth of the number of IoT devices, the increasing size and
complexity of firmware itself, the increasing variety of firmware types, and the continued increase in firmware defects,
existing IoT firmware security defect detection research faces challenges. This paper summarizes the typical types of de-
fect implementation of IoT firmware, analyzes the mechanism of typical defect generation, and summarizes the existing
firmware defect detection methods from the perspectives of static analysis, symbolic execution, fuzzing, program verifica-
tion, and machine learning-based methods. Through the analysis of the advantages and disadvantages of different methods,
it provides guidance for further improving the intelligence, accuracy, automation, effectiveness and scalability of the
firmware security defect detection method. Further, this article also look forward to the research work that can be carried
out in the future.
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Figure 1 IoT Security architecture
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Table 3 Comparison of Symbolic Execution Tools
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(11 %%t FIRMADYNE, Ut T/EW LA/ Linux &4,
I 56 45 Wt B B8 R BEAT 0 7 . FIRMADYNE A Jf]
binwalk BEATf#AL, JH7E QEMU W {jjILigfT. 7F
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3R AE R IABE AR A AN, P2IMETIE T
AMACERE D S R T — /MR O MCU
] A ROR I HE B, A2 e T AR It B S A 1)
MSFIASEALL 25 0 SRS R ) A7 BRI ) e (Y
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Table 4 Comparison of Dynamic Testing Tools
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