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Abstract In the era of the Internet of Everything, sensing devices in the Internet of Things continue to generate a large
amount of sensitive data. The processing of real-time and secure data stream is a challenge that needs to be solved in key
applications facing the Internet of Things. In the edge computing model that has emerged in recent years, with the help of
devices close to the terminal to perform computationally intensive tasks and store a large amount of terminal device data,
the security and real-time performance of data stream processing in the Internet of Things can be effectively improved.
However, under the edge-based IoT stream processing architecture, data is exposed to the vulnerable software stack of the
edge device, which brings new security threats to the edge. To this end, the article studies the security technology of IoT
edge stream processing based on trusted execution environment. Starting from the edge, we first introduce the relevant
background of secure edge stream processing, then discuss the specific scheme of edge stream processing and analyze the
experimental results of the mainstream scheme, and finally look forward to the future research direction.
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Figure 1 IoT stream processing architecture based on
edge computing
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Table 1 The functions, features, security technologies and security status of each part of the edge stream process-
ing architecture of the Internet of Things

4 shite HEAE LA S I

i W, JPEREASE L RS P, VF % 5% BRI
et g g TEE, WEPERAG TSR A, (BET ORIV RS RS T

% %gffijj %ﬁﬁﬁﬁf el BOAFBLA S, DN T AR LMRIE W THAE A% AR A A S i

" e MR35, L0 S AP 4650, (RIS i AT, (ERHAE 25 s

SaaS. PaaS. laaS; ZMAHE . AEEERIEFET,; IR 2Bi, FAEsem i, U b R A

R EWRA KBTS VRN, GREOCSES it i, w0 BRI SO
fi KA GMEL SIS BRAT BRBLECK. sk o

AN THEAGY & BT %A AL R, RSO BB H R AR AR 2 S A I AT IR BT OR A

VLT A5 04T 21355 (Trusted Execution Environment,
TEE) M1 WX 10 2 i Ab B 22 AR, 4 37 1) 10 X 4L
P (AT B MR 52 B, 0 OR v e e s RAIC d tH

Kb BEHCHE I BRI LT ) 4% 1, B LR BN A AR
FEAT L AT HER, T DRAE B i) 2 4z b 2E
SRS S I GH R % A A P R



A BT TS PAT IR IR Y 1A SR AL PR AR R

s, RJE NS HE T TR AT PR BTAH R BOAR 1) FL AR fift
i AT R G T, AR R AR R R S5
- E HEURAT A R W, f e R RIL G
P AR BRI ST [ AT R B SR

2 BERERLEBEXER

AT LGt E . wACEE, nIETREIE BT
FEPATIEL YA J7 1 I, 010 S 2 4 i Ak BE (1) AH
KE SHAT A . WAL 1 vk 55 Re S iR vk
P e 5 A 11 e A S R R ) R . R E AT
B OR B  GB I e A b B . T A(E T A ]
5 PAT ISR gt ) SR, BRI, B O 2 ml A AT
A5 1) 30 G 50 U 1) 22 4 b TR A £ 4t 00 B 4
o WEPATHEE R v BT, e S —
AL G, Bt e, R,
BBURACHS () PAT 55, W E ARk &, A
PRIEIA G HEAR R LT . 546, 2.4 N4
RISC TAb¥E#s TrustZone(Advanced Risc Machines
TrustZone, ARM TrustZone). JE§5/REBAFR 7P &
(Intel Software Guard Extensions, Intel SGX)%5 -5 1
N CFF TEE HARI ™ e
21 B%iItE

G SR Rt SE ], e R SR AT 28 i
WML GRS/ E DA =, IR A
Hh 2 AT VB AR AT 55 LA R A it K i 2 i
HEl Pl Mt = TR U, G P A =
SEIE P S v g, RERE B AT BN E AR50 A, O
(DM PSSR E b vk 37 A= R (S (=
A5 B 2 Ak B e A, G A R Ak 7R il 2% AN
T P 1 4 3R ) J 0220, AR T B, i g
e ERERE Bt 7 O0FA, AH H T~ 3 O % Ak,
HOR AT AL T 2F B B o

DG BA W NRRE: 10 2% & S A,
W B AT S, ArE RGN, FRESH P, W
ZEGEIRAR, BN, FeftE. X2 4 TILGa
FHE ) JARA 4

NG VT P SRR AL, B RS R K48 = P Ik
WO N FH PR fE, PR T S5 A K 9 4 g A R OK S
YR A A T I 24 i AR YR % SIZ I g 12 ) 1 1Y)
L KRS, RPN AL . AEfgERE S it
SERE 73X = AN TN 2 T St S B X B A4
KRIFABEAT T a1 AL IR, {7 fE
(RN, 5710 5 55 2 1R € )30 W9 3 FH A e v (I 1)
KEERIZR . R, Uik St SR kg v 15 21
Iz N o BRSO R, Bk T A%

171

YU R A R %, TR T G RO,
B A 9 4 b H R, il 9 0 4 T,
MR

R2 BGEUHEMEHEREENA

Table 2 Features and specific introduction of edge

computing
R4, AN
I DG S AE & & IR E VG, Al
- 152 M 45 A 1
DL SR I E A 3% ID 43 85 ¥ (Locator
et S ID Separation Protocol, LISP).Z 2K [{1#5 8%, LA
BB AT
.t DG ST AL E RN R, o2 e 4 e i
IASRE 3] . ot vt s
T I BT BV DS MR S5
i 85 DGR, VSR U RIUIR 55 B0 8 T S AR,
- ST B33 P P 140 3
e MG Z 5, A2 S TS R R R 45 5 0l
ANt A%, ATV T 5 ) JIR 45 1R 255 B )
AR BV B BB R ORI AE, SRS
fis 55 S e TS M G E P R B & R R |
N SCAF SR W SR I ) T R 55
SR IR G H IR (L m %, WSS
SE BENVE I RRRT- G, KRG, JLaigsh, it

SR BR

= S vk S NN QB A R A E ) S EAS
S 4% 7 A 1 I KB A HEAT S92 IR 1 Ak B L Bk
(RIS o 33K Tl 280 ) D 320 5 7 8 52 RS 1) 4¢3k ¢ 4%
55 IR A v 1) 2 By 2 () R B — APl o {H Pl T3
RN R, 76N 224, o 2e 4, W24,
DL g5 22 4255 T AR TR I A5 R R Bk ik o
2.2 RAbIE

FAL IR —fE AR B B BT AL B et
UL, AL A B A B I L o B AT A
B B34 e K B A S N T, %
A B, NIRRT SRS B, B REMIE
PRI SR e o KO 0 5 I T A0 34 T 1
() —ZA k. (ERACER IR AT, RS
TEHARE, SO RE AL G R A R AE R b, O
TE 5 R A B (1) 77 o0 B A T AR B . {ER T
N SRR R A I S SR i, 4 )R R 3R 5K
SPHCEHEAT AL FR, SR H B b 2 A AEPE IR o

0 AL F AR AT — AN GLAETR Ay 3 A 3 35301,
EEEEAMWMEI RS, 00 H TR )
RV ST A5 2 B LR T %8 545 BN o 5 SRR 10
PRI BB A R 2 HEAT 55 )0 VAL PR S FEATE SR
T AR VB DA 16 K 0 B 00 0T 1 o o A L
By DA e bR B I T SR AR B ),



172 Journal of Cyber Security 15 F\V& 4244, 2021 5 H, F o &, FH3 M

TRUEREN B Db B — k. Hagilii B oA
V2 R0 AL FEAE 22, 1 Samza™, Storm*!,
Flink"4%, F 2 BEA7HE S LU Je 0 500 76 db
R I 1 2 A Pk o

BT T G 1R B R SR xSl A B R AR T
H ORI A s BE T 2 bR, URALELER
FEA TE Ab X B BEAT SR O L AT i B (I ik 5, A7
fitr, 745, fon, FIHVETER A BEES R o AL,
PR I o (R A AT SEIN M, B R, RORME, T
JFHERTCBRPERT I UAMEE. % 3 RIAAH T
IR I PR R PR AL o

3 BN P BIERAFEREARNT S
Table 3 The characteristics and specific introduction
of data flow in the Internet of Things
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Table 4 Advantages and disadvantages of edge
computing in stream processing
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