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Abstract Research on attack path discovery is of great significance for improving information system security, but tradi-
tional attack path discovery technology has few concerning factors and low scalability, which leads to its limited applica-
tion value under the trend of network attack complexity and network scale expansion. To tackle this problem, this paper
proposes an attack path discovery algorithm based on multi-heuristic information fusion. This algorithm combines the do-
main knowledge of cybersecurity, taking in the vulnerability threat degree, vulnerability success rate, and host assets level
as heuristic functions, to reduce the problem complexity and improve the path availability. Moreover, with the SMHA*
(Share Multi-Heuristic A *, SMHA¥*) framework, a variety of heuristic information is combined to jointly guide the attack
path search. Through the comparison with the existing planning algorithms, it is verified that this algorithm can consider
more realistic factors in attack path discovery more flexibly and comprehensively, and the planning efficiency can also
meet the actual requirements, making attack path discovery more feasible and of great application value.
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