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Abstract The smart home is a major development direction of the Internet of Things, but its performance is not satisfy-
ing in terms of security. In recent years, network security events erupted repeatedly. Compared with traditional embedded
devices, smart home introduces mobile applications and cloud platforms, thus exposing more attack surfaces. This paper
focuses on four aspects: smart devices, cloud platforms, mobile applications, and communications. We summarize the at-
tack and defense methods for smart home and summarize the current research hotspots and difficulties between academia
and industries. Finally, this paper discusses the limitations of existing automation vulnerability mining and defensive
monitoring capabilities of the smart home. Based on these efforts, we propose the design concept of end-side automated
threat model system based on Docker cluster deployment.
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