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Abstract With the accuracy and performance demand for Android malware detection, more and more Android malware
detection engines integrate artificial intelligence algorithms. At the same time, attackers have begun to try to modify An-
droid malware to bypass these artificial intelligence based algorithm while preserving their own functionality. It’s called
adversarial attack in the field of Android malware detection. This paper combs the existing Android malware detection
model based on artificial intelligence algorithm, and summarizes the adversarial attack methods for Android malware de-
tection model and the corresponding protection methods for enhancing model security from two aspects of features and
algorithms. Finally, the development trend of Android malware detection model and confrontation attack is proposed, and
the impact of adversarial attack on Android malware detection is analyzed.
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Table 2 A comparison of the important factors in malware adversarial attack
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