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A Robust Transfer Method of Neural Network based on
Knowledge Distillation

ZHANG Wei, YI Ping

School of Cyber Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China

Abstract In recent years, neural networks have shown very powerful performance in many fields, but researchers have
found that by adding imperceptible interference to the input, neural network decisions can be changed. Such samples are
called adversarial samples. At present, the most common method for defending adversarial examples is adversarial training,
but the training cost of adversarial training is very high. We propose a knowledge purification scheme (Robust-KD) com-
bining feature maps and Jacobian matrix constraints. By migrating robust features from a robust network, we can obtain
considerable white box defense capabilities at relatively low training costs. We have conducted a lot of experiments on the
Cifar10, Cifar100 and ImageNet datasets. Experiments have proved the effectiveness of the scheme. Even under a very
powerful white box attack, our model still has good classification accuracy.
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Figure 2 The visualization of input layers’ gradient
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B — 5, AE A2 ResNet50%2 3 L i) 99 2% 2
BEXT 32%32 R/INET U L FT U ) I 4%, 7 Cifarl0.
Cifar100. 32%32 K/ ImageNet [ A LAFRAS R A
FEHIACR .

TEARE o3, A T ARUE VL Iz AR R nT e i,
BATAEVEAL PEAG SRE B i fige, A T 2 M BGHE AL,
% FGSM, L, PGD Bk, L PGD B,
X N T H ARt o XL, Bk, 3l

ek MRS Y B I T 2= 5 o, KT Ly B
L, FRATBGE B K8 73 & T 0.25 5 0.5,
SRSt Rk Kk e, Buhib K
ﬁg WTRFR UL, A 188 PGD B ik
BB N 7.
TS F MM 2%, B 15 AI4E TmageNet.

Cifar100 X AN EE 4 L, W5 el et ik 21
T WA E IR, 0Bl Zhrb st F i) Bk O o

L, PGD Buiti 832, B K204 0.5, INZRAE AT
JE A momentum (1) SGDP7):, momentum 4 0.9,
weight decay 4 Se-4, 7t ImageNet (¥n4E I, A4
P AR 3232 BRI

T2 A W 2%, 2 A 2 A U 2RI R N3 A
T REA, 2000 W 25 10 2 5] e, 27 AR 251 25
(R S50 BUT P 2 R FE— 3, b 1R I 2R B2,
SR 2 A T O BN S 1 20 9 2 A 2k Tl
Gk, a I 50, BIEHUA Se-3.

AT 2R354 Pytorch® HESL R SeBl, A
el ROERACEE IO, BT RS AE Tesla
v100-sxm2 R FNIEfT.

42 BHIFEHR

X AE Cifar10 £odin EXF b SEROR, il
TR P B S e MR (R 5R SY, T BT REAS 4
B2 (RN BURE AR o) R IE A, 620 D)0 BH A ABE 2R (1)
PR, B BUREAS IR 8 ik .

BT SEAE Cifar10 b DUEF IIZR LA Pl 25
PIAPOT I, IR T IS BRI S FRATTI 3L 4k, AT
XFEEF, IX PRSI [FFE AT T P 2R .
NHERFE R E R, EOLT Shafahi M T4, @it
Shafahi” TAEIIXT LL, SRARTEATESAEE . FeAl]
[FIAE EERE T 20 0 25 BRp e THREAE R 29 I 26 b
5T Jacobian P (1) £ IR RCR, AR AT 43
Nyroj M 1o {E PGD Hili ERCR IR 1 Fros.

%1 PGD HEE AT Cifarl0 LIS ZEFHER(%)
Table 1 Accuracy(%) of PGD attack on Cifar10

L, PGD L., PGD )
Ji i) Clean Time
0.25 0.5 4/255 8/255
E# N 97.03 27.86 3.54 1.82 0.01 ~25 min
POE7INIIES 92.19 83.80 72.12 68.05 37.71 ~6h
Shafahi’swork!”! 96.14 73.61 39.44 34.01 4.89 ~35 min
Robust-KDw/o Ly, 94.27 76.43 46.92 40.44 6.23 ~3h
Robust-KDw/o L; 95.45 82.42 56.19 50.93 11.95 ~35 min
Robust-KD 94.83 83.70 62.02 55.89 16.20 ~3.5h

HRLXT G, AT AR B BATT ) SR A X T B R
AR BCRAR R 4f, AESZ IRAUIZRI B R, W) L3R
T BTN ZR KT BT AR, AN BATTIR B 48 7 74
FET1FEAR AR OR B T AR W I v Al 3 . AR T
Shafahi 25 N TAE, AT BT R 1RO
5, P LIRS S 2 KO0 BURE A R IE A . AR o5
Jacobian 1P ZEREAT 2 XS AR 4, BT LAEAR N
Jacobian 2K B 5 VA AE BT AEBOR FAT— 2 fe T,
HE FEE AR 2 M Bt

[FIFE, FRATEAE FGSM ki 5038 BIRR T A
B AR, a1 3R 2 iR

7t FGSM ', TRATMELRIFEA JEE AR 1B
B, EHREN N o 19 FGSM BGliSis T, iy LASE
PEE X BUZRACR . BeAh, 7ESEnEE K PGD
Bodi F, AT TR O . — ek, PGD X
i SR IR AR IR, AH Y. IR Sy B, b A 3k
143 AR T EAIRECH 04 7. 25,100, 250 5 1000
W EEBaE T, BRI . N 4 B TR
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%2 FGSM WFHE LT Cifar10 FRI D ZERE(%)
Table 2 Accuracy(%) of FGSM attack on Cifar10
FGSM
pi i) Clean

4/255 8/255

IE I 97.03 23.17 16.12

PAEANIIEAS 92.19 71.28 51.36

Shafahi’s work” 96.14 56.16 34.29

Robust-KD 94.83 62.42 31.27

L, PGDIEACHRE S HE R KR L, PGDEACHREE SHERIHR R
100 —
—o— LI —o— L YIZ
—— XtHr IR 351 —— XTI
801 —— Shafahi’swork —&— Shafahi’swork

N - Robust-KD 30 -a Robust-KD

é 601 "—u = u 3 251
> o
2 =, 201
5 40 g
& A A < - —
10 = = u
201
5 4
01 .b\H. ° : : : . 04 & &
0 200 400 600 800 1000 0 200 400 600 800 1000

Steps

4 L, PGD X fCRE SHEBE(%)HXFR
Figure 4 The relationship between steps of L, PGD
attack and accuracy (%)

0.5 PLa FARIERIREN L, PGD B AR,
THE S ){%TﬂﬁﬂmﬁﬂEiﬁnzﬁJTTﬂ&_ﬁmiﬁzE’J
Lo, PGD B IR

F A1 1000-step [ PGD Xl F, FATTHIA TR
SREREE T T HER R

Steps

5 L, PGDERBESEHE%HXER
Figure 5 The relationship between steps of L,, PGD
attack and accuracy (%)

XoF F 2 10X 4% (1) 36 SRR AE LA SR S R i 2R A 5 4 17
AT IV N5 R

AR B HT L)AL res-block  FIACR, 5k
BWE Y 42 REF—3 npoy A 1, FRITHHT
S gER,

4.3 HRLSCLG
15 A

XL BT A BRI

4.3.1

AR R LR

v, BATHEAT T — R B Bl s 5,

ResNet50 J:55 4 4 res-block, 4.2 7 =256 %t BT
) res-block it FRFE B _EARNIN T £, IXFE

LRy &)

bigiil

432 BREBEENE

AR 5 x4 2R R B ) 38 BCREAT X6 EE S B
2 R BN BATI 7 VA AL S P A IR UL,

®3 HREXMT PGD WEHE LT Cifarl0 MR (%)RI R
Table 3 The influence of the constraint layer on the accuracy (%) of the PGD attack on Cifar10

» BT T 240 A BRI 2 B R BR
BRI MROR LY, AR s — SR AN E U 1
T35 A P A TR IR W AR AR SO AT 24

X ATy

L, PGD L, PGD
ANZE Clean

0.25 0.5 4/255 8/255

First block 96.21 50.24 12.70 9.51 0.34
Second block 96.12 72.62 37.67 33.21 428
Third block 95.56 80.64 55.19 49.84 12.66
Fourth block 94.38 82.62 62.89 56.32 18.02
All blocks 94.83 83.70 62.02 55.89 16.20
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x4 ETARANEFHEEARMSHMITHAE Cifar10 LRUERZE (%)

Table 4 Accuracy(%) of robustness transfer based on feature map constraints under different weights on Cifar10

e e L, PGD L,, PGD
0.25 0.5 41255 8/255
Se-1 96.86 4321 8.56 6.18 021
5 96.34 70.37 32.59 29.42 332
Se-1 95.45 82.42 56.19 50.93 1195
Se-2 94.90 82.52 59.84 53.04 15.24
Se-2 91.86 76.26 52.18 44.69 1041
OrBA TSI R TR R TR A Ml Se-1 BiF#H Se-2 B, ERAH BRI Z T

¥ o=

5 J3H AR T Jacobian FEFE ) IE IR A EEEFE
ST R R AT RS IR A R ML AR 4.

FEAUMER R IO RT$2 &, BERBTRIRE T oo . 5T
Jacobian A R PRIEIERS (KT AL SR 45 R WL 3R 5.

i

Fz5 ETAREME Jacobian YR EEMITHBAE Cifarl0 ERVERZE (%)

Table 5 Accuracy(%) of robustness transfer based on Jacobian constraints under different weights on Cifar10

BE B Clean f.PGD L PGD

0.25 0.5 4/255 8/255

5 96.85 43.08 7.58 5.51 0.10
Se-1 95.62 65.00 23.97 18.75 0.78
Se-2 95.06 74.95 40.99 35.42 4.24
Se-3 94.27 76.43 46.92 40.44 6.23
Se-4 93.59 80.05 57.85 51.48 14.42
Se-5 80.57 62.56 40.15 34.47 6.53

M B A Se-3 Wi Se-4 I, AERA WKL LT
FEASHERG R T HE T, TR B B B ) B«
4.3.3 Cosine HEE IR

FEIEFRAE E SRR T B b, B T
Cosine HiFEAE N BAIILIR Ty XAk Ly BB EAT
I3 SE R, BORFIE 2 [0 ) L, $3 R B0AT T — 2
SHG AFB IFAT S IN Jacobian AEFEZT R . Al AT
WAL L, BURBRBORLE, IR R 6 FTR.

M B, ATLUE AR T L, BEES, Cosine #H

AR LR AR IS 4T
434 Ny, HIEE

FEAFR Sy, FATRAE T4 Jacobian ZYH T nyyp
VE, 5 8B R ) J8, AEA SRR 7 S5 |,
AV nppoy = 1 IIRGE . AEATEIIH, FRATR:
g nproj BRI R, ki, FHIERE I,
A 3 S (P LR A INAE B¢ J5i — A res-block, I
AT T Jacobian A FEAE R &R Ay, 5K
W RN T T,

3 6 Cosine JEE 5 L, IEE7E Cifarl0 L BIERRZR(%)BI X EE

Table 6 Accuracy(%) on Cifar10 under Cosine distance and L, distance

‘ L, PGD L., PGD
2T Clean

0.25 0.5 4/255 8/255
Se-1L, 96.69 32.90 4.88 3.07 0.04
S5e-0 L, 96.30 72.83 37.62 33.01 4.73
Se-1L, 94.77 80.22 57.54 51.85 15.16
Se-2 L, 93.11 79.72 57.14 51.29 13.65
S5e-3 L, 90.92 73.24 48.52 40.50 8.54

Cosine 94.90 82.52 59.84 53.04 15.24




JRAE S — PR T RIZRIR KA M S BRI Tk

69

7 ATF ny.,; T PGD B E AT Cifarl0 EHDERE(%)

Table 7 Accuracy (%) of the PGD attack on Cifar10 under different n

proj
L, PGD Lo, PGD
nproj Clean
0.25 0.50 4/255 8/255
1 92.76 76.59 50.87 44.07 9.23
5 92.82 75.60 49.73 43.84 9.69
10 92.97 76.81 51.86 44.95 10.17

B nupro; MBI, FEBORA — R L
Th, AR R B Fe AT A R, i) A% R K
EH 2, PrUAEA SR SR, AT nyo; =1
R
435 HEEAHRIE

AHB Sy Z W BUMA 2 F ImageNet _Fill 5
(), HAREE & Cifarl0, Jo¥5F W)Y §y A 15E
Pz AR ) o PTUAIEARES 4y o, A4 R T
ImageNet iT# SVHN, ImageNet iE# Cifarl00,
Cifar100 iT# Cifarl0 5{E &0, UF B FRATI 524
NG €k SRR (E/TE s SR SRSV NINE I
LR T 3K 8.

AILLE i, ImageNet i-#% Cifarl0 [ &5CRE4F T
Cifar100 X4 Cifar10, iR 2% KRR EFIR, —E R
JE bRy e e A M 4 (R B AR . /E Cifarl00 % |
(1 AR B T AT B M T B L iz 1k e
EAN I B 4R b, wT DUSRAS A A 28 R . (R A
SVHN HI%dk 4 I, B4R ImageNet iTFS SVHN 4R
HENEFIRAE, 1525 ImageNet iIT# Cifarl0,
Cifar100 FHEL, ROREZE T AD. B4 Cifarl00 il

25 SVHN AFAEAEFARMARIE, B DUTE R R
e ANHAR, (HX R KE T 76 TmageNet H142HR
(1) FE PR AE 2 A S ANV 11
43.6 FVEHIEEZFKTBEHE

P IR, FRATTIGAE K2 AN A B 2 A (1)
TBRCR, 7%, AR S B s 8 %
Z I AR DG PE AR Al i BV R b I S R 3R
ZIEE] B LG, AR AT BATTR 5 E R Y5 E
WAL Z MR IR .

TEARTT, FRATH B 4300 73 8 43, 4
W SVHN il Zx4%: Y] 4r & SVHN+. SVHN-, &
SVHN+5 SVHN-Z [HIE ALY (1 St . [FYR
B2 M ISR I R R R R FTR

x99 MR TR, FEEGE L ST
B AR i pr il g, R4 SVHN+ 5 #
Cifar 10+ Z i = A 2 ImageNet, {H2&5 H b Edh
B2 T AU S B, B ARSC Rt T . DRI,
BT R, JEEE AR S H AR EE 4R 2 (] (R AR AL, B
R T EHE & — AT, 178G 8Lt TAET, &
TR TIX AN IS o

x8 AREIRS BIFEIEET PGD W& E X B ERE(%)
Table 8 Accuracy (%) of the PGD attack under different source and target datasets

L,PGD
it T Clean

0.25 0.50
IEHIZR SVHN 96.94 54.69 26.30
RIE/NIES SVHN 95.24 86.73 71.68
Robust-KD Cifar100~SVHN 95.13 52.73 20.25
Robust-KD ImageNet—>SVHN 96.45 69.70 40.48
IEHIZR Cifarl0 97.03 27.86 3.54
RIE/NIES Cifarl0 92.19 83.80 72.12
Robust-KD Cifar100~Cifar10 89.77 77.45 57.86
Robust-KD ImageNet—Cifarl0 94.83 83.70 62.02
IEH ISR Cifar100 83.31 12.35 3.20
RIE/NIES Cifar100 73.44 60.67 47.67
Robust-KD ImageNet—Cifar100 77.52 58.97 37.83
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*9 RIRESBEHREIEET PGD WHEARETRE (%)
Table 9 Accuracy (%) of the PGD attack under same source and target datasets
L, PGD
| TR T Clean

0.25 0.50
IEH ISR SVHN- 96.27 51.71 22.03
PIE/IRY IS SVHN- 94.59 85.57 69.88
Robust-KD ImageNet—SVHN- 95.67 66.86 35.39
Robust-KD SVHN+-SVHN- 96.28 83.56 60.37
TEH N5 Cifarl0- 95.93 30.60 4.59
RIEARIIEES Cifarl0- 91.75 83.27 70.88
Robust-KD ImageNet—Cifar10- 94.75 80.65 56.29
Robust-KD Cifar10+—Cifarl0- 93.85 84.33 68.91
N IEEE/CVF Conference on Computer Vision and Pattern Recogni-

5 it
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