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Abstract In the field of information security, privacy protection based on machine learning is currently a hot topic. For
classification issues under privacy protection, this paper proposes an AdaBoost ensemble classification algorithm based on
differential privacy protection: CART-DPsAdaBoost (CART-Differential Privacy structure of AdaBoost). The algorithm
combines the idea of Bagging in the Boosting process to increase the diversity of sampling. In the feature perturbation
based on the random subspace algorithm, an exponential mechanism is used to select continuous attribute split points to
construct a CART boosting tree as a base classifier for ensemble learning. And add noise according to the Laplace me-
chanism. In the whole algorithm process, the privacy budget is allocated reasonably to meet the differential privacy protec-
tion needs. In the experiment, the impact of the privacy level on the ensemble classification model under different tree
depths is analyzed, and the optimal tree depth value and privacy budget domain are obtained. Compared with similar algo-
rithms, this method does not need discretization preprocessing of data. The experimental results of Adult and Census In-
come show that the model has good classification accuracy while taking into account privacy and usability. Moreover, the
introduction of two types of random schemes, sample perturbation and feature perturbation can effectively deal with
large-scale and high-dimensional data classification problems.
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Table 1 Comparison of classification methods based on decision tree under differential privacy constraints
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Figure 1 Structure diagram of ensemble classification model under differential privacy protection
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Table 2 Experimental data set

Data set Number of samples Number of features Task
Adult_Train 32561 14 classification
Adult_Predict 16281 14 classification
Census Income_Train 199523 41 classification
Census Income Predict 99763 41 classification
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Figure 2 Changes in classification accuracy with increasing tree depth under different privacy levels
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