ot 5 fi B2 & % W Vol. 6 No. 5
2021 429 H Journal of Cyber Security September 2021

ETERFFIERRIEXRRFIMG X

AW E O, AT, KBRS BRI
SR M A R I 100876
LSS R 555 R BT A LS I 100876
ISR BB BRI PEAEE) E3 I 100876

WE  ME. QQ MAETE AT BAARRIR AL L X Z IR B AL T BE, IXLEWI R AL S (5 5, W REALIR . AT 1 800 b
IRICA N E I RBAR B, A& AT SR s OSBRI A T BRI = 22T, P R S Rl 520 P ) A2 T sk
PRE T, R ] S 47 R s T R AR P RIS 2R o BREZEL Vi SR I [l A 30 % S B s M A AR B, KT 20 PRk 2 v L v
BieWHMMEEXR, YaE B ARt L —4&REEEMEE, FIELRERE AN RG =M. 4HES TR
NEERIE R AN, ISR TN AR IR A 2%, PG T G RELLIN R o 2 A AR TR0 AT o AT SCAT S BEZH Y 2. R) f [
HRR, e THRFEERY M ER SR RAW %, 1Z5 AR T LR EAUE R S BB, RAESGF AN EN
AME R RIEH B E B LT XE B L, AR N S @ g R A s B E N, B3 T MR
{5 BT 3 [R) 56 ZR ALl i B 5 g, ) P PR R 7R R ) AT TR B R 2 ), RS it R AL B B R i) i, PR30
SO R IR ) R D TS B MBI R K R A BB S R4 ) Rk R rp, AL I AT 4524 ) 5Bl g B
A, RIS S A A R R R, Zead P R R AT SR B AIE TR A R P R AT PR A R . AR A PR 4R
bR A FHEAT T % b SER R S AR I a0 AT, 45 SR R R AR AE 2 AN VP A e ds L ORIRAR T LUASE AR, ndE FI $84s b, tha
Al fOft BERT ¥ h) 0 4 AR & T #E08 20%.

KR RIEE, SHERS WEMFIE,; ARESHEE, &0, BENWIE; B

hEESES TP391.4 DOI S 10.19363/).cnki.cnl10-1380/tn.2021.09.15

The Method for Identifying the Conversation Responding
Relationships using Graph Representation Learning

LIANG Yongming"? TIAN Tian"? YANG Xiaoyu"?, ZHANG Xi"?, QIU Lirong™*

! School of Cyberspace Secunty, Beijing University of Posts and Telecommunications, Beijing 100876, China
?Key Laboratory of Trustworthy Distributed Computing and Service(BUPT), Ministry of Education , Beijing 100876, China
*School of Computer(National demonstrative school of software), Beijing University of Posts and Telecommunications, Beijing 100876, China

Abstract Social media, such as WeChat, QQ and Ding Talk, all provide many-to-many chat groups. These chat groups
contain a large amount of information. It is a research hotspot in the current field to effectively analyze the group chat
content and obtain valuable related information. Interaction between users in a group is the main function of group imple-
mentation, and message reply between users is the way to realize interaction between users. The relationship between
messages and users is hidden under the reply behavior between messages. The reply between group messages is usually
implicit and discontinuous. Most group messages do not specify a clear reply relationship, and the current message is not
necessarily the reply of the previous adjacent message. The reply relationship should be determined according to the spe-
cific chat scene. When there is no designated reply relationship between messages, the reply is not easy to analyze and
understand the group chat content, which hinders the overall analysis of the group chat content. In this paper, aiming at the
reply relationship between group messages, a method of judging message reply relationship based on graph representation
learning is proposed. This method is different from the previous method, which only uses part of group elements. Based on
the comprehensive study of text information, user information and context information of messages, it constructs a group
graph and generates an adaptive message graph according to group content, and obtains a graph structure composed of
various group element information and relationships among elements. The graph model is used to learn the representation
of group messages on graph structure. The graph model outputs the representation vectors of group messages, splices the
representation vectors of message pairs and further predicts the reply relationship between group messages. In the learning
process of reply relationship between messages, the graph model updates the message nodes in the graph through task
learning, and updates the vector representation of user nodes in the graph at the same time. The validity and rationality of
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the user vectors output by the model are verified by user vector analysis experiments. A comparative experiment and sig-
nificance test analysis are carried out on the public data set and the labeled data set. The results show that the model is sig-
nificantly superior to the comparative model in many evaluation indexes, such as the F1 index, which is nearly 20% higher
than the sentence classification model which only depends on BERT.
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Bi-LSTM)™ W IE J5: A1 7 WA 1 25 21 255 BT A for
I B R N A RS M, — AR IE R R R
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IR Ay, o
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AR T 7 (1) 72 45 18 AN (1] 28 23 (1) ) 3 7 R 5 3]
A ER R A B REERA W R

H" =c(> A, -H.-W}) (11
rel

Erp A4, e RVY RS I T RIS 4 1T
FEFE, FHBEPAT RN A BRI T A AR AR
ﬁof%ﬂ%%ﬁﬁ%mkRWW%@%i%%T
FAR A I R HL, B HSEIE W, %I R
[F) R ) i o 8 [A) B 22 S, KR AT LS 31 A4 3L
)RR E) e o K4S B BT R R RN B
B (R R R g . HY = X,



206 Journal of Cyber Security {5 B4 2%k, 2021 /9 H, # 6 4, 55

X, T I ORI R

s AMERERIN 1, RIS A48 1
RUR ST R AR R B . A S
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SR L RIS A R K
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e € NI 9T STIARR AL B R T
AT REFOR I (R, 35T 240715 5
L R (910 R b, TSR,
UL AR
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SRR

o = Sxp(a)
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r'el
2) T RRITE R AR VA
LR AR T TR v SRR AN [RI A AB 1Y s
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TR MRAL O AR AR AT e N, HE T R
) LR Ay FIVAT Jad 5 s B ) SR By S 2
VER A3, WA ARG RER IBGEN o,
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b §T R MR RO BE . R AL
1 soft max b $o0k 5 f 0E B A0 HEAT I — 1S
BT R B
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JjeN;
T Je Ky ARG S T AN i AUz T Ty BL
Al 2 BB A R, FEILLF AR
H" =c(). B, -H.-W)) (16)
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B B RIS R IR, B, 15 AT
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BRI R (H!, Hy,,) §i N F22 25 N 48 5 3
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Z R PHEERAESRIDUE 2 A TAG R, KPR R
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B N N BEAT 22 Bl DR AR AL RS R B X, R R
R u F v TR 2 - v PRk, B
() H A e E A 20 R s
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BRG] ) B R R BERT H 3 ¥ 1)1 ke 7Y
bert-base-chinese! W44k . & T HIE 5 IRC $edhi ik
PRARFE— 20, W R SR P S ) R IRk
M5 IRC st F AL B 7 vwlantt . e 1 oki%
IGER S8 s . PR FR bR R LG SE6 R Rl S5
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it M Linux F1 Ubuntu ff] Internet Relay Chat
Log ™ M8 (1 8k« IRC s A0 5 24N H IR
B, BASH IR EGE B 1500 44540 S5 s 4l
Jio IRC E4 4 B 2R B4 72 HH 153 A HII B 41
e, FUZ R ANEE L, A 00 ol A0 DY
Tofr 288 204 1) KA ST A, DY o S s S A 43 i) A train-
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notation.txt, .train-c.raw.txt s& M IRC Ik % IR
€ HW3E 2R B Ho il 4ok IR iR L
{1, .train-c.ascii.txt f&4 train-c.raw.txt LA PR
Tk ascii ¥ ZUALFR )5 R SCAE, train-c.tok.txt S
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Z 2 4 R, REANBEEEOC R Ay AR bR B S A
theh o YT B R B SN, RoRE R ANETE
PITaG, RGN BWRE T BN bR, RGN R bR
TR R RGN EA L o b Hds SCE A 1000
FAGARE T BRI SO R, HT 1000 4590 B (R 5
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RE PR R, W= i A P e DO I
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W TR R R, RGN BRAEREEA
PR, B o KRR A o (R g AL B R e, Rl
MRS B MIER, HRebs v 2o h R 2 A 5 Ak
RGN B CAFRE )N BRSO R, b3
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Table 1 Statistics results of IRC dataset

Wl wEEML WA IGEATH  IIGERKEX IS S WAFEASH  RUFERIERE  RirgE R
14 Hik WS4 S o HEPSE-6n WS4 FHa i B
THE 10 12050 8 2479 7089 2 731 1751
Fa
TH 5 5936 4 1459 3308 1 333 836
#£5b

itk a Bt R mNZREE Pl 10 ESE H I
VR Ky 4k, 104> H IR i 8 A HIYI Bt SO R
NINGEEE, T 2 A EE SO SR e A .

Hyatk b Ml 5 AL H IR Kol 41
Ji, 5 A FIYIH (R 4 A HYIEE SCEEE o DI 2R,
e 1A H IO SO A gk 2l
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AR B
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TG QQ AN T AR An £ 73l MAEAZ TR
H A1 QQ HH T HL R AR A AL D sL K, dl I N TAsyE
TR B A M A OQ R B O T AR IEN AR
VEREALIE BR[O 5 50 R A HERA I, bR T H
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Table 2 Label results of IRC dataset
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Table 3 Evaluation results of IRC dataset

TEA Text
CIGTE S - BERT ESIM NSt
IE/E S . CNN AR
Recall 71.88 49.03 70.30 80.64
. Precision 63.47 43.04 44.88 71.90
Ktk a
ACC 69.51 54.59 51.91 82.15
F1 67.41 45.84 54.78 76.01
Recall 63.41 40.92 54.54 90.09
e Precision 5535 40.75 44.76 75.70
Hdrde v
ACC 64.48 56.59 56.06 83.15
F1 59.10 40.83 49.16 82.45

N T BIEAR R IR S, AR AR a FE AR b
ST 10-fold A2 XEGAESEL, 153 T A A (e
ACC. F1 $&b5 B 10 RSEE 455 . /£ ACC H F1
Bhr b, ZETARIN 10 REEGEER, XA TR

XA AT T W MR SR S0, P (/T 0.05, &5
RRIIBATIBARLE BZ

2) bREHHE S B s

AR S B U AT IR LA R A b i B 4R
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ERSEIR SR, ST R 4 ADPPATRER
SR, RS A DRI R AR B T3
T S s 2 B PR S 36 IR, R b A S R

{7 AT QQFRVE 1Mt B 4 VA T br L R i o g SRt
TPINFLALER, J7 A o AU AT FUAR R A ARy 2L
Ptk 4 DYHEHRPS ERIZEvh a5 Rk 4 Fios.

FT4 FRIFRIREITHER
Table 4 Evaluation results of Label dataset

G/ TS VAR(SEiELa BERT TextCNN ESIM PN i
Recall 47.34 21.48 49.60 78.67

e Precision 70.21 27.57 38.84 71.00
ACC 63.04 59.54 51.63 86.09

F1 56.55 24.14 43.56 74.63

Recall 50.87 34.59 52.71 79.16

Precision 66.26 37.04 42.66 68.59

Q ACC 74.00 60.60 57.71 83.48
Fl1 57.55 35.77 47.15 73.49

N T BEAR R I S, AR AR a FEAR b
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T RS 36 2 AN 5 7 e o AR I 1) S,
75 IRC Hls S FIbrid 2o £ 1 S sl S 46 10 b
SEG LR, B0 UE PR A ASEER (1A 5 DA ST [ 52 ) Wt
R4 I3 THRUR

1) IRC H4f 4 L (10315 sk S 56
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F5 IRC HIBEEHMITIITMHER

Table S Evaluation results of IRC dataset ablation experiment

B4 VEA R bR - E R A [ o A
A S

Recall 88.03 80.32 87.87 80.64

" Precision 51.82 71.52 47.50 71.90
Kt a

ACC 47.92 82.15 51.78 82.15

F1 65.23 75.66 61.66 76.01

Recall 79.67 89.94 74.26 90.09

Precision 45.39 75.28 41.96 75.70
itk b

ACC 50.84 81.90 51.10 83.15
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Figure 4 Message pair vector distance analysis graph
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Figure 5 User vector analysis graph
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