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Abstract The majority of existing cryptosystems are based on public key cryptosystems such as RSA and ECC. This sort
of encryption technology has specific benefits in the information security system when it comes to key exchange, digital
signatures and identity authentication. Their security depends on the difficulty of solving integer factorization problem and
the discrete logarithm problem. In recent years, with the rapid development of quantum computers, the time to solve the
above mathematical problems is expected to be greatly reduced, which will seriously damage the security, confidentiality
and comprehensiveness of digital communications. Under such circumstances, a new field of cryptography, namely
Post-Quantum Cryptography (PQC) emerged. The encryption algorithm based on it can defend the attacks from quantum
computers, so it has become a hot research topic recently. Since 2016, NIST has solicited candidate anti-quantum cryptog-
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raphy schemes from researchers all over the world and evaluated the security, cost, and performance of all solutions. The
candidate solutions that passed the evaluation will be standardized. This article compares the various proposals of the
NIST post-quantum cryptography algorithm solicitation (round 2 and 3), outlines the current main implementation meth-
ods of post-quantum encryption algorithms: hash-based, code-based, lattice-based and multivariate-based and analyzes
their respective security, signature parameters and the characteristics of the amount of calculation, and the later optimiza-
tion direction. The challenge of the PQC algorithm in hardware implementation is the mathematical complexity of the al-
gorithm specifications. These specifications are usually written by cryptographers. The focus is on its security rather than
the efficiency of implementation. The second is the requirement of storing large public keys, private keys and internal state,
which may lead to the inability to achieve real lightweight, thereby reducing the efficiency of hardware implementation.
This brief focuses on the current hardware implementation of post-quantum encryption algorithms, including the devel-
opment of PQC hardware application programming interface, abstract implementation based on HLS and hardware im-
plementation based on FPGA/ASIC platform. The hardware design of PQC scheme necessitates not only an efficient im-
plementation of the algorithm but also the ability to withstand side-channel attacks on the hardware structure. A
side-channel attack can obtain the key of a cryptographic device through relevant information leaked from the target de-
vice. This article discusses the types of side-channel attacks and countermeasures for post-quantum encryption algorithms
in specific implementation and applications.
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