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Abstract Reversible data hiding (RDH) technology can not only authenticate and protect the originality and integrity of
the image, but also ensure that the original image can be restored without distortion. In recent years, it has attracted more
and more attention in the fields of public security, justice and so on. Because the image authentication based on reversible
data hiding needs to meet the requirements of reversibility and authentication function at the same time, it is quite chal-
lenging in practice, and there are few successful cases at present. In reference [1], Hong et al. proposed a new authentica-
tion scheme based on reversible data hiding. With the help of improved pixel-value-ordering (IPVO) method and the least
significant bit (LSB) substitution technique, the image can be effectively authenticated without losing the reversibility. In
this paper, the authentication method proposed by Hong et al. is deeply studied. We point out that in this method only part
of pixels participate in the generation of authentication code, and the attackers can easily find them, so there are some de-
ficiencies in security. Aiming at the security vulnerabilities of this method, a targeted attack scheme is proposed, that is, the
attackers can choose to modify those pixels which are not involved in the generation of authentication code or the embed-
ding process. Our attack scheme can achieve meaningful tampering without affecting the extraction of the embedded au-
thentication code. Further, in order to improve the security of the reversible authentication algorithm proposed by Hong et
al., in this paper we also propose a corresponding improvement scheme according to the defects of Hong's algorithm, that
is, more pixels are introduced into the process of generating the authentication code, and besides, the Arnold scrambling is
used before embedding the authentication code. Theoretical analysis and experimental results verify the effectiveness of
the attack and improvement scheme proposed in this paper.
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Table 1 Results of tampering E blocks

K% E He 4 AIRLRFA PSNR
Tank 13517 79650 11.50
Splash 15631 71830 11.21
House 13381 60362 12.13
Lena 14061 73900 11.37
Pepper 13594 79182 10.90
Plane 14591 64122 11.69
Average Value 14129 71508 11.50
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Figure 5 Lena image after attacking all E blocks
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Figure 6 The Lena image after tampering partial E
blocks (a) The Lena image after tampering in the up-
per left corner (b) The Lena image after tampering in
multiple locations (c) The bank of China icon
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Table 2 Results after tampering U blocks

K% U A3 AR R PSNR
Tank 2867 26084 58.15
Splash 753 5676 64.70
House 3003 29847 57.56
Lena 2323 21540 58.98
Pepper 2790 24792 58.37
Plane 1793 17027 60.00
Average Value 2255 20824 59.63
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%3 PSNR xftt
Table 3 Comparison of PSNR

K& Hong 55 N fH5E BASURZRPS
Tank 50.24 49.90
Splash 49.78 49.38
House 50.44 50.01
Lena 50.66 50.07
Pepper 50.29 49.98
Plane 50.20 50.75
Average Value 50.27 50.01

F 4 BEHLICE S EMGTZERT b
Table 4 Comparison of correct detection rates of the
random attack

SEES Hong %5 A HISHIE(%) BOES0:(%)
Tank 95.39 95.10
Splash 98.10 97.60
House 96.62 96.62
Lena 96.93 95.70
Pepper 97.23 97.23
Plane 95.70 96.01
Average Value 96.66 96.38
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Figure 7 The tampering detection results of targeted
attacks for the improved algorithm (a) Lena image
after the targeted attack (b) The tampering detection
result
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