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Abstract With the rise of deep learning, deep neural networks have been successfully applied in many fields, but recent
research shows that deep neural network is vulnerable to adversarial examples attacks. Convolutional Neural Networks
(CNNs) as one type of deep neural networks have also been successfully applied to the classification of network traffic,
however, recent research shows that CNN is as well vulnerable to adversarial examples. To improve the CNN traffic clas-
sifier's defense against the attack of adversarial examples, we first propose a batch-adversarial-training method, which uses
the characteristics of back propagation error in the training process to calculate the example gradient and weight gradient
simultaneously in the process of error back-propagation. This method can improve the training efficiency. At the same time,
sine the adversarial examples for training are generated on the target mode, it can effectively defend white-box attacks. To
further improve the defense against black-box attacks, we propose an enhanced-adversarial-training method. In order to
prevent the transferability of the adversarial examples, we craft the adversarial examples adopted in adversarial training on
multiple substitute models for diversity. The benefit of this method is the adversarial examples from these models will
have misaligned gradients. We conduct experiments on the real traffic dataset USTC-TFC2016. We craft traffic composed
of adversarial examples to simulate attacks. The experimental results show that batch-adversarial-training can improve the
classification accuracy of adversarial examples from 17.29% to 75.37% for white-box attacks and for black-box attacks,
the enhanced-adversarial-training can improve the classification accuracy of adversarial examples from 26.37% to 68.39%.
Due to the black-box characteristics of deep neural network, there is no consistent understanding of its working mecha-
nism and the real cause of adversarial examples. The next step is to further study the vulnerability mechanism of CNN, so
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as to find a better method to improve the effect of adversarial training.

Key words traffic classification; adversarial examples; adversarial training
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Figure 1 Network traffic preprocessing
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Figure 4 Classification accuracy of model 7, under

different types of traffic adversarial examples attack
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Table 5 Comparison of online adversarial training and batch adversarial training time

Baseline LU TN
Epoch - - - -
i 1] /epoch(min) 5 B[] (min) [} &) /epoch(min) 5 B[] (min)

FGSM 50 1.58 79.2 0.3 15
DeepFool 50 1.85 92.4 0.3 14.8

JISMA 50 1.33 67.2 0.23 11.34

C&W-2 50 2.39 199.4 0.29 14.49
C&W-inf 50 2.44 121.8 0.33 16.57
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Figure 5 Comparison of the performance of adversarial attacks on three different models, including model F,

without adversarial training, model F, .. after traditional online adversarial training, and model F,, , af-

ter improved batch adversarial training; (a), (b) , (¢), (d) correspond to the four adversarial examples generation
methods respectively
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Table 6 Comparison of FGSM adversarial examples classification accuracy of the models after batch adversarial

training under black box attack and white box attack (%)

A F Fivad Fy Firaas Fpa

F, 17.29 81.45 26.37 77.24 20.36

F i badv 75.37 84.27 19.78 78.40 25.34

Fs 23.03 80.01 14.39 84.39 21.69

Forats 25.98 81.69 81.09 88.79 19.73

Far 20.69 79.98 19.89 76.79 15.26
F7 TR AR R X R RO HEA R AR R GUREAS AL By A AL AR IR S5 15 D, P
Table 7 Enhanced adversarial training model and BB/ B AR O B A (R AR R R B RIS 2R 1)
corresponding example screening model CERIANTE, FRZ Bt/ i . R 8 [z
ATV CNN FASTRABUR CNN 5 AT DR B, SRR B U R0 T e 2 R
T Ty 15 HE YO BR8N 2, AR g,

froe o e XTI, 2 IR ORE A i 0 1
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Table 8 Comparison of FGSM adversarial examples classification accuracy of the models after enhanced

adversarial training under black-box and white-box attacks (%)
/fﬁﬁy ]:A ]:B ]:C ‘7:D ]:E
F, 17.29 26.37 20.36 12.29 19.03
F ivadv 75.37 19.78 25.34 20.37 15.78
F vt 73.25 68.39 30.78 29.37 41.78
F tosadv 70.48 62.17 57.39 36.77 50.84

®9 BEWET, EExillG S R EREA EM RS LEREIT L

Table 9 Comparison of accuracy of adversarial examples classification between enhanced adversarial training

and other defense methods under black box attack

(%)

USTC-TFC2016

Atiack 2H Baselinc S prISIED R LI
FGSM £=0.06 17.29 49.72 54.32 75.37
I-FGSM £=0.06, K=4 9.53 51.41 48.41 69.32
LL-FGSM £=0.06, K=4 6.61 47.09 4423 64.77
DeepFool £=0.01, K=20 0.0 30.66 43.24 56.09
JSMA £=0.01, K=20 8.32 39.88 34.62 61.20
C&W-2 &=0.01, K=30 9.77 4297 45.20 63.08
C&W-inf &=0.01, K=30 9.13 61.67 58.77 65.99
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