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Abstract With the popularization of Internet technology, more and more audio and video communication applications
have been integrated into People’s Daily life. AAC (Advanced Audio Coding), as one of the most widely used Audio com-
pression Coding standards in Internet applications, has excellent compression effect and excellent Audio quality, making
more and more Audio and video works use AAC for Coding transmission. This also provides new, more and better steg-
anographic space for information hiding. In this paper, the statistical analysis of Huffman code words with dense audio
generated by the existing steganography algorithm and the distortion function designed by the algorithm based on the
masking curve theory are carried out respectively, and it is found that the existing steganography algorithm will destroy the
statistical security of Huffman code words and audio masking to varying degrees. In order to solve the shortcomings of
existing steganography algorithms in statistical security and auditory concealment, the AAC steganographic joint distortion
cost function is proposed based on Huffman code word statistical distribution characteristics and actual auditory masking
threshold curve. At the same time, an adaptive steganographic algorithm for AAC compression parameter domain is im-
plemented by using the minimum distortion coding framework STCs (Syndrome-Trellis Codes). The experimental results
show that the maximum steganographic capacity of the proposed steganographic method can reach 12 kbps. In addition,
statistical security can be improved by up to 30% compared to existing steganographic methods. There was also a further
improvement in auditory quality. In terms of scalability, because the encoding process of MP3 (Moving Picture Experts
Group Audio Layer III) is basically similar to that of AAC, the new scheme proposed in this paper can be directly applied
to steganographic algorithm based on MP3 after minor adjustment. It also improves the security and audio quality of the
steganographic algorithm based on MP3.
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Figure 4 The flowchart of the proposed scheme
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Table 2 The process of embedding procedure

Algorithm 1

Input: H_,m ,k

Output: H_

1: for i =1 to the length of H_ do

2: Cli]=f etb(H,[i])

3: end for

4: Calculate the p(H,,H)

5: Scramble the message m with a same key & to m'
6: S=STCs(C,m', p)

7: Inverse scramble the S

8: fori=1 to the length of H_do

9: S[i]:fth(S[i]yHc[i])
10: end for

11: return H
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Table 3 The process of extracting procedure

Algorithm 2

Input: H_,k
Output: m
1: for i =1 to the length of H_ do

2: S[i]=f ctb(H,|i])

3: end for

4: Extract m' from STCs

5: Scramble the message m' with a same key & to m

6: return m
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Table 4 The decetion accuracy of Wang et al.”* to detect schemes

B Payload
1.6 2.1 3.0 4.0 6.0

Yang %1% 0.6452 0.6748 0.6845 0.7064 0.8426
Yang 5" -D,_ 0.5571 0.5903 0.6245 0.6842 0.7831
Yang %1- D, 0.6147 0.6358 0.6513 0.6972 0.8287
Yi Z 0.665 0.6975 0.7315 0.7464 0.8837
Yi %D, 0.5495 0.5635 0.5925 0.6355 0.7085
Yi %D, 0.6389 0.6842 0.7134 0.7218 0.8576
AL 0.5326 0.5647 0.5898 0.6246 0.6821
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Figure 5 The line chart of the decetion accuracy of
Wang et al.”**
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Table 5 The decetion accuracy of Ren'**'to detect schemes

N Payload
a5 5k
1.6 2.1 3.0 4.0 6.0
Yang %511 0.6123 0.6489 0.6963 0.7654 0.8829
Yang "D 0.5855 0.6189 0.6432 0.7016 0.8288
Yang %D, o 0.5987 0.6312 0.6743 0.7411 0.8621
Yi 2 0.6857 0.7194 0.7488 0.7794 0.8647
Yi % p 0.6694 0.6988 0.7189 0.7413 0.7976
Yi%'-p . 0.6734 0.7132 0.7358 0.7669 0.8433
ASCH: 0.5693 0.5998 0.6408 0.6943 0.7814
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Figure 6 The line chart of the decetion accuracy of
Ren et al./*?
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Table 6 The decetion accuracy of Huffman — SVM to detect schemes
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s Payload
1.6 2.1 3.0 4.0 6.0

Yang %" 0.8872 0.9548 0.9796 0.9924 0.9993
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Yi 09 0.8886 0.9515 0.9795 0.9952 0.9997
Yi 9D, 0.5295 0.6054 0.6806 0.7929 0.8216
Yi%L Do 0.8103 0.8632 0.9174 0.9517 0.9912
AL 0.5824 0.6836 0.7416 0.8631 0.9245
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Table 7 The ODG values of different schemes

N Payload
a5 5k
1.6 2.1 3.0 4.0 6.0
Yang %51 -0.087 —0.142 —0.179 -0.275 —0.342
Yang %1-D,, ~0.023 ~0.036 ~0.093 ~0.116 ~0.268
Yang 2. p_ -0.021 ~0.027 ~0.087 -0.197 -0.124
Yi AL -0.095 —-0.163 —0.186 —-0.293 -0.351
Yi % p -0.043 -0.096 -0.123 -0.146 -0.273
Yi%'-p . -0.038 -0.087 -0.105 -0.131 —0.211
ASCH: -0.026 —0.041 —0.094 -0.127 -0.164
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