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Abstract In recent years, with the rapid development of the Internet of Things, its application scenarios have covered
smart home, smart city, smart medical treatment, smart industry and smart agriculture. Compared with traditional Ethernet,
the Internet of Things can combine various sensing devices with the network to realize the interconnection of people,
computers and objects. Various IoT protocols are the keys to realize the interconnection of Internet of Things devices. loT
protocols occupy different protocol stacks, which make the IoT protocols show different characteristics. At present, ZigBee,
BLE, Wi-Fi, LoRa, RFID and so on are widely used. These IoT protocols can be applied to different application scenarios
according to their own characteristics. For example, LoRa is widely used in LPWAN and RFID is used for device recogni-
tion. However, as IoT end devices only occupy limited computing and storage resources, it is impossible to implement a
complete security algorithm for them. Many IoT protocols balance their power consumption and security, so it is necessary
to evaluate the security of IoT protocols.

This paper describes the security capabilities of these Internet of Things protocols, including the rules of IoT proto-
cols implemented in protecting confidentiality, integrity and identity authentication. Then we analyze the security prob-
lems of each protocol from the common wireless protocol attacks, including eavesdropping attack, replay attack, battery
depletion and RF interference. We analyze the IoT protocols’ behaviors while facing these wireless attacks. Besides, we
compare some common IoT protocols on security properties and reactions while facing attacks and we conclude relevant
research works about IoT protocols’ security. At the end of this paper, we prospect and summarize the development direc-
tion of Internet of Things protocol security, and believe that it is an effective method to improve the security of IoT proto-
cols by combining formal verification, lightweight encryption technology and blockchain technology.
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Table 1 Comparison of IoT communication protocols

i (EREREEe] flehndi % il R KA 8]
ZigBee <100m 250kps 2.4GHz ZigBee 2003

BLE <100m 1Mbps 2.4GHz IEEE 802.15.4 2011
Wi-Fi 100m~200m 600Mbps 2.4GHz/5GHz IEEE 802.15.1 1998
LoRa >10km <50kps 900MHz IEEE 802.11 2015
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Figure 1 Protocol stack of ZigBee
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Figure 2 Protocol stack of bluetooth low energy
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