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Abstract The architecture of information system is becoming more and more complicated, and the generated data is also
growing exponentially. Facing the rapid transformation of information system, existing security architecture exposes some
serious flaws: protection mechanisms are deployed after network constructing, which leads to some security policies are
hard to implement protecting mechanisms efficiently; centralization protection model leads to serious decline of service
capacity; small relevance between protection mechanisms and security statement results in decline of defense efficiency.
How to solve above problems from original base is the core problem of future information system. The protection method
must be changed from passive to initiative method. This paper proposes an endogenous immune architecture based on bi-
onic control mechanism. Through study of human being’s efficient neural control mechanisms, which include a mass of
neurons throughout the system and highly integrated with functional organs, a task is executed with a series of basic ac-
tions, action’s executing effects are monitored and deviations are calibrated in real time, a brain acts as a comprehensive
analytical processing center for analysis and decision making. Based on the above characteristics, this paper constructs a
neural control architecture for information system. Our architecture fully deploys security neurons in system. Functions
and security are deeply involved in basic module. Based on proposed architecture, system includes some basic tasks which
can be decomposed into a series of actions. When the system executes a task, executing path and actions’ running data are
monitored. Executing errors can be detected through feedback mechanism. Then the adjusting policy is executed to correct
flaws. We also construct a bionic control model for proposed architecture. The analysis of model shows that security
mechanism based on bionic control mechanism can maintain security state. By constructing prototype system, we analyzed
task’s running modes under different policies. The prototype system includes communication module and encryption and
decryption module. Each module integrates security monitor and control parts. The control calibration mechanism is car-
ried out by fuzzy cognitive map. Experimental results show that the proposed bionic control mechanism can adjust the
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executing strategy according to the changes of operating environment and maintain the effective operating of task. The
mechanism based on bionic control provides basic theoretical support for the realization of endogenous immune system.

Key words information system security; endogenous security; endogenous immune; security model; initiative security
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Figure 1 Human nervous control system
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Figure 2 Feedback principle of neural control
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Figure 5 Task-oriented execution architecture
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Figure 7 Decision and control process
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Figure 8 System construction framework

TEEAT SR GE AT RGN, F5 206 WY
AT BEH A o, A AR DAL 55 B AT 1 D) R 3 2
HSE I 22 43 53 o

A SO A A T B A% v A
7£ Linux(Ubuntu 16.04) &4 5L, {4 Erlang 15 54
EAR, Erlang T 5 BTG LA R SRR BT IR R A
PR n] DS TR O, b Sz L T AR S
{5 BRI AR AR . P B HRAE 58 W iR AT R
B IR R EDIRR B[R], RAKZAT I 2 40k
AT RSN S AT SRS UEAT TR AE I D e . BEER ) HAK D)
RE~ SCRCSIAE IR i th 2 EORn] AL 4 1) SR g k. 2
M 3 frow, kg rh I REM I RS R A K DI RE,
fiiy tH 2 ORI B S 7S 22 A S

x2 BEER

Table 2 Communication module

e WOR itk
L ok %
IR Hefid A
tif CPU
RIEC INAN
keSS
- FEtaly 52

x3 IEEER
Table 3 Encryption and decryption module

Dire Tk 27 5
CPU

LR S A A
Ton e T

L SR T

AEJAVIT P S5 T A ASERI DA 0 P 11 5 94 3
B A RN SRS Y BENL A o S ol EAT Ak PN AR 1
FESS AT I, IR OREECPU (5 AR AAL B iE
=ASH. MBI E SR 9 Bis.

04,
Kb P

9 RHIAFELSH
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- My(5x10°Bytes, 900Kb, 128 {i/);
« Mo(5x10°Bytes, 11Mb, 128 £7);
- M;;(5x10° Bytes, 900Kb, 256 £7);
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Table 4 Monitor parameters table

TEPRAR AEFLI TE (*$107's) CPU (5 HI#(%) FE43H 2R (*10°Bytes/s)
51 475 4 42105
5K 2 475 18 42105
5K 3 8.013 8 42105
1 4 8.013 22 42105
Bk S 12.226 11 42105
1 6 12.226 25 4.2105
B 7 8.948 5 7.6069
s 8 8.948 19 7.6069
1 9 12.211 9 7.6069
B 10 12.211 23 7.6069
Bk 11 16.424 12 7.6069
Bk 12 16.424 26 7.6069
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Figure 10 Monitor parameters diagram
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