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Abstract To solve the problem that the existing decentralized authorization protocols need to transmit the parent permis-
sion information when one user transmits permissions to the other user, which is easy to cause the permission information
leakage and threaten the confidentiality of other users’ permission information, this paper proposes a decentralized autho-
rization framework ITTDAF(Index Tree & TPM based Decentralized Authorization Framework)based on index tree struc-
ture and trusted platform module. The core idea is that when one user authorizes permission to other users, the authorizing
user needs to send the authorization information to the entities which providing relevant resources. The resource entity
generates an index tree structure based on the authorization information sent by authorization user to know the transmis-
sion relationship of permissions between users. When one user requests resources from a resource entity, the user only
needs to provide his own permission information to the resource entity to prove the validity of its permission and does not
need to know any of the parent permission information. The permission information does not contain the relevant informa-
tion of the parent permission, so as to avoid the damage of the permission information leakage to the confidentiality of the
permission information of other users. This decreases the amount of data that needs to be transmitted and time consume of
permission validation made by resource entity. All information is signed by the user device’s trusted platform module to
ensure the source of data is from user and realize the binding between permission and device to let the permission can’t be
execute on other user’s device. Compared with the comparison scheme, under the same conditions, the scheme proposed in
this paper reduces the amount of data required to describe permissions by 44.2% and the time required for permission veri-
fication by 51.2%. It not only has higher security, but also has better availability.
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Figure 1 Index tree structure in resource entity
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