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A Survey of Backdoor Attack in Deep Learning
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Abstract With the rapid development of deep learning research and applications, artificial intelligence security issues
become increasingly more important. In recent years, the vulnerability and non-robustness of deep learning models are
continuously revealed. Numerous attack methods against deep learning models have emerged, and the backdoor attack is
one of the new attack paradigms. Different from adversarial examples and data poisoning, backdoor attackers add triggers
to the training data of the model and change the corresponding labels to the target class. Deep learning models are im-
planted with backdoors that can be activated by the triggers once they are trained on poisoned datasets. The poisoned
model can still keep high precision for the normal samples while the model will output according to the target class speci-
fied by the attacker when the inputs have triggers. With this new attack scenario and setup, deep learning models show
great vulnerability, which creates a great security threat to the field of artificial intelligence. Backdoor attacks have also
become a popular research area. Therefore, in order to better improve the security of deep learning models for backdoor
attacks, this paper presents a comprehensive analysis of the existing backdoor attack methods in deep learning. First, we
analyze the differences between backdoor attacks and other attack paradigms and define the basic backdoor attack methods
and processes. Then we summarize the adversary models, evaluation metrics, and attack settings for backdoor attacks.
Then, the existing attack methods are classified in multiple dimensions such as visibility, trigger types, label types, and
attack scenarios, encompassing various domains including computer vision and natural language processing. In addition,
the tasks, datasets and deep learning models commonly used in backdoor attack research are summarized, and useful ap-
plications of backdoor attacks in data privacy, model protection, and model watermarking are presented. Finally, the key
research directions in the future are prospected.
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Figure 1 Deep learning model recognizes STOP
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Table 1 Comparison of different attack paradigms
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Figure 4 Backdoor attack classification
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Figure 6 Image-scale attack
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Table 3 Common datasets in backdoor attacks
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IMDb Movie Reviews!*” (491, [71], [72], [74]
W Yelp Review!™ [72],[73]
Amazon Reviews!'"” [72],[74]
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x4 RINBEPEERAER
Table 4 Common models in backdoor attacks
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