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Abstract In recent years, with the popularity of cheap and advanced electronic imaging equipment and user-friendly
image editing software, it is becoming easier for people to make tampered images. The traces of tampered images proc-
essed with professional techniques are hardly noticeable, which poses serious threats to many areas including news broad-
casting, judicial forensics and information security, hence the security and reliability of digital information have been re-
ceiving more and more attention from all over the world. In summary, it is extremely important to carry out research on
digital image tampering detection. This survey focuses on blind detection of tampered digital images. Firstly, according to
the clues on which the digital image tampering detection method relies, the tampering detection method is hierarchically
classified into two aspects: the one is consistency of imaging content and imprint of imaging system based method, the
other is tampering trace and JPEG recompression trace based method. Then, according to the sources of the content and
the stages of the tampering operation, the two aspects of tampering detection are further divided into four groups: consis-
tency of image content based method, consistency of imprint of imaging system based method, tampering and its post
processing based method and JPEG recompression based method. Based on the distribution of the topics in the current
literature, the four groups can be further subdivided into 12 categories: consistency of illumination based method, feature
extraction and classification based method, consistency of color difference imprint based method, consistency of natural
blurring imprint based method, consistency of imaging noise imprint based method, consistency of color filter array inter-
polation imprint based method, geometric transformation and interpolation trace based method, artificial blurring trace
based method, median filter trace based method, feature matching based method, aligned JPEG recompression hypothesis
based method and non-aligned JPEG recompression hypothesis based method. What’s more, we summarize the main ideas
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in each category, with describing and analyzing important algorithms in each category. In addition, we compare the per-
formance of typical algorithms in each category and summarize evaluation metrics and public datasets in all categories,
which will be helpful for subsequent research. Finally, we sum up the shortcomings and predict the trend in each category.

We hope that this survey can act as a reference and inspiration and can provide ideas for future researchers.

Key words image tampering; blind detection; imaging contents; imaging equipment; tampering traces
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Figure 3 Life cycle of digital images
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Figure 4 Three levels of tamering detection and the trend of future development
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SEZ I 7 WA B R A PR A WU PR A 2 I S v T RURH
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15 FH e 0] BB SURRE fUHEAT R iR =5 40 JR) S 4ok
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B G . SEBGER I, WLD [RHRFIE 2 F5 RS o
R AR T HHT VR SCHR[20] 48 FH AL
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DAY TR L

Wi FEHFE (Run-length matrix) A8 5118 U3 fs W 1
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2.2.2 BT GRBISRARE KA 77 vE
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Figure 5 Extraction of Markov feature'?”

% ] R B 4% 5% A% #(Multi-size block discrete
cosine transform, MBDCT)&—Fl) 72 W H T £k il
RN E, SCHR28]H A MBDCT Sk T2
R, w5 Sext B EAT MBDCT LA 3% EE I —
RYNZ REERIRIA, B8 N E15F115 21 MBDCT
YRS RS I R G R IE—— S R BER S
F(Markov transition probabilities)4F L FIEFAE 5 752 )
4% 11 Bk W (Statistical moments of characteristic
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fIE A S L b R TE AN TR RS T7 I AL B AE S o
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MLz A UAFAE 7 R (Support vector machine recursive
feature elimination, SVM-RFE) /7 2347 i 145 DL /)N
TR . SEIRY], {EREYERE . Kl AEnh %
RS DCT+DWTEOR B B4+ HHT!,

AN AT A8 48 By R B RA I SO B A — AT )
IRV AT e v, SCER[29] AT F () —4E R AR 5
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B3 22 J7 ) A5 JE DR T m) DA G b — 4 R AR 5 ik
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AT . SCHR[29] 0 46 th 1 — g AR AR BE R AT T
DCT 581 5 5 I 2K /) 38 A2 #t 85§ (Discrete: Meyer
wavelet transform domain)>$ B2 IR AiE HEAT B 04
L, S 562 B 1% 22 SURF AR HERF 26 i T SCHR[26] 80 3C
R[28]H BT AL

FESCHR301H, 1E# VY t$ DCT(Quaternion
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QDCT 25 fE QDCT k42 e 5 R BLRFFE
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YRR B G 1 SCHR[26 R SCHR[28]H BT PR AE
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R AIE RS BE 9% A% ¥ (Contourlet  transform)REAE K HEAT
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I 1 22 RUBE M5 5 BEAT 70 il SCHR[32]9¢ 1 17—
Fi%ET-H DWT(Block DCT, BDWT)J 4 I /K Bl K
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77 AR DS AN [RGB AN TR fF B X DWT A%
Hefvsgm, Bz ik T Ae sk i 5 DWT 5
KT EARN TN o SCHR[32] 5848 BHE 0 il il A
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B 1 PRI AN AT DAL ) B TR

AVEFR o 95 §L48 B A5 (Jessica Fridrich)$¢H 7 —
A 4 K 7 CE B Y (Spatial-domain  rich  model,
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RS 1 1 R8T A 215 B T2 30 HH A 2045 3= TR Bl
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Figure 6 Two typical SRM features™!
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SCHER[3414E By SRM. ARFAIE Aok B e G AT A
AEANT, ST 3 T A W B A B oy oA i A5
o A BB h, FFEH PR E AR
SR XL B S Ao B i,
ANTFE e de e X, R W s K
% (Expectation-maximazation, EM), 5L [X 35y %Al
B 2402 ) w] DAIR) IS EAT o SCHBR[35] 8 26 BN
thAR I SRM AR ZEIE], SR J3 il H = AR R 4%
K R A (Local binary pattern, LBP)F1iEAN
LBP [FJILAFERE, PRI AT & JF ARG
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B 5 Fofr ]RORE () BRI BTy s th Tk JRORE IR L i 2
Bl o AR5 1% ok ME 2 Al FH 1] 0 e I AR R 2R
(Simple linear iterative clustering, SLIC)4) %172 Fl1 544
BEHL3%(Conditional random field, CRF)fl & K —ik i
A SLOME R o 1y SCHR[38] 0 4 F 10— 73 2 ) 2%
[F] IR T R P ) 2 A5 BRI s R, 45
X R P 205 B R 58 3% o

HAR DL EFIR 1) S FIREAE(— R AIE . SRR
FRAEF SRM R AE) H 1if &8 BeAE B — 1B 45 A
BIAR PR WU PR 26, AR T XSS RE AR A7 A 195 P2 AE AR
AR, BEHUE AL FEA ) )l o R Rk T T
B P I 2 i B ) o 8 ) 4% R ) B A TR
EAT RS A E A7 o

3 ETFRERSEENICAIEN T

ERCF R BG L RE, BB ES SKks
HiEHE. CCD. CFA FifHAEIA Y, XU AR &7
B BUE e AR R R BN AT, IX B BRI ] RE A R
GeENAE EHE B R B B AR R RS .
SRIX G E (1) g m AR 0SS, o vk R 520 5,

AT AT DL — SR IR K T VATl A 2 . X 1 —
SR ELSE WA BB E, XA AT S M
HH . MER SR T, SCE IR BT
ERCATIAR DR SR 23 AT

AL T AR R G BN B SR W 7 103 A
4 Aor8 BET RUB A 72 Bld — SOk R A I g vk, Bk
T EARBORI BN — SOvE RN T v, BT R RS
Mg 3t — S0 PR A DU 7 V2 AR TR €0 i e o A1 4
B B — 3k BAS I T v
31 EFRGBEEIE—HIERIEN A

844 6,7 (Chromatic  aberration) 5 [ 42 8% 1L 7+
HAPAT FDOG T AN R B 2 ek i S R B £
MATEHIING . XA — Bk BEAR A T M B T
EI-P1i F, FR A% H 4 2 (Longitudinal chromatic
aberration), W&l 7(a)i; WAFAE T HIEGAT )
S B, FROA KP4 ZE (Lateral chromatic aberration,
LCA), W 7).
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Figure 7 Longitudinal and lateral chromatic
aberration
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BT LA 21 52 R I 6 22 o0 A AT & — o AR
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7 171%:X#4 Z& (Brute-force iterative search) vkt 4.
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Figure 8 LCA displacement vector field'*"!
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ZERRLLIR ™, SRS R IE Ry Gy B il
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KT G AR A5 AT P SCER (39148 HI (1)
TR TIEARIE R )7 A A e, T SCER[4 1] H
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Fi 7 A3 B e 2e 0w 8 A i, &5 8UR S
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T8 W P G B 2 8] (147 #% (Displacement) HE 4T &
DL — AN ARARLRE S i S B SR LCA AL RS AT JR)
A TR, PR A SR AR AU A X 2 R A v

SCHR [40] A FH — i 35 1 B %) AT 28 ke A il
LCA, %A Refg 2t Jey AN 42 JR A v Hi ) LCA
AN — 3P o B SOPGIE i) B A TR T A e — A
AL 5 (Hypothesis  test) [A] &5, M 1y 7] LA 21 52 4f
(IFIWT . 3ok, SCHR[4015T H 7775 ] AAT 24X 53 Je il
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W CHE v FEARME R S X LCA AN IESE
PERERLS 0 M BhA7 A 4043 16 s BEAT L S, i
TERL A DX I LCA AN S B Rl A It
(Bias) I T[] 73 A1 ey T B AL 75 o SCHR[43]H ()55
W ) DAk — 2 B v B ORI PR VEE A % . AN TR [40]
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group, MPEG)H') ¥z Al I (1) —Fi iz 2 ) & 1Ak 17
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e AN E
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S, EEWIEE(ESORIE . aiEEE . 5
F 41 LRI 8 ) 1) A 2% I (Spectral peak magnitude,
SPM) I I L 2R~ — 3%, /e e i 5, ix e
HEAIR K22, )FEH KR, =iliE JPEG i
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IR 0, MEEME ST, XEESAN 0. L
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(1) A2 AE G IS FE TR A 1 Ak 7= A 56 R B A Y
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PR O E BRAG T b AT BRI E,
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HARFI A LCA JEAT Lokl 1) 7 164 1 van e
fif %, AH B — TRRS I 7 AR 25 o e I AIE 7 5
o HETHIRINEE K Z ERMA LCA 1, KkMNZ
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blur/Out-of-focus blur) . I& BB L tH T AHHLAE
FOEE R 1 Ik AR v e AR ) 2 sk 0 £ 1 ) ks Bk
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Figure 9 Typical natural blur kernel®
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SCHR[491TA 2k 7 G I R vh o S A T AH AL AR
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DL, % SCANIR] DX 35 2 £ ASOR 0 Al T R — S50 40 e
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B m)— R G IR B . RS TR AR X I
BRI AT 0 2K 5 456 e (s B AT B ok . {5
&, SCHR[55] Bt H J7 vk L RE Ak O RR R AR X
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SCHR[56] 41 F 4447 1l 15k (Band-pass  domain) U4
J5 (Kurtosis) FHH AR FITIGE 15 i 5 R P 1) O 3R Rl AT
LRI, — R AR b e S PR AN — SR A i
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response non-uniformity, PRNU)M: 7 /& ilAZ 345 51N
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SAHMLIG R . S50 3R % 7 v KR AR D [P RE AR
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BM3D  SEEEHIRACER K R 7 (Mihcak) 25 1 JE % 5
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BAEAT 53 %, HAE5> M7 % (analysis window)H R H] H
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Figure 10 Two common CFAs
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Figure 11 Denosing effect and streaking artifact of median filtering
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Figure 12 Flow chart of block-based and keypoint-
based copy-move tampering detection methods""”
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4.4.2  FT OB UL A ) 5592

JUBE AN A% H§ AIE AF # (Scale invariant feature
transform, SIFT)41iE & — i 7 & 45 b #1403 A7 A
I N AL, AR AT LU AR A ()X 46 58
JE B 25 LA AL 4 A AN AR VE, HOMWE R L O AR
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HAC) ¥ VG e 31 1) OC B AU 2R 6 i X el oSG 3R W]
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A5 T81 ORB(Scaled ORBYRFE KA IRKFAE 2T, %4E
TEXT AR e 5 LA A2 # K0 JPEG R4 e A
R v T R A S A B AR AR B . SEEG R, S
R [ 1251 B FH 10 77 925 R0 A D0 P e R o 403 B 00 T 3¢
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JPEG 46 Mk 22, Wil 13(b)

] ]
| |
T/, TTT T T 1 1
1 | ) | TTETTTTrTITETTYT
1 | ) 1 ] ] ] I
S TS NN R— - 1 1 1 |
| | | PR TN Ny IR W
1 | ! 1 ] ] ] I
1 | ! i ] | ] I
N TN . — 1 1 ! I
1 | ) 1 SR I S N S
1 | ! 1 ] | ] I
1 | ) 1 ] | ] I
e e et Rt 1 ' ' I
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A ZE SR W TRy AN 432 BTN 5%
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JEYAPERFAE SR A AHAR DCT Bem iR 25/ 254, b
BACM & /52 31 E BT SCBR[139]7E)S 57
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6.1 E oA AR IEM bR A

R T 15 VRN bl 5 AT AR A 2 &, A
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Table 1 Evaluation metrics of tampering detection methods
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Curve, ROC), i s LR 4 ROC, TGRS A T Ak
12 F 1 F(Area Under ol Hi% ROC MR AUC, 41 (0 AR K
Curve, AUC) HLA 810 ROC. AUC TRV, {3
0 [ AR 45 KM REIRAT . AUC (IEE 0
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Table 2 Public datasets of tampering detection methods
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ST RS . e A Aa . HLl. nt
Wi JPEG R4 BOMISEERE A .

48 SR BRI R U R, X k& JPEG
46, e AR .

JSEM 420%300 %] 3888%2592,

http://multipie.org

http://www.ee.columbia.edu/
In/dvmm/downloads/
AuthSplicedDataSet/
AuthSplicedDataSet.htm

https://www.kaggle.com/
sophatvathana/casia-dataset

https://www.kaggle.com/
sophatvathana/casia-dataset

https://github.com/wenbihan/
coverage

https://www.nist.gov/itl/iad/mig/
nim-
ble-challenge-2017-evaluation/
http://www.ee.columbia.edu/
In/dvmm/downloads/
authsplcuncmp/
http://www.ic.unicamp.br/
~tjose/files/
database-tifs-small-resolution.zip

http://forensics.inf.tu-dresden.de/
dresden_image database/
http://bows2.ec-lille.fr/

http://boss.gipsa-lab.grenoble-inp.
fr/BOSSRank/index.php?mode=
VIEW&tmpl=materials

http://agents.fel.cvut.cz/stegodata/

LICHR[156]

http://photogallery.nrcs.usda.gov/
res/sites/
photogallery/

http://www.vcl.fer.hr/
comofod/download.html

https://www5.cs.fau.de/
research/data/image-manipulation
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B LA TR VeIt SV IIRFS

B EAN N Bl RO X

MICC-F2201"2% 4.4 FEFRFAE DC R AR 75 70

MICC-F600!>) 4.4 FETFREAE VTS ARSI 77 v

110 FRECSEAIRT 110 TRELN B, EHE RS
722*480 % 800*600.

448 FRECSER RN 152 SRELECH, BIGSE
800*533 | 3888%2592 N4k,

http://www.micc.unifi.it/download
s/MICC-F220.zip

http://www.micc.unifi.it/download
s/MICC-F600. zip

1300 FKECSEEGR 700 FRELok B, R~TH

MICC-F2000!'>"! 4.4 FEFHREE DT AAS I 7 9%
SRR
5.1 B F X155 JPEG 468 % 11

SYSU/ OurLab!"*"! T
il 77 32

2048*1536, HIXIMA T V. B, 4

1128 5k EME, 12k 512%512

http://www.micc.unifi.it/download
s/MICC-F2000.zip

L SCHR[135]

£33 ETkBEHIERN AR LR

Table 3 Performance comparison of illumination

®71 ETHEEEE—BUIEEN A LR L™

Table 7 Performance comparison of color aberration

consistency based detection mathod'"” imprint consistency based method'*’
. AUC ERIES
R 1 RSk :
@=04 7=06 7=08 Pr=001  Pp=005 Py =0.10
Full 3D Environ-
ment ™ 0.870 0.893 0.910 Angular Error™) 0.10 0.38 0.57
SFS!'? 0.834 0.877 0.895 Noise Model“” 0.44 0.77 0.87
L3DMM!" 0.921 0.956 0.966
Diamond Search™”! 0.76 0.87 0.91

F4 ETHERS S EMRM A EIERE LES 1P
Table 4 Performance comparison 1 of feature extrac-
tion and classification based detection method""

iRl [K=RR FROELERE RO HED 4 (%) FRAESLHUN H)(s)
MBDCT?* 266 84.86 4.479
Markov in DCT &
DWTE 100 89.76 4376
Markov in QDCTP" 972 92.38 3.61

£S5 ETHHERSHEWM A EIERE LR 20
Table 5 Performance comparison 2 of feature extrac-
tion and classification based detection method""

e S AL 48 I HET 2 (%)
MBDCT? 266 90.16
Markov in DCT & DWT?! 100 93.53
2-D Noncausal Markov??”! 14240 93.36
Markov in DCT & CTP" 200 94.10

*® 6 ETIFERES 9 £ 7% 1A Lk 31
Table 6 Performance comparison 3 of feature extrac-
tion and classification based detection method"™®

Sl IR 2(%)
2-D Noncausal Markov!?”! 93.36
Markov in DCT & DWT?! 93.55
SRM-+10layer CNNE*! 96.38

633 “ETRGEEHE—BHERANTE” 1
F AR T
RTRETR IR A SCHR[43] A Bn b B R AR N

T u=5 GO R Py % (EIN 5 SR AR I,
R P BEATTLLE AR R 4440 R, %092 Diamond
Search™ S I W i i T e R
6.3.4 “HET HRBOBIENC — BRI T K
AR T

K 8 FEIR [ A2 AF SCHR[48] H B S x4 R
MG e S ) B FEASOR)/d B AR 1A D A 2,
M %R BA T AT H AL MAPUSIZE &Rl o0 T 1)
For LR 2 B S e T IL e A O
6.3.5 “ETRAIEEMEFIEE N C— B AR
TTE” BEARIEVR T

9 IR AL SCHR[76] F i B 4 g AT Bk
R DN 25 5925 110 i /N W 5K 1% % (Minimum decision
error) M- A PRINF R, Jl 101 R B Al T n] LUG H 50
Singh VO 5 /N e 555 s 8 8 o A1 L3S S 100 T By Ak 381
I A) f2 2>
6.3.6 “ET)UIRBSIHERDRITE” 1
BARIEVR b7

*£ 10 RIRIMEFAE Dresden Image (#i4E B
Nikon FHHLFAEEM) 1317 KK G, MEHEER SN
3232, lfEAZ R SRR YN, AR #(False
Acceptance Rate, FAR)/NT 1%L F 8 5L 1 HBH
3% (True Positive Rate, TPR), {EiZE T HAITLLE
A RMTE Y 4 PO ISR R 1 4 T Z0BH
By A 3 Pk
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* 8  ET BAEMIENE — BT 7k M A b A

Table 8 Performance comparison of natural blurring imprint consistency based method!**!

. RrAERf 5 (%)
B S) 64%64 TEH B FIG R S) 64%64 11 & FGH R 128128 HES
Directional HF®! 81.7 81.8 79.0
SVyDBY 81.2 84.3 83.0
MAP! 92.8 94.3 91.3

%9 BT HEBEEIIREDIZ BRI
BE b

Table 9 Performance comparison of color filter array

interpolation imprint consistency based method'”®
al[KFRPR IR/ MRS R ST AL LI [ (5)
DM 0.3532 207.81
GC_ L™ 0.3103 205.03
GC_ B 0.3158 203.63
Ferraral”! 0.2618 193
Singh!" 0.1305 167.36

6.3.7 “ETHEIEBRTRNGTE” KEARE
Waar T

11 BRI 2, {6 BOSSbase 1.01. UCID.
BOSS RAW. Dresden Image. NRCS #4755 %L

Paderh, 32432 UG BIANIR] JPEG i it PRI ELCRT 96
BRNATEOL T 4 FREERIHER R, AEiZL+
TATTT LA 380 MFR+CNNUOZE %l 12 R
IR RGP T2t 3 PPk, 763K 11 b QF AR
JPEG K& 1 U 2L, KS ARRIEHAZ K
6.3.8  “ETHRMEILECRI " FHEARTEF T
% 12 JE IR IS AE MICC-F220 %4l 45 b &5k 1)
F B BH % % (False positive rate, FPR). H[FHME%R
(True positive rate, TPR)FIEEK EUGATIMIN[R], 7E1%
Fh AT LB B SURFHHAC! 5y 41 LL T
SeAth 3 Fh LR BH M 2 AR ERS AR 2D, H L RH
G T SIFTH2OVA0 vk A5 B 2 R A ) 2 %
SURF+HAC! YL ZE A K, H SIFT!OS iy
R R B A PR

& 10 EF /LTRSS HERTRN 7 E R b

Table 10 Performance comparison of geometric transformation and interpolation trace based method'”
RSk | S _ _
Linear ffi{Ht% Catmull-Rom i #% B-spline {H % Lanczos il %
Linear Predictor™® 0.5882 0.6727 0.0226 0.4325
SvD®! 0.8897 0.8296 0.9749 0.8067
Zeroing Mask[®®! 0.9383 0.8032 0.9942 0.7873
RMT®7 0.9946 0.9911 0.9966 0.9781
£ 1 ET R ERERIEEN A A b
Table 11 Performance comparison of median filter trace based method""”!
KU RHIAER (%)
OF=70, KS=3*3 OF=90, KS=3*3 OF=70, KS=5*5 OF=90, KS=5*5
MFF") 73.99 80.32 82.49 85.91
ARIM 75.63 83.52 80.80 86.26
GLF™! 78.15 85.43 87.28 91.57
MFR-+CNN!!% 79.42 87.71 88.65 93.21
12 ETHECEAN 1R b 11
Table 12 Performance comparison 1 of feature matching based method'**!
iR/ =R7R FPR(%) TPR(%) B3R BHGASIN B F) (s)
DCT! 84 89 294.69
PCAI'! 86 87 70.97
SIFT!?! 8 100 4.94
SURF+HAC!' 3.64 73.64 2.85
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Table 13 Performance comparison 2 of feature
matching based method''*®

oAl IKER7S RrAER (%) Jﬁﬁf
Zernike Moments'"! 39.08 5.11
Dense-Field!"' 46.82 1.78
BusterNet!'*” 75.98 0.62

13 JRIRINETE CASIA V2.0 St 3 Fhe
5 (A DU Y A 23 R A5 7 LB R A I I i), 7 i v
AT LLE 5 BusterNet OO LI g o b 43
R DUTREAf 2 =y HLAFERS 552>
6.3.9 “ETXI5F JPEG EEEREAN i
AR TE bR 7 AT

% 14 JE/RI)JEAE UCID. NRCS. SYSU 3 Mk

P, 4 JPEG SJBRRECh 704 80 B A m] o &
KL% 3¢ JPEG B F 4 AR e s il 7 2% 1) A i 4 7
Ho (EGRPBATA UF HETL EBSFPOE 3 AN
e K PRI TR K JPEG B 5 R I v 1t R 2
T4 Perterbation Strategy!*”. 7E# 14 ' QF
K JPEG B4 1) it s s 4
6.3.10 “FTFRXFF JIPEG HJE 45 R WA 757
k% =1 Ay

15 JEIRIKSEAE UCID. NRCS 4 i 178 &4k
e, 55— UURSE S RINEL OF1 558 — KR4
i JREL OF2 S E I, EURER/N A 128%128 I
FEL AR IR, fEiZR TP RATRE N A B Ik
Adaptive DCTUE QF1 1 QF2 %At i Kl Ve S
R TIAh 4 B L. 2R 14 R QF1 F1 QF2 4y
SRS — ORI — Yk JPEG He 48 1) b ot PR 8

* 14 ET5T JIPEG BESERIZAQN /55 M6 L™

Table 14 Performance comparison of aligned JPEG recompression hypothesis based method*®

T INAER 2 (%)
Aoy A2 44 UCID a4 NRCS o4 SYSU
OF=70 OF=80 QF=10 OF=80 OF=10 OF=80
Perterbation Strategy!'**! 73.65 85.80 69.21 78.84 66.40 76.37
EBSFL* 80.81 95.73 76.27 95.23 86.64 94.30

F 15 EF R IPEG BRI 75 4L bLE")
Table 15 Performance comparison of non-aligned JPEG recompression hypothesis based method!'**!

KR (%)
ORI =R7S QFI=70 QF1=80
QF2=10 QF2=80 QF2=10 OF2=80

BACM™7 52.64 53.76 50.11 50.99
PM 141 53.55 64.37 50.30 52.79
Block-Grained Analysis!"*? 53.97 64.07 50.44 52.42
Periodicity Analysis!"**! 51.57 54.28 50.05 51.00
Adaptive DCTH* 72.26 95.48 59.82 71.59

7 BEGESENTEZESRE

AR S K R AR B S TN B AR P A A ) 2
RSP IE Iy PIATTTHL, BEB Ry 4 AN,
DR 12 e HT 12 A REBRE
eSS I A A JE A2 (R 23 BT, AR 0 BT ke i g v
AT g K
71 BEGREMRENTTESS

SLFASCRTRN 12 3R BT A 412
BT, T TR XA 73 20553 SR
ITRE . mTRFHBS S AR FH BB 2L T JPEG

T s 4 IR R 1 P AN 7 R AR ARLE, A SORE X P RS
W7 vE— AT B4 .

BT — Bk R kR R g OIR 24
Yy st B 1 7 B B I s P AR AR IR 2 AT ORI HL
HA A, AR E T L5 I REH T
SRR %, @BEREATEIRZ A
JEYR — BOPE R AT B SO W (0 B, R A
XA RO A AR AR AR B, A
D7 1R Sy 55 b AR 0 22 7 A% ™ (Convex) ) HL
A 1H 5 1) [ 5 % (Constant reflectance)' ™', £ 1177
1B R Sy 5 R W AR b 2 AR U (Lambertian
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reflection)!' ). — HIXSERRUAEE ARSI, Al X 25
LSRR KR ZE . @B ST — 2
KT ke A Re M R e 4 H ik, IRZ LA S
e Z AR Y HR 2N TIHAT 1. LUEH
W AR TR 2235 7 T T A EE T I — 350k i Al 7y
LRI

FETRAE SIS 73 R RS I T v ) S 4. OIR
AR C 28 R A1 PR — R R A 1 0A SR & e ksl
TERM 2, AL 5 0000 A TR I 4 RS M VR A 2 58 AN K
PEAR . AR AT BTE— SE T SRR AR, (45 REXT
T E P EAR A R = R % . @R tt
GRS 22 I8, R iR B2 T8,
BEREFEAKRIIZBIR . — H el FH IR A 4L
/D>, X LT A ) BB AR 2 S e AR U
G o H T AEAE I Bl 4R A0 i B A F3E A i /R
B, BRI R — SRR AR AR . O
SR E AR 2 7k ARk 2R S A I HERf %, (H K2
DT BESUE RS BE B R Tt o

FE TG 10 22 Bl — SUPE I RS W 7 v 1Y) s 4
FHEG L SEHE 0 v, U e E 4 A s (e 22
AT S CSORS DN 9 7 2 A A I A 2 R T B Rk b S
A RHETE: BIanAEx] Ja# LCA (w47 vh 5
R R, AEABLRE T SRR T A 2R B R
EPNE SRR KR . TS T 2 (R Ry
EMARAEAE LU [ i QB Fvkrh, K2 HCE8 2
B O AR v € ZE SR AT RS I BR, i AR R G ) £ 2 1)
AR 2D o SCER[45]H B i th ) s HBOUE T v g
T A% S8 R ) 8 22 D7 VR TR I B, v L, AR
FH o g, 22 B ke A I 28 5 1 O SR AN T 51 .
G AL AR T B T R — SE R G ) €8, 2 13
TR S, DA sz 2R R 2R e . @R
7EHE K B b SO XKD, 25 5 3R e X 38
Gt vl 0T PR AA £ 2 53 A R Ve sk /N A A A W
PR AT e, W R B U X K, 20 A R Ak T
(R ABE 20 7 A R RS, A, 2 5% A U P AR A 26
P LA, A4 B X oty R kA5 ) A9 A A 3 )
0 IS, IR R 2 T R 22 IR N T R A g
B P HERR R

R ARAOR B — SUPE A W 7 9 R e 4
ORISR (1) — A F BT 2 B AZ AT A 7
H AR 2 Sk rp P B B iz % o T i, A
RENT FLSEAF 70 1 — S RO A% dEAT KA B, DL g
Wi ST U PRI HE A 238 o AR Y T Rt B L 0 P s Y
AT B AZ AT AL TE, DR m I R % . @
SRR L 7] — % B2 PR 4 A LA AN [ ) 2 AR AR,
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CINVSINGSREACES SRy & G un ta e N (T 1 B Y R 7]
PARAEAEAS TR B2, W) G238 ik ASOR 5 R B4R US>k A
W R 2 B R U . A AR AR ST b g 3
LA UG R B AR S O R FE R0 R OG &R, Al A
REAE I AN [R)— IR B AR (P RSORH A L 3R A T A 0

T T UG R GE M B — S0 ) B8 o 7 v
F gt O FET PRNU M ) B8 SO 75 v 75
SR AR A DU P BT I PR s A5 5 4 B H 1% B 4 4
(I B, B LA 7 ¥R AR IS Hh () N FH AR JR) B
@un R K15 1 =% 18] 43 % % (Spatial resolution) AN i,
MZET PRNU B ic — 3500 A 28 5O I 7 AR e xo) Fd
B AR I/ DX I B AT A AR . o T
A DA e BRI 75 () 23 4, AR SR IGAE S8 nT LA )
S iR ) R 3 80 700K R A A7 AR 1 /)8 DX I B o sk
AT AT o

BT R AR 8 U I 1) i i B A — S0 1) A SR
ik ags: BAREETEE T CFA Bl —3E 72
UL 20 B8 S BI85 D S R RS 1t o 47, (>4 g
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E A R R 2

FE T LA A% 48 b5 e (1 0 320 () A I 7 9k 1) AR
O T N R EREASEWHEAR Z A R AR
FHOGOG AR, P LA H A B 2 1 i {1 0 328 (%) sl 7 v
AN REXRT B 1) R SR RAE AT R, @R £ Sk
TS A A W 7 VR AR OR R B b2 BT AR A
B HL, AR TN, KRR
B2 R B

ST N A BRI 8 PR RS WU g 2 1) S & A
N A BRI 38 2 AT 58 SR M 9 g vk v, i ) R SR
(R 2R i B AT I W A AR R 2. H AT AT
JPEAT DA — R B IX A AR, 2 AR RO Al
EENBOM o AR R — AN D[] I 52 30 4 J LRSI 11
R, BAF AR IN J5 3238 AN RO % X A7 AR I B
TSR AL BT A R T

T TP AR R R RS T ) S e 1 Tk
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AR SEAI A 00 2% 5 A6 A A M AE R R E— 2D 2 iy
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Figure 15 The future development trend of image
tampering detection
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Fz16 ETREFIEZISEREFZIEEEREL
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Table 16 Performance comparison 1 of deep learning
based algorithms and other algorithms"®

[oRlllkERES R HER (%)
2-D Noncausal Markov ) 93.36
Markov in DCT & DWT ! 93.55
SRM-+10layer CNN"! 96.38

(G DL 7R R (R 7 0 R IR B 2 20 J5i)

A DL, R A ) B 7 V% A W A 2 1
 TARRBE S 70 3R 18 AT LUE H R
JE£ 257 ST 7 VE BT SR AR T ARIR B o7 > U7 VA
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FEZE 19 M 20 HHIRATTAT LUA R S5 R L5
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RAA IR KT 25 4]

AT 4 T ) 5 R B 2 S0 A SR I L SR I 7 VAT
CNNsP O3S 1001640 Uikt 1 245 8 (stacked auto-encoder,
SAE)!'O* 1 11 K 45 1190 12 (long  short-term memory,
LSTM) 4 251671681
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Table 17 Performance comparison 2 of deep learning based algorithms and other algorithms

[102]

R ITRERF % (%)
Lo llEgars OF=70 0F=90 0F=70 0F=90
KZ=3%*3 KZ=3%*3 KZ=5%5 KZ=5%5
MFF®! 73.99 80.32 82.49 85.91
AR 75.63 83.52 80.80 86.26
GLFM™! 78.15 85.43 87.28 91.57
MFR+CNN! 79.42 87.71 88.65 93.21

(G DL TR R BT IR L 2 21 J5K)
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Table 18 Performance comparison 3 of deep learning
based algorithms and other algorithms'*

URUIKERPS RO AER (%) AR BT IIN [a] (s)
Zernike Moments!'”! 39.08 5.11
Dense-Field "' 46.82 1.78
BusterNet ! 75.98 0.62

(DR R B IR IR B 2 21 J5E)
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Table 19 Performance comparison 4 of deep learning based algorithms and other algorithms!"®"!
S L e rr
NIST16 Columbia COVER CASIA
ELAIY 0.236 0.470 0.222 0.214
Nor1!'¢ 0.285 0.574 0.269 0.263
CFA1 0.174 0.467 0.190 0.207
MFCN!'®! 0.571 0.612 — 0.541
RGB-N!"®! 0.722 0.697 0.437 0.408

(ZE: MR R TR L2 31 J5K)
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Table 20 Performance comparison 5 of deep
learning based algorithms and other algorithms”%]

[RUIE=AFS TN FIAH(%)
Zernike Moments ! 16.40
Dense-Field !¢ 25.43
BusterNet ' 45.56

(ZE: MR R TR L2 31 J5K)
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