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Abstract In order to detect and prevent malicious nodes from pretending to be new trusted nodes attacking mobile
Ad-Hoc network, a Hierarchical Message Authentication Code (HiIMAC) for message authentication and encryption is
proposed in this paper. The protocol uses layered message authentication code to protect data transmission in mobile
Ad-Hoc networks. When the packet is forwarded between the source and the target, the trusted route is calculated dy-
namically, and the packet is signed and encrypted at each intermediate node to prevent the attacker from tampering with
the packet or modifying its hop number, so as to realize the trusted transmission of the data. In NS2 simulator, the RSA
algorithm in Crypto library is used to test HIMAC. The results show that HIMAC can detect and prevent attacks on
MANET nodes and packets. Compared with the original A-SAODV security mechanism, the average hop number of Hi-
MAC is reduced by 47.1%, the average queue length is reduced by 35.5%, and the number of node packets is reduced by
2.5 times. Although the password operation of HIMAC brings additional overhead to the routing protocol, because Hi-
MAC uses trust-based mechanism to dynamically establish secure routing, nodes can dynamically select the next node on
the path without always maintaining a secure route. So that the increase and decrease in HIMAC can offset each other to
strike a balance.

Key words network security; identity-based cryptography; message authentication; trusted computing; mobile Ad-Hoc
networks
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Table 1 Benchmark results
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