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Abstract Different software or execution processes usually have different vulnerabilities. Based on that premise, diver-
sity technology is applied to the design of system reliability and security, which significantly enhances the defense capa-
bility and intrusion tolerance capability of systems. However, it also has the shortcomings of high cost and high complex-
ity. There are a lot of diversity technology implementation, system design and related assessment work in the existing re-
search, covering a wide range. Focusing on the diversity application in the field of the active defense and the cost per-
formance of applying diversity, this paper reviews the typical work and the latest progress in diversity research. Firstly, the
diversity review research work is compared and analyzed, and the main contents and emphases of diversity research are
discussed. Secondly, the concept of diversity is combed, and the definitions of temporal and spatial diversity are given.
Thirdly, according to the classification method of temporal and spatial diversity, the architecture and implementation
technology of diversity based active defense system are introduced, and the characteristics and implementations of tempo-
ral and spatial diversity systems are analyzed. Then, the diversity measurement and effectiveness evaluation methods are
classified and summarized, and the advantages and disadvantages of different measurement and evaluation methods are
analyzed. Finally, the future research direction of diversity technology is proposed.
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