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Abstract The public-key searchable encryption technology not only protects the data privacy of users in the cloud stor-
age, but also provides the function of searching encrypted data without decryption. To resolve the demands of ciphertext
secure search for the group users, this paper uses identity-based broadcast encryption to encrypt data and encapsulate key,
and used identity-based searchable encryption to construct keywords ciphertext and keywords trapdoor. A public-key
searchable encryption scheme within the group is proposed to ensure that only the authorized users in the group can search
and decrypt the data safely. In addition, in order to protect the privacy of users’ identity, anonymous identity is constructed
to avoid the problem of users’ identity leakage caused by the curious behavior of cloud server. At the same time,in accord-
ing to the need to pay cloud environment,in order to prevent the cloud server from returning partial or incorrect search
results to the users. The paper combined with blockchain technology, using blockchain as a trusted third party, take advan-
tage of the credibility of smart contracts, after the user authenyicated the search results is the right and then pay the
searching fee to the cloud server, solved the fair payment issues between the users and the cloud server. In addition, a vio-
lation list mechanism is added to prevent malicious users from affecting system availability. In terms of security, security
analysis is carried out based on the decisional bilinear Diffie-Hellman problem and the decisional Diffie-Hellman problem,
and it is proved that the scheme satisfies the indiscriminability of key word ciphertext and key word trapdoor under the
random oracle model and the standard model. Finally, through the function comparison shows that the scheme has strong
practicability. The efficiency of the proposed scheme is compared with that of other related schemes by using the
Charm-crypto cipher library, and the results show that the proposed scheme has lower computational and communication
costs compared with other related schemes.
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Figure 1 The structure of blockchain and smart contract
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scheme in the group
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Algorithm 2 AL RPAT
1. WHILE count < countMax
2. IF $DOSum < $searchPay
3. count ++
4. ELSE BREAK
5. END WHILE
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Algorithm 5 UOAIE DA N B 7%

1. DU VERIFY M
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Table 2 Function comparison of different schemes
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Table 3 Number and size of bytes of different ele-

ments
TCH F 1 H(bytes) K/IMKB)
G 128 0.125
20 0.020

q
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Table 4 Traffic volume Comparison of different

schemes
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