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Abstract Deep learning models have relied on a large number of labeled data as training data. Collecting and labeling
radio signals in various environments require a lot of manpower and material resources, which will limit the application of
deep learning models in radio signal modulation recognition. At present, in view of the problem caused by insufficient data
quantity, researchers mainly use the method of data enhancement, that is, according to some prior knowledge, the original
data is maintained with known information to achieve the effect of expanding the data set. Specifically for the classifica-
tion task, on the premise of keeping the data category unchanged, each sample in the training set can be transformed, such
as random rotation, zoom, cutting, left and right flipping to a certain extent. These transformations correspond to the ob-
servations of the same target at different angles, and the enhancement effect is limited. In addition, as a complex method,
deep learning has faced various security problems. Deep neural networks are vulnerable to adversarial samples, and at-
tackers can make the deep neural networks model wrong by adding specific perturbations to the benign data. Although
these forged samples have no effect on human judgment, they are a fatal and misleading effect for deep learning models.
Considering the importance of the problem, the adversarial enhancement method for radio signal classification was pro-
posed. Adversarial training methods are introduced into the radio signal modulation recognition, by controlling the eps,
iteration parameters, the data augmentation is achieved by adding subtle perturbations designed by the algorithm to gener-
ate the boundary sample near the decision boundary, the boundary sample was mixed with the training sample, retraining
the radio signal classification model, which can improve the model's performance of defense while ensure the modulation
recognition accuracy. Finally, the recognition accuracy are improved on multiple radio signal modulation recognition
models and multiple radio signal data sets, and the defense performance is also significantly enhanced, which verifies the
effectiveness of the signal data augmentation method proposed in this paper.
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T L8 A2 BRI AR 23 A (1) B 34y 5 L Ik 380 40040 1
SRR S o IR e LR, KU By VAR A S
A AT DU FE AR AR A o
4.3 PBrfEgE

AT AR T T VA B AR e, FRATT 4 Bt 4
SRR S BRI I FGSM A 1 B i 500042 st FikE
AR, WAL 2. SEirh i B BaE 2K 0.05,
[ s LA St B L 236 (FIE A 25 15 B SR B AN [] BT R 25
i BN AE A FEAR IS R (B v ae . sk 3
i, ATER A T 18 5 58 A 5 1 Bk e
B, IR P R R A A R 2R . AT RUR IR,
A0 FH RT3 55 5 V2 AR A R G I B Pk e, 722
FO R Bk B R A, HLRHR o ) 5 g i
FHIR, 22 B f 5 I e D 8 o 97 00 2 AR A
PGSR T VELE Sig2019-12 $i#i4E . 2D cnn 2r A
UG OL T B0 3O R AN, 5 2 A IR A2 7 Pk
#T1.
44 IMER

T AR VIS T R N B AR, Al I
RML2016.10a. 2018.01.0SC. Sig2019-12 #ilitEA
[ e L 10%AEARHEAT 52456, ki RML2016.10a.
2018.01.0SC+ Sig2019-12 £t AL = 73l



S I e R RSP e R ERE RN RO E L E WIRFS 155

F2 RENERIAFIALINLS
Table 2 The experimental results of enhancement recognition

. JEASEA 4y Jiete i B0 e U I 7 1 POERE

s b TR mieen Sy HRIE %) YA %) HHHIER) AR %)
WERSE MARSE VIZE MRS RIMP JIZk&E WA RIMP IZ4E WA RIMP  UIZSE W% RIMP
—10 3882 2973 53.86 2745 -7.67 8175 29.18 —1.85 5849 33.00 11.00 43.84 32.86 10.53
1D_ 0 84.09 80.68 9752 7950 —1.46 99.03 8027 —0.51 9821 80.09 —0.73 9885 83.09 2.99
resnet 10 93.03 8445 9443 8423 -026 94.64 8427 021 87.56 83.09 -1.61 9527 8741 3.51
RML20 18 9451 8495 9398 84.09 —1.01 9446 8409 -1.01 9488 8405 -1.06 9568 8409 —1.01
16.10a 10  91.84 2600 6156 2550 -1.92 7578 23.86 -823 4735 2632 123 3866 27.18 4.54
9891 69.77 99.44 7341 522 99.16 7223 353 9937 69.45 046 9326 6845 —1.89
2D_cnn 96.70 7727 9562 8036 4.00 9633 8036 4.00 97.67 7859 171 9515 78.68 1.82
18 9491 7745 9503 79.05 2.07 9495 7895 194 9497 7895 194 9550 78.72 1.64
0 6227 5270 6024 53.07 070 63.06 5370 190 6529 51.12 -3.00 63.51 5282 023
D 10 9650 9231 97.96 9240 0.0 9773 9220 —0.12 96.11 9075 -1.69 98.16 93.02 0.77
resnet 8 9670 9532 9842 9633 1.06 98.61 9629 1.02 9742 9572 042 9824 96.06 0.78
2018.01. 30 9576 94.65 9850 96.73 220 9855 96.67 2.3 9720 9521 059 98.69 97.14  2.63
0sc 0 69.58 30.75 51.84 3776 22.80 61.89 38.18 24.16 7475 33.78 9.85 6542 3737 21.53
10 7597 6438 77.00 6670 3.60 82.60 6582 224 7384 6528 140 8811 6745 477
2D_cnn 18 8899 66.59 9386 6720 092 90.60 6998 5.09 8755 66.17 —0.63 8888 6939 4.20
30 8527 6828 8079 6881 0.78 87.62 6379 -658 8157 6686 —2.08 8495 67.92 —0.53
0 5337 4207 4463 4113 223 5216 41.07 -238 4802 4297 214 5832 4840 15.05
D_ 10 9751 8483 9930 8533 059 99.94 8537 0.64 9972 8567 099 9818 89.67 5.71
resnet |8 9984 9337 9998 92.83 -0.58 99.80 91.03 -2.51 99.93 91.77 -1.71 9929 9287 —0.54
Sig2019 30 99.66 9357 99.64 9320 —0.40 99.80 93.60 0.03 99.69 9337 —021 99.79 97.07 3.74
-12 0 100 2173 9468 2470 13.67 99.98 2743 2623 100 2013 -736 7232 2533 16.57
10 66.03 51.03 9998 5190 170 99.97 49.63 274 100 49.07 -3.84 100 47.60 —6.72
ZD_cnn 18 100 6347 9999 67.60 651 100 69.67 977 100 6387 0.63 9995 60.17 -5.20
30 99.99 6477 9999 71.77 10.81 9998 71.07 9.73 99.97 5840 -9.83 99.99 6333 —2.22

Fz 3 FpfEEREmlK
Table 3 The defense performance testing
Kot o EWELL JEASAY Jiete i AR Ao U e 7 4 PUERE L

(dB) ik B # (%) BB # (%)  BEEBIIE(%)  BGEERIIER©®%)  BGERIIE (%)

-10 69.72 76.55 51.99 77.61 74.19

D resnet 0 49.86 33.64 59.69 47.17 33.83

10 27.05 23.17 23.45 31.69 29.98

RML2016.1 18 17.56 29.28 21.20 18.26 23.40

0a -10 81.80 83.97 85.53 77.98 70.09

2D em 0 44.40 4423 49.68 42.08 44.69

10 11.53 13.35 11.72 13.28 8.00

18 5.14 5.14 497 4.89 2.95

0 76.18 76.80 74.68 77.47 76.95

D resnet 10 4235 36.80 38.72 55.47 31.33

- 18 73.08 63.95 56.25 60.48 69.43

2018.01.0S8 30 79.69 71.58 68.60 72.36 66.13

C 0 82.00 83.03 82.96 83.78 77.84

D e 10 74.28 69.82 74.94 76.28 74.34

- 18 70.93 7321 73.57 69.10 71.44

30 71.24 79.86 70.27 71.36 78.30
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Bl p 5L JEA A e 1 BiAg Ha ol ST P 13 POEjIm L
] (dB) Yo ) %(%) Wik %) WS %) BdRIE%) BRI E%)
0 9321 84.44 96.38 86.91 89.21
10 66.07 64.14 62.70 65.64 62.88
1D_resnet
18 69.99 62.93 73.87 67.74 53.47
30 74.51 70.43 73.57 73.19 63.66
Sig2019-12
0 99.54 99.78 99.63 99.18 98.78
10 99.33 98.97 97.54 97.64 98.72
2D_cnn
18 97.02 96.28 98.73 95.90 94.06
30 97.85 95.20 93.12 97.00 91.97

XA 80+ 409, 100 /™o S H s AH ] Ay X A il
RS E PRy RIS OB~y s M G DO DRI
RIS FGSM Pt Bl B A ok ire A, ity
BRI D AR

HI2 4 AT, A/ NREAREE AR (0 1 58 0 4k
FRGF, KB Bt 2 N B, BE T
N IE T RN B AR, IR AR S B B A R
KR BARimE, *F bt ik T
RML2016.10a /NMFEAEHE 4E MN M R 4, 4
Al LA GR; 1 2018.01.0SC/IMNEAE P FaRINAL 22,

HUBEER T /DAY Sig2019-12 /NREABE A (135>
2D_cnn BERAPSAE RN %, 52 AH RV BT ETERE
BRI o TRATTRSAR, SR 5 5 2 5 3 T
ARIRAFE BN FEARK BRI E 4

5 e 5

A SCR R HUINZRT7 15 INAF 5 Ak, 18 I 45
eps- iteration ZH, (EFEAR LIS INEVIHRE OB 141
WAL, G FREA, e AR TP Re 1)
(] BN 4 v BB 2R 1) 40 SR B o

x4 NEXRRABE
Table 4 The recognition accuracy of small samples
" " I JE AR UEIRCE JERE R PHE LT
M jom (L= N TEL /\Xj‘jt i RIMP(%) éﬁ ° A ?{1 i
(dB) T3 RKEIE(%) T IHREE (%) Bahi (%) Boadi izh (%)
-10 24.64 26.55 7.75 78.75 80.11
0 58.09 62.05 6.82 67.95 49.89
1D_resnet
- 10 71.74 72.95 1.69 34.66 25.34
18 70.18 70.86 0.97 33.86 19.20
RML2016.10a
-10 20.50 20.82 1.55 59.55 59.00
0 42.73 42.82 0.21 53.86 59.32
2D_cnn
- 10 55.45 56.41 1.72 12.84 11.02
18 57.41 57.55 0.24 7.38 5.80
0 22.60 29.20 29.20 96.25 92.92
10 56.77 50.97 -10.22 87.50 86.50
1D_resnet
- 18 63.73 55.20 -13.39 77.83 70.08
30 75.37 71.13 -5.62 73.25 70.75
2018.01.0SC
0 12.53 12.20 —2.66 99.33 100
10 18.27 17.63 -3.47 97.67 76.50
2D_cnn
- 18 18.17 18.73 3.12 85.75 99.92
30 19.43 17.67 -9.09 67.17 73.17
0 30.03 31.20 3.90 84.07 86.02
10 56.63 56.27 —0.64 70.86 76.12
1D_resnet
- 18 67.63 74.63 10.35 75.76 69.41
. 30 75.37 78.87 4.64 65.69 75.06
Sig2019-12
0 27.92 25.32 -9.33 81.19 77.61
10 48.13 49.01 1.83 74.03 69.93
2D_cnn
- 18 54.96 46.15 -16.04 75.01 65.20
30 44.52 47.74 7.24 57.87 56.35
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