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Abstract The rapid development of computer network also brings many security problems, network security situation
assessment is of great significance for mastering the overall state of the network and helping managers fully grasp the
overall situation. However, the available network security situation assessment methods have difficulties in extracting fea-
ture elements, low precision and the poor timelines. To tackle this problem, a network security situation assessment
method based on deep weighted feature learning for network threat detection was proposed. Firstly, considering the disad-
vantage of a single sparse automatic encoder to fit the distribution of different attacks when extracting features, which af-
fects the accuracy of threat detection, a feature extractor based on a parallel sparse auto-encoder was built to extract key
data of network traffic and integrate them with the original features. Then, to pay more attention to the key information in
the network traffic, the attention mechanism was used to improve the improved Bi-directional Gate Recurrent Unit. The
network threat was tested by the testing set and the occurrence number of each attack type and the false alarm reduction
matrix were counted. Then, the occurrence number of each attack type was corrected according to the false alarm reduc-
tion matrix, and the threat severity was calculated by combining the threat severity factor of each attack type. Finally, the
network security situation was determined according to the threat severity and the threat impact level of each attack type.
On the data sets of the NSL-KDD, the experimental results show that the proposed method achieves the highest precision
of 82.13% in the test dataset, and the recall and F1 scores reach 83.36%, and 82.74% respectively. The ablation experiment
further verifies the effectiveness of the proposed two improved methods: parallel sparse automatic encoder to extract fea-
tures and attention mechanism weighted features. Besides, the comparative experiment with the classical situation assess-
ment methods such as SVM, LSTM, BiGRU, AEDNN also prove that the proposed method can assess the whole situation
of network security efficiently and comprehensively.
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Table 4 NSL-KDD dataset information
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Figure 6 Threat detection accuracy of four models
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Figure 7 Accuracy, recall, and F1 of four models
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four models
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values of five models

A, B9 A s SR, SVML LSTM,
BiGRU. AEDNN #1 PSAE-ATBIiGRU # [ A 344l
B 5 FLSE A A A ) — & AP A X R, (H 2,
PSAE-ATBiGRU #5475 2 /Y 45 2 A BEH IR 4
FUSERIAPEE RO . 0 2255 1. 6 41, 5 AN
AR5 B S AR AE R — S H AL X,
{H7& PSAE-ATBiGRU B8 R A8FAE 5 B SR 2
B) P58 22 B /N o IX R W, PSAE-ATBiGRU #5571 %6} ¥ 2%



W A TR MABURHIE S 2] I W 2% 2 A 25 3P4l

SRR AE BE ) T

IR Hc g £ B LR 10 2R [R1 5 i ik
BEA, U0 — s ) 1B P ) 4% 52 81 f o i 280 o 475
HRATMAR LK . 76 10 ANAHEI R B, 43 2R
SVM. LSTM. BiGRU. AEDNN HI PSAE-ATBiGRU
AL TH 5 ) 248 2 A A A SE B 2 A A A 0T HL i
72, SRIG T EREBON A Y 5 R (38 5 MR 2518 .
2% 5 " 0L, AEDNN LR [ 35 J7 A% 2 5/ T
SVM. LSTM Al BiGRU, A iZti%i N H UOSW &
VPR T U2R R R2L P Al /b 2 AR S 3 v A
K, AN, PSAE-ATBiGRU #E7Y [ 34 7 i i 25 {E B /D8,
HE ) aE FAR T oA 4 PR, p iz AL 43 31 1) 2
EEREE L SR E R, ORI E
P b

x5 SHIEEMMAIRIREE

Table 5 Root mean square errors of five models

B BT
SVM 0.2915
LSTM 0.2328
BiGRU 0.1961
AEDNN 0.1768
PSAE-ATBiGRU 0.1011
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Table 6 Situation value and network security situa-
tion assessment
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21~30 0.9201 e 0.9203 e
31~40 0.9385 e 0.9784 e
41~50 0.8141 g 0.7708 s
51~60 1.0685 e 1.0680 e
61~70 1.1111 e 1.1089 e
71~80 0.5586 ficfe 0.3341 fixfe
81~90 1.1182 e 1.1652 e
91~100 0.7495 g 0.8915 e
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