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Countering Android Application Repackaging Attacks via
Exception Exploitation
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Abstract Android ecosystem has faced a serious security threat of repackaging. With application repackaging, an
attacker can insert malicious codes into the original application to implement various malicious functions, such as
stealing the user privacy data, sending messages to a number that charged a premium fee, replacing the advertising
SDK, and so on. An existing study shows that more than 85% of malicious applications are generated through An-
droid application repackaging. There are three main defense methods against Android application repackaging: im-
plementing the self-protection mechanisms to reinforce the target application by the developer during the develop-
ment process; performing the static repackaging detection in the application market; enforcing the dynamic repack-
aging detection in the end devices. Among the above methods, exploiting APK parsing defects of repackaging tools
to reinforce application to increase the threshold of application repackaging has been proved to be effective. However,
there is lack of a systematic method to discover defects of repackaging tools that can be used to protect applications.
In this paper, we propose a systematic method to detect the exploitable implementation defects of the repackaging
tool in parsing APK files. First, code scanning is performed to locate potential exception points in the repackaging
tool. Secondly, a fuzzing test is employed to trigger the located exception points. Finally, the execution of the muta-
tion application that has triggered the exception points during the fuzzing test on the target Android device is moni-
tored. And further mutation tests to eventually construct an exception trigger vector that can be used to combat re-
packaging attacks are conducted. In the test of using the repackaging tool Apktool as the experimental object, a total
of 12 unknown exploitable defects have been found. All these defects have been proved to be useful in practical ap-
plications to counter android application repackaging attacks.
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Figure 1 Android application repackaging threat model
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Figure 2 The Schematic diagram of the method
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Figure 3 An overview of the method
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1. public static void invoke (int x, int y) throws
AndrolibException{

2. try §

3. testl (x, y);

4. } catch (AndrolibException e) {

5. System.out.println ("ignore exception in testl");

6. }

7. test2 (x);

8. array (x);

9. }

10. public static int testl (int a, int b) throws
AndrolibException {

11. if (a==0&&a+b>0){

12. throw new AndrolibException();

13. }

14, return a + b;

15.

16. public static int test2 (int size)throws AndrolibException{

17. if (size ! = 0) §

18. throw new AndrolibException();

19. }

20. return size;

21. }

22. public static int array (int x){

23. String offset[] = new String|x|;

24. System.out.println (offset.length);

25. return x;

26. H

B4 34 Java REZLH
Figure 4 Three exception examples in the Java code
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Figure 5 The process of locating potential exceptions
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FUNCITION ifKeep(TS):
IF TS is wrapped by the try:
RETURN False
IF TS.getMethod().getSimpleName()
.equals(‘Main’):
RETURN True
For caller in CG.getCaller(TS.getMethod()):
InvokeStmt = caller.find(TS)
IF InvokeStmt is wrapped by the try:
CONTINUE
ELSE:
tmp=CG.
getCaller(InvokeStmt.getMethod())
RETURN ifKeep(tmp.find(InvokeStmt))
RETURN False
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Figure 6 The process of the exception triggering
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Table 1 The order of parsing files of different types in
Apks with Apktool
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1 resources.arsc

3 Res Android HYESCAF

4 .dex FH Java 5 Kotlin G54 18 7 A 1) 715
5 Assets N F Tl B SRR B R

6  Libs TP native J2

AndroidlibResources.java
public ResPackage loadMainPkg(ResTableresTable,
ExtFile apkFile) throws AndrolibException {
Phase.now=1;
LOGGER.info("Loading resource table...");

StringBlock.java
private static final int[] getUtf8(byte[] array, int offset) {
if(pre_getUtf8 !=Phase.now) {
System.out.printin( Phase.now +
" StringBlock getUtf8:line326:" + offset);
pre_getUtf8 = Phase.now;
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Figure 7 An example of instrumentation Code
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8 i:E#E Apktool BIFEAT HE
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Figure 9 An overview of file mutation
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<activity android:name="_MainActivity"><intent-filter>
—1"

<action android:name="android.intent.action.1" />

<category android:name="android.intent.category. LAUNCHER"
/></intent-filter></activity>

<activity android:name=".MainActivity | "><intent-filter>
<action android:name="android.intent.action.2" />

<category android:name="android.intent.category. LAUNCHER"
/></intent-filter></activity>

<activity android:name="_MainActivity2"><intent-filter>
<action android:name="android.intent.action.3" />

<category android:name="android.intent.category. LAUNCHER"
/></intent-filter></activity>
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Figure 11 Activity configuration of the test application
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325. private static final int[] getUtf8 (byte[] array, int offset) {
326. int val=array|offset|;

327. int length;
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Figure 12 An example of exception to be confirmed
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AndroidRuntime: FATALEXCEPTION: main

AndroidRuntime: Process: com.example.simpletest, PID: 31241

AndroidRuntime: java.lang.RuntimeException:

Unable to start activity ComponentInfo

{com.example.simpletest/com.example.simpletest. MainA ctivity2}:
android.view.InflateException: Binary XML file line #2: null
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Figure 13 Crash logs of the test application
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Table 2 Available exception points

Fe 5 SAE4 Jilk4 Ty KR
1 ExtDatalnput.Java skipCheckShort 53 &K
2 ExtDatalnput.Java skipCheckByte 63 2l
3 ARSCDecoder.Java readTableHeader 77 Kk
4 ARSCDecoder.Java readEntrData 27 B
5 ResValueFtory.Java Fatory 35 B
6  ResValueFactory.Java bagFatory 101 &3k
7 DexUtil.Java verifyDexHeader 86 B
8 StringBlock.Java decodeString 294 [l
9 StringBlock.Java getUtf8 328 Kaxk

10 StringBlock.Java getUtf16 351 Kk
11 ExtDatalnput.Java skipCheckInt 45 B
12 ExtDatalnput.Java skipCheckChuTypelnt 75 23
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50. public void skipCheckShort (short expected) throws IOException {
51. short got = readShort();

52. if (got = expected) {

53. throw new IOException (String.format(

54. "Expected: 0x%08x, got: 0x%08x", expected, got));

55. 33

14 EXFELHG
Figure 14 An example of explicit exception
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NegativeArraySizeException 577

72. private ResPackage[] read TableHeader() throws IOException,
AndrolibException {

73. nextChunkCheckType (Header. TYPE_TABLE);

74. ResPackage[] packages = new ResPackage[packageCount];
75. nextChunk();

76. for (int i= 0; 7 < packageCount; i++) {

71. mTypeldOffset = 0;

78. packages|i] = read TablePackage();

79. }

80. return packages;

81.}
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Figure 15 An example of implicit exception
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Figure 18 Exploitation of the exception in the func-
tion skipCheckShort
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