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Abstract Traditional coverage-guided fuzzing tools use code coverage tracing to guide test case mutation so that they could
explore previously unseen code regions and trigger potential vulnerabilities in them more efficiently. However, during the fuzz-
ing process of a close source software, code coverage tracing is time consuming and it is a dominant source of overhead. In this
paper, we made a detailed analysis of the overhead of the coverage-guided fuzzing and our analysis shows that the overhead
mainly comes from two parts: (1) the time spent on program instrumentation and (2) the expense incurred by “warm-up”. Based
on the observation, we propose a sparse-instrumentation-based fuzzing approach which leverages a sparse-instrumentation-based
tracing strategy without sacrificing the accuracy of coverage computing during fuzzing. The key idea of our approach is
instrumenting only blocks or edges whose coverage cannot be implied by others and using their coverage to imply whether those
un-instrumented blocks are executed or not. We also implement a warm-up optimal to discard the time cost of re-initializing the
dynamic binary instrumentation framework and that of re-generating the same code snippet of the target program during fuzzing.
We implement a prototype tool SiCsFuzzer based on the above approach. Evaluation shows that for nine real-world closed
source binaries on Windows varying in size from 286KB to 19.3MB and types involving image processing, audio processing,
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data archiving, cryptography and document processing, SiCsFuzzer incurs an average overhead of 1.1 times compared to native
execution, which is 3 times faster than traditional coverage-guided fuzzing tools and found a vulnerability in the latest versions of
Windows platform close source software PDFtk and XnView, respectively.

Key words coverage-guided fuzzing; sparse-instrumentation-based tracing; warm-up optimization.
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Figure 2 The workflow of traditional coverage-guided fuzzing
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i G

: FUNCTION trace_instrument(trace)

: FOR #EA L  gtrace DO

IF HRTEAYUE PR IC KA THEN
D AR EEAC DR AN ERER AT

: END IF

: END FOR

: END FUNCTION

~N N L AW N~

A PR CFG

int main()

r
|
f

i v int a=100;

| .

| ® -0
@ | i

i

: }

I 1 — =

I. {else if(a==20)

I : N, 3 "n.
i . ‘ printf("a is 20\n");
i s
!
| { printf("no match\n");

else

i
: . printf("T-value is: %d\n".a);
L

int display() |
{ int b=20; :
. if(b==10) i
. { printf("a=10,b=10\n") :
j i
. if(b==30) I

I
® |
. i

printf("a=10,b=30\n")

printf("b=20\n")

G
ER

7 wBIERF
Figure 7 Sample programs
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2: cur_coverage =0
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Ne)
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10: bbl_cover[unmark addr]=1

11: cur_coverage+=1
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13: END FOR

14: END IF

15: END FOR
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17: END FUNCTION
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noy ebp, esp
and esp, OFFFFFFFON
sub esp, 30h
call nain
nou dword ptr [esp+28h], S
noy dword ptr [esps2hh], &
o dword ptr [esp+20h], ©
now dword ptr [espsiCh], @
cnp dword ptr [esps28h], 6
jle short lec_4@1393 ; first if
_——1
e =
mow edx, [espe28nh)
mow eax, [esps2hh]
add Lax, edx
[mu [esp+i8n], eax]
_ (R}
i =
loc_k@1393:
cnp dword ptr [espe2kh], &
j1e shert loc S013a6 ; sec 1if
s L 4
1 s
nou eax, [espe2in]
sub eax, [esp+28h]
may [espe2Ch], eax
I
il | AN 1= 73 pr=y
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Figure 12 Part of the program control flow diagram
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