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Abstract The identity authentication of access wired devices is an important part of the security of wired Ethernet,
among which MAC address authentication and digital certificate authentication of the device are the mainstream authenti-
cation methods at present. However, the MAC address in the former authentication is easy to be tampered and forged,
while the latter has problems such as complex system and inconvenient to use. Physical layer security technology based on
device fingerprint is an effective way to solve these problems, and has been widely used in wireless networks, but there is
little research on wired networks. Device fingerprint extraction is an important part of physical layer security technology.
Present studies of physical layer security technology in wired network mainly extract fingerprint from 10M wired Ethernet
card signal. This paper proposes a method to extract fingerprint from 100M wired Ethernet card signal based on the least
mean square error adaptive filtering algorithm (LMS algorithm). The fingerprint extracted by this method is generated
from the physical characteristics of the Ethernet card and the device where the Ethernet card resides, and cannot be cloned
or tampered with. Moreover, the fingerprint can be obtained directly by analyzing the output signal of the Ethernet card,
which is simple and convenient. This paper designs a wired network card fingerprint extraction system based on LMS al-
gorithm, estimates the appropriate algorithm parameters (such as convergence factor, filter order, data length and so on)
through a lot of experiments, and verifies the validity of the extracted fingerprint. Experimental results show that the net-
work card fingerprint extracted by this method can effectively identify wired Ethernet cards of different brands and differ-
ent types of wired Ethernet cards of the same brand. When linear discrimination classification algorithm and integrated
subspace discrimination classification algorithm are used, the recognition rates of 50 wired Ethernet card can reach 97.3%
and 98.5 respectively.
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Figure 11 The variation graph of error with convergence factor
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Fz1 WFIRBFREEIEKE T K (1=0.0001, N=261)
Table 1 Change of Ethernet card recognition rate with data length(x=0.0001, N=261)

Iy PR L=100 L=500 L=1000 L=2000 L=5000 L=10000 L=15000 L=20000
A s b 0.971 0.999 0.999 0.998 0.999 0.997 0.997 0.991
bk SVM 0.474 0.982 0.992 0.996 0.990 0.962 0.953 0.920

B Rl T ) ) ) 0.973 0.999 0.999 1 1 0.999 0.999 0.998

F2 WFIRAIEREWSEF T V=261, L=5000)
Table 2 Change of Ethernet card recognition rate with convergence factor (N=261, L=5000)

Iy FEEMCEN T 4=0.001 £=0.0005 4=0.0001 £#=0.00005 £#=0.00001
e RIby 0.973 0.990 0.999 0.999 1
2tk SVM 0.913 0.955 0.990 0.992 0.997
BRI 2 1) ) ) 0.985 0.990 1 1 1

F3  MFIRARBEIER R 20 1L (1=0.0001, L=5000)
Table 3 Change of Ethernet card recognition rate with filter order (#=0.0001, L=5000)
I3 FDE B A HK N=21 N=41 N=81 N=165 N=261 N=501 N=1001

LA 0.997 0.992 1 1 0.999 0.998 0.990
2 SVM 0.954 0.969 0.992 0.994 0.990 0.978 0.969

ST T H ) 0.999 0.990 1 1 1 1 0.998
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Figure 13 The confusion matrix for the identification
of Ethernet card by NIC fingerprints
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