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Abstract Recently, Deepfake technology has developed rapidly, which can be used to forge videos. The abuse of such
fake videos has caused serious harm to society and has now attracted widespread attention from governments and public
opinion. Based on a thorough investigation, this paper figures out that the current mainstream generation methods have
forgery traces and generation losses in both the temporal and spatial domains. However, most of the current algorithms for
detecting fabricated face videos based on neural networks only consider the features of a single image in the spatial do-
main, and have overfitting problems, resulting in low accuracy in actual detection. In order to solve the mentioned short-
comings, this paper evaluates the state-of-the-art detection algorithms of the Deepfake face and proposes an effective de-
tection algorithm based on the combination of spatial and temporal features. Our network considers both spatial and tem-
poral features of the fabricated face video. As for the single frame in the video, we present a fully convolutional network to
extract the spatial feature. This module adopts a 3D convolution structure, which can accurately extract the forgery traces
of each frame in the video frame array. As for frame array, we build a module based on a convolutional network with Long
Short-Term Memory (LSTM) for temporal feature extraction. This module is able to detect timing forgery traces between
fake video frames. At last, we apply Feature Pyramid Networks (FPN) to improve the accuracy of face classification. This
structure can fuse Time-Spatial features of different sizes. It can improve the classification effect through multi-scale fu-
sion and reduce overfitting. Comparative experiments have demonstrated that the proposed method is more effective in
terms of the performance of training convergence and classification accuracy. In addition, we adopt fewer parameters and
achieve high detection accuracy, resulting in higher training efficiency compared with the existing methods.

Key words deepfake videos; neural network detection; convolutional long and short-term memory; feature pyramid
networks
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Figure 4 Feature pyramid structure of classification

2.4 OpenFace ABSiR 7 E

AR 2% A (1) Tl AL 37 75 & OpenFace SEH
f]. OpenFace™* /& it FEMg I K 2 HF & 11— 250
FHI R R, PR dlib AR
MTCNNP G U530 28 90 246 S BN JG: Y030, - 1T 3k
TESRIL, THES AL B AR E = K Dyfe, o dm U4
BUGFIAS .  AR: PUMASE R ] DL ) R0 4 s ] 45
T I R, REAT G AR A H A O A
NI EAFRE . SRR R S Re g 52 L dlib HF
TERUALE, 1€ VB AR AL B, IR
50 AE 9 i 3 45 PP (Facial Action Coding System,
FACS)iE X T 20 ZFhahfEoct™, H Tk A ¥
TH] S A R AIE (T AR BAE IR A 0 o IR
0 Fl 1 FoRAHN BN VE B IC 2 A7 AE, BCETEH] 0~5 %
AN BRI I AAAE SR o TR A7 B b s BB m] LA
FHEI A7 SRS SEAR B AL &, I T SR ER B Sk
G, AT A ARER R KR 2 X, Y, Z Bl A .

i4h, RIS SR BB, W] LIS 2] LB 5t
(AR T ERRFAE, FERE TRk R 5 00 7 1) B B L7
(11 (Histogram of Oriented Gradient, HOG)$#4iE .

3 RL7AE

31 BBMAERZRES

SR A TSI i i s A A T 3R 1 R B VR IR A,
it (1% 1 [T ] DA A o — AN AR A IR SR A 46
R, FA2 3G AT A B R RE M o 1o 2 oA
A TG A RFELE R, x4 RIS
PRI Tl At A RS T 1 R A 3R
1 2 B) P 2 S FOTHD 8 7 a5 (3 o L rp AR T 0
FNE TN A R 2 ) (7 22 S A0 46 T A B e 4 2R R
KT BHR, k5 FE 6 Frr. A iERik e
Az S I 5% 45 ) FE AR RS IR 32 BN ) U B
JI6: R0t IR A (R I 00, 1T 15 T BB 0 A I 2 3R
A A /2 17 S ) ST () B e 7 T 2 ek T T
O T B R, ALEE T VT R Rl Bk,
Bl 7 B VUPCHR RS 7 1 5 78 o I AREAIE A0 B
IR 2, RlE PUR AL HE T el A B I 358 10 25

Els5 SMREMHK

Figure S Generate quality loss
(FE: ZEIE% DeepFake ‘LRI ARG, A EURISE ARG, aT
AT B4 24 A PR 2R 15 AT 3508

Elo RIFIEIBIRKGEHIE)
Figure 6 Expression transfer loss (sampling)
(E: FREANRAESEAR, FREANRAESEIE AR, 4 WOSRERE 25 WElFER g . TR BRI ARS8 )



LG S BT 2N A 3D BRI AR 75 v

E7 MERAMMSIRK
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Figure 9 Single-level cascade feature extraction structure
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Table 3 Results of classification detection of Deep-
Fake generation method by networks
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Table 5 Results of classification detection of FaceS-
wap generation method by networks

CRF
24 4 0 3 0
Meso-Inception-v45> 96.07 93.43 83.56
XceptionNet™*! 99.61 98.23 93.70
MTS3DCNet_frame 5 99.65 98.48 91.51
MTS3DCNet_frame 10 99.69 98.27 90.86
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Table 6 Results of classification detection of Neural-
Texture generation method by networks

CRF
24 2y 0 23 40
Meso-Inception-v45> 97.05 85.96 75.74
XceptionNet™™! 99.36 94.50 82.11
MTS3DCNet_frame 5 98.66 92.58 84.93
MTS3DCNet_frame 10 99.38 93.75 84.33
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Table 7 Comparison of parameters of three networks

o 245 45 1 A
XceptionNet 20811050

Meso-Insception-v4 28742
MTS3DCNet 14168386
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Figure 12 Accuracy of manual detector detection and
generation method
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