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Abstract At present, a new generation of large-scale Internet is emerging at breakneck speed. The amount of data gener-
ated continues to expand, making it difficult for local storage devices of users to keep up with the need for vast data stor-
age and computing. In the meantime, cloud computing offers the advantages of being easy to use, pay-as-you-go, and free
from time and space constraints. It has fundamentally changed the way traditional IT infrastructure is provisioned and paid
for, and it is capable of effectively resolving the problem of infinite growth in massive data storage and computing. As a
result, users with limited resources can employ cloud service providers (CSPs) to provide cloud computing services with-
out incurring high storage costs or computational resource consumption. In particular, Infrastructure as a Service (IaaS),
one of three cloud computing service models, enables the provision and rental of computing infrastructure resource ser-
vices (such as compute, storage, and network) over the Internet by combining technologies such as virtualization, distrib-
uted computing, and network storage. Thus, IaaS is dependent on the computing infrastructure resources given by the laaS
layer to eliminate the need for users to purchase additional equipment, significantly reducing the cost of use, while also
serving as the basis for higher-layer services. However, as cloud computing services continue to grow, [aaS-based security
issues are causing concern. To systematically study the present state of security research in laaS, this paper provides a de-
tailed survey of security challenges in IaaS and solutions in academia and industry. Firstly, this paper introduces the theo-
retical foundations of [aaS and analyzes various types of cloud security threats. Then, the current research from academics
is then utilized to analyze the security risks in the compute, storage, and network services provided by laaS and to study
the existing solutions. In addition, the IaaS security surveys of cloud service providers in the industry are explored, and
finally, the direction of future research is discussed.

Key words cloud computing; cloud security; Infrastructure as a Service; virtualization security; data security

BiEE: REE, B, #d%, E-mail: xuyy@whu.edu.cn.

AV 453 [ 5% F S E R HHRI(No. 2021YFB2501100); [ 5% [ SR FFF R4 % W0 H (No. 41571426); i 3 FH FERERIFST v1-%1 35 H (No.
2017010201010114)%5 8,

ke H H: 2021-09-13; B8 H #H: 2021-12-16; 5@ Fa HH: 2022-07-12



40 Journal of Cyber Security 15 F\V& 4244, 2022 9 H, H 74, H 5

H 2006 4F “ 11457 (Cloud Computing) P4k S
HIRBER B LR, w2 B ) e, AR
b, BRI T LB R S5 AR AR AR
I 2 B0 R R W] BAGy A = Ik 25 28 2 A B
Z-(Software as a Service, SaaS)He Mt 5e FEH AN Mk
% P& Rl 55 (Platform as a Service, PaaS)#{it W H
2 3 1R R A 455 00 7% 9050 46 IR 555 R it 1 it BRI I 45
(Infrastructure as a Service, laaS)$ )i J2 i JE Al 15
it 8 A R 55 o

laaS 1E R =it SEM =MIRS R —, Kiegx
AR 2 FEAERT (Cloud Service Provider, CSP), FfAR4HI1
AR A0 2ok SR 25 A7 i S5 BR g P
PRt E H BRI Bt IR 25 (AN v 5. AEfE AN %), H
BE T I O A R it % U5t 1S i L P TR AR N FH K
PH4E o DA, TaaS W] DASR AR A 5635 IR BE Al 10 it IR 55,
T = RS R R . SR, TaaS I AH =
P I 28 FL W 4% ) 2 A BANE AR S fl 3
EHIEMRSS, KRB B 2 AP R T R
L% 58 o 2 AN 2 A R AR ) . —SROR A,
Wt B B CSP FYE FHAH R CSP 1% =
J, A AT I B B A B ) 77 R R ]
J e R A RS B U R 55, AT RS W 7 i
NI YE. SesEbE. T HPERA P 5 CSP Z &
[ & 4P,

X TaaS =355 2E ()2 dkillk, ASCH LN
21 TaaS [FIAHICIEREEN VRN TaaS 2524 @i - 28 5,
RGN A A B R, HE 0] TaaS S fitfit
S AR 288 58 I 55 A AE () 22 4 )RR AT LA
30T, FERERR U R R TT 5 o SRR ASKRAH T 1)
AT R,

2 IaaS fEREMEIR %L £ B

2.1 TaaS FHRERIAIR

laaS BRI 1 o nTLUE H, a2 2,
TaaS &4 Ji J2 FEIAE 1R B2 s, AR5 R AN P25
(hypervisor) & H FlHE & SERAE (R T2 05, 64T H 8T
3 TC R FUME 1 R A i 2 A R L. e =
- 5 0 B AU O IR EAT O 5 GE— R EE R B, Ol
F P42t 52 2417 TaaS Hli%s. laaS FEEAFEIIH. 17
i FI R 25 R 55

TWERSE M AR 8 B4 kAR K,
1] CSP #PEFLH] hypervisor. REFIHLEARSS 2%, il
ISR TAE S BOE RS 22, HEm e s P ) AR

e, HurE WA CSP #HAE TaaS THERSS, it
Amazon AWS (KP4 7 EC2M. Google Cloud [f]
Compute Enginel®. Microsoft Azure KL Fif H
g5 s BCSU, S by ik 2= M 45 2 VR v 1 1O 48 i
= R%5 4 BCCP%,

FERERR S A TaaS TR, CSP wl LU HI
() HARAE T 2 5 R SR AN R R A4 B o AR s
TP IR 55 I 22, 200 0 GAi Al . BeAr il M ST
PEAEA

P4 ARS:  laaS [RIMZ8 IS5 W] LASEIR = 3R EE R
(1) REAUL R 2% Dy RE, I REAN T i S7 AT (1 Y 4% 34
Bikis AT AL AR 55K, 2t IR g% T A At
O IR I 25 RITFAAT I 6%

SR
—

AL ) (R
A [ B

BAE BAE
Tt ] fig

N
T

EES
—

Yy A '
{ )

...........................................................

1 IaaS 224
Figure 1 IaaS Architecture
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Table 1 Summary of IaaS security threat

(“ ¥ ” indicates that the cloud security attributes are compromised, or have safety responsibility, and blank indi-

cates that the indicator is not yet available)
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