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Abstract Voice is a common and effective way of communication between human and modern intelligent devices such
as smartphones or smart household appliances. With the significant progress of computer and network technology, the
speech recognition system has been widely used. It can interpret the voice instructions sent by users into understandable
digital instructions or signals on intelligent devices and realize the remote interaction between users and intelligent devices.
In recent years, the impressive achievements of deep learning technology promote the development of the speech recogni-
tion system, which makes the accuracy and availability of speech recognition system improve continuously. However,
deep learning technology itself still has unsolved security problems, such as adversarial examples. Adversarial samples
refer to adding subtle perturbations to the predicted samples in the prediction stage of the model, make the model gives a
wrong target category classify output with high confidence. The current researches on the attack and defense of adversarial
samples mainly focuses on the field of computer vision and ignoring the security issues of the speech recognition systems
model. At present, the most advanced speech recognition system also faces a huge security threat brought by adversarial
examples attack due to the use of deep learning technology. In response to the same risk of adversarial samples faced in the
field of speech recognition system, this paper provides a systematic overview of attacks and countermeasures of adversar-
ial examples for the speech recognition system. First of all, we summarize the basic attack principles of different types of
speech adversarial examples. In addition, we discuss the advantages and disadvantages of these methods, through a com-
prehensive comparison of the most advanced generation methods of speech adversarial examples. Last but not least, in
order to build a more secure speech recognition system, we discuss the defense countermeasures for the existing speech
adversarial examples and look forward to the future research direction in this field.
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Figure 1 The architecture of speech recognition
system
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Figure 2 The attack pipeline of speech adversarial
examples
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Figure 3 Digital attack and physical attack
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Figure 4 The attack categories of speech adversarial examples
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Table 1 The comprehensive comparison of speech adversarial examples attacks
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Figure 5 The countermeasure categories of speech adversarial examples
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