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Network Attack Path Planning Method based on Deep
Reinforcement Learning
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Abstract Attack path planning is of great significance to the realization of automated penetration testing. In a real envi-
ronment, it is difficult for an attacker to obtain comprehensive and accurate network and configuration information. For
network attack path planning in unknown penetration test environment, a path planning method based on deep reinforce-
ment learning is proposed. First, the state space and action space of the penetration test problem are formally described,
and the information collection action is introduced to enhance the perception of the environment. Then, the agent learns
through autonomous interaction with the environment to find the optimal strategy for maximizing long-term benefits, so as
to guide the attacker to plan the path. The current deep reinforcement learning algorithm applied to attack path planning
has problems such as poor adaptability and difficulty in convergence, which limit its ability to handle complex penetration
testing environments. The quality of the action sequence obtained by the agent through blind exploration in the initial
training stage will drop sharply when the dimensionality increases rapidly, and sometimes it is difficult to complete the
goal. Moreover, the large accumulation of low-quality action sequences will cause the algorithm to fail to converge and
even neuron death. In response to this problem, the deep reinforcement learning algorithm proposed in this paper adds
path-heuristic information and the action selection strategy of depth-first penetration on the basis of the DDQN algorithm.
Path-heuristic information makes full use of historical experience to guide the learning process of the agent in the early
stage of training. The action selection strategy of depth-first penetration prunes the action space to a certain extent, accel-
erating the learning process of the agent. Finally, through comparison with other deep reinforcement learning algorithms
under the same experimental conditions, it is verified that the algorithm in this paper converges faster and the running time
is shortened by more than 30%.

Key words deep reinforcement learning; path-heuristic information; the action selection strategy of depth-first penetra-
tion; attack path planning
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FUNCTION update_phl(trace_sa)
FOR i =0, len(trace_sa)— 1 DO
(s,a), h = trace_sali], len(trace_sa)—i—1
IF s not in PHL .keys() THEN
append s to PHL, set h,a = h,a
ELIF h < PHL[s].h THEN
update PHL[s].h, PHL[s].a = h,a
END IF
END FOR
FUNCTION get_taboo_a(a)
initial taboo_a
add actions within the same subnet to taboo_a
add remote exploit actions and privilege ele-
vation actions within network to taboo_a
RETURN ftaboo_a
FUNCTION main()
initial neural networks, PHL, steps_done =0
FOR episode = 1, MAX EPISODE DO
s = env.reset(), initial trace_sa, taboo_a,
step_num =0
WHILE not done AND step _num <
MAX EP STEPS DO
a = get_egreedy action(s, ¢ =
get_epsilon())
IF a in taboo_a THEN
select @ which not in taboo_a and
update a
END IF
save(s,a) to trace_sa
s_next, r, done, info = env.step(a)
IF a is privilege action AND success THEN
taboo_a = get_taboo_a(a)
ELSE
reset taboo_a
END IF
save (s,a,s_next,r,done) to MEMORY
IF steps_done > START STEPS THEN
sample and update 6, 6’ at a certain
frequency
END IF
steps_done +=1, step num+=1,s =
s_next
END WHILE
IF episode < MAX PHL STEPS AND done
THEN
update phl(trace sa)
END IF
END FOR
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Table 3 Settings of some hyperparameters in differ-
ent experimental scenarios
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Table 5 Settings of some hyperparameters in different experimental scenarios

MAX_STEPS MAX EP _STEPS EXPLORATION_STEPS START STEPS REPLAY SIZE
W54 150000 3000 80000 5000 20000
Y5 s 150000 3500 80000 6000 20000
Y56 150000 4000 80000 8000 30000
Yt 7 200000 6000 100000 10000 30000
758 400000 10000 200000 15000 50000
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