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Abstract In recent years, with the rapid development of high-speed railway wireless communication technology,
GSM-R wireless communication system will gradually evolve to LTE-R wireless communication system. There is a situa-
tion of GSM-R and LTE-R will coexist for a long time during the evolution of the GSM-R communication system to
LTE-R system. How to realize fast handover and security authentication between heterogeneous high-speed railway wire-
less communication networks has become one of the research hotspots in the field of railway wireless communication re-
search. Aiming at the problems of low security and high authentication overhead during the handover authentication proc-
ess of high-speed railway wireless communication heterogeneous networks, a lightweight handover safety authentication
scheme suitable for the next generation of high-speed railway heterogeneous networks is proposed. Firstly, the hash func-
tion and other operations are used to generate the handover request 7oken and the heterogeneous network handover au-
thentication code PASS, which realized the security requirements of user identity anonymity and traceability, and
high-speed trains can achieve seamless switching between heterogeneous networks without multiple registration. Secondly,
a lightweight handover algorithm based on elliptic curve key exchange is designed, which completed the mutual authenti-
cation and key negotiation between the high-speed train and the target base station, reduced the calculation and communi-
cation costs, and realized the forward and backward security of the session negotiation key. Finally, the formal BAN logic
was used to verify the security, and the measured data of the Shuohuang Railway LTE-R line was used to further verify
and analyze the effectiveness of the proposed scheme. It is concluded that the proposed scheme can satisfy traceability,
anonymity, anti-disguised user attacks, anti-man-in-the-middle attacks and anti-replay attacks in the process of railway
wireless communication. Performance analysis shows that the proposed scheme has better performance than existing simi-
lar comparison methods in terms of communication overhead and computing overhead, and can meet the requirements of
efficient, safe and seamless handover for the next generation of high-speed railway heterogeneous communication net-
works.

Key words heterogeneous network; handover authentication; hash function; elliptic curve key exchange algorithm; BAN
logic; high-speed railway
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Figure 1 High-speed railway evolution heterogeneous
network architecture
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