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Abstract With the continuous optimization of quantum decoding algorithm and the rapid development of quantum
computer hardware technology, traditional cryptography algorithms are confronting more and more security risks, which
makes post quantum computing becoming one of research hotspots. At present, Virtual Private Network (VPN) with tradi-
tional cryptographic mechanism is facing a growing security threat by quantum computing attacks in authentication and
key exchange. In order to solve the issue of quantum computing attack in authentication and key exchange in traditional
VPN, A software VPN system against quantum computing attacks (PQVPN) is designed in this paper based on the frame-
work of Microsoft PQcrypto-VPN project and relied on the open quantum safe project branch of OpenSSL. The post
quantum digital signature and key exchange algorithms that have been selected as the third-round candidates by National
Institute of Standards and Technology (NIST) are compared in this paper with comprehensive consideration on the work-
ing performance and security of these algorithms. Picnic, a post quantum signature algorithm, and CRYSTALS-KYBER, a
key agreement algorithm, are used in this system to achieve the post quantum security protection for communication data
in VPN tunnel. Moreover, the security of these two post quantum algorithms is analyzed in this paper, the post quantum
security in this PQVPN system is also illustrated. In addition, the working performance of this PQVPN system in the pub-
lic network environment is tested. The test shows that the maximum of upload speed and download speed after VPN con-
nection can reach 206Kb/s and 2495Kb/s under the experimental bandwidth environment, which is similar to the transmis-
sion speed under the direct transmission through public network and transmission through traditional OpenVPN. Com-
pared with three proposed post quantum VPN systems, the communication delay is significantly reduced, higher security
in data communication can be realized with a small amount of bandwidth expense in this PQVPN system.
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Blew, 8432

I: d«B*
2 (p.0)=G(d)
3: N:=0
4: for i from 0 to k-1 do
5: forj from 0 to k-/ do
6: A[i][ j]:= Prase( XOF (p, j,1))
7: end for
8: end for
9: for i from 0 to k- do
10:  s[i]:=CBD, (PRF(o.N))

11: N=N+1

12: end for
13: for i from 0 to &/—1 do
14: e =CBD, (PRF(o,N))
15 N:=N+l
16: end for
17: §:=NIT(s)
18: é:=NTT(e)
19: 7=4-5+¢
20: pk::(Encodelz(fmod+q)|\p)
21: sk = Encode,, ($mod*q)

22: return ( pk, sk)
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Input: Public key pk € B**"/%*2 | Message m e B*

. Random coins € B** Output: Ciphertext ¢ B%*"/8+n8

I: N=0

2: f:=Decode,, ( pk)

3: p=pk+12-k-n/8

4: for i from 0 to k-1 do

5: forj from 0 to k-1 do
6: A"[i][ ] = Prase( XOF (p.i, j))
7:  end for

8: end for

9: for i from 0 to k-1 do

10:  r[i]:=CBD, (PRF(r,N))
I1:  N=N+I

12: end for

13: for i from 0 to &/~1 do
14 ¢i]:=CBD, (PRF(r,N))
15 N=N+l
16: end for
17: e,[i]=CBD, (PRF(r,N))
18: 7:=NIT(r)
19: u=NIT' (47 oF)+¢
20: vi=NTT ' (i" o#)+e, + Decompress, (Decode, (m),1)
21: ¢ = Encode, (Compress, (u.d,))
22: ¢, = Encode, (Compress,(v.d,))

23: return ¢ =(c, ¢, )
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Table 5 Decryption in CRYSTALS-KYBER algorithm

k- . ke n/
Input: Secretkey sk € Bl2 kn/8 . Ciphertext € € Bd" kn/8+d,ni8

Output: Message m € B*

I u:=Decompress, (Decode, (c),d, )
2: v:=Decompress, (Decode, (c+d,-k-n/8).d,)
3: §:= Decode, (sk)
4 m= Encode, (Compress, (v=NTT (5" o NTT (u))).1)

5: return m
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Figure 1 Kyber’'s unidirectional authenticated key exchange protocol
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Figure 2 Kyber's bi-directional authenticated key exchange protocol
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Figure 4 VPN implementation framework of post quantum computing software
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Table 7 Normal transmission in public network
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%8 VPN &k

Table 8 VPN tunnel transmission
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Table 9 Performance comparison of tunnel communication in post quantum VPN system
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