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Abstract The newly emerged machine learning (ML) methods have been widely applied to various applications, and
have become a strong driving force to revolutionize a wide range of industries, which have greatly promoted the prosperity
and development of artificial intelligence. Meanwhile, the training and inference of the machine learning model are based
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on a large amount of data, which always contains some private information. And the privacy and security of the ML has faced
serious challenges. Membership inference attacks (MIAs) mainly aim to infer whether a data record was used to train a target
model or not. MIAs have not only been shown to be effective on various ML models (e.g., classification models and genera-
tive models), but also have been penetrated into the fields of image classification, speech recognition, natural language proc-
essing, computer vision and so on, which creates a great security threat to the long-term development of machine learning.
Therefore, in order to better improve the security of ML models for membership inference attacks, in this paper, we system-
atically introduce and analyze the basic principles and characteristics of the MIAs and their defenses from a ML at-
tack-defense perspective. Firstly, we introduce the definitions and threat models of the MIAs, and classify these MIAs from
six different perspectives such as attacks’ principles, scenarios, background knowledge, target models, fields and the size of
attack datasets, and we compare their advantages and disadvantages. Secondly, we summary the reasons caused the MIAs
from three aspects, namely diversity of training data, types of target models and overfitting of target models. Thirdly, we sur-
vey defensive techniques for MIAs as well as their characteristics by differential privacy, regularization, data argumentation,
model stacking, early stopping, confidence score masking and knowledge distillation. Futhermore, we institute the evaluation
metrics and datasets used in MIAs, and the other applications of the MIAs. Finally, by comparing and analyzing the existing
MIAs and their defenses, we discuss the challenges and future research directions.
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Figure 2 The workflow of a Membership Inference Attack based on Binary-classifier
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Figure 5 The development of membership inference attacks’ defenses
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Table 11 Datasets used in Membership inference attacks

kA MLATS ik K i FAE RFIEN B SR
Colored-MNIST 70000 2 28x28x1 [183]
CH-MNIST 5000 8 150%150%1 [68,70,142]
SVHN 99289 10 32x32x3 [89,197]
Yale Face 2414 38 168x192x1 [200]
PR Bl NS
RCVIX 800000 103 / [71]
Birds-200 11788 200 / [70]
FaceScrub 100000 530 / [188]
Market-1501 26051 1501 128x64 [42]




20 Journal of Cyber Security 15 JFV% 42441, 2022 11 H, B 74, 61l
HaEden)  MLATS e/ S Ky 7 T2 RPN EBUN
PRID-2011 71657 934 / [42]
QMNIST 402953 10 28x28x1 [44]
USPS 7291 10 16x16 [101]
FLOWER 3670 5 320%240 [101]
CREDIT 30000 2 24 [101]
MEPS 15830 2 / [101]
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Face 13000 1680 / [67]
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