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Abstract Affected by the Corona Virus Disease 2019 (COVID-19), telecommuting, a new type of office, has developed
rapidly in a short period of time and has been widely used in society, and the resulting security problems of telecommuting
systems have become more and more urgent and prominent. At present, the research on the security of telecommuting sys-
tems is still in its infancy, and the research results are not enough to completely solve the security problems in the devel-
opment of telecommuting systems. In order to systematically understand the current research progress researchers, this
paper summarizes the security problems of telecommuting systems for the first time, and writes this review. This paper
first reviews the development process of the telecommuting system, points out the unique security requirements and prob-
lems of the telecommuting system in different application scenarios, and then divides the telecommuting system into vir-
tual private network (VPN), remote desktop control and teamwork platform, according to the technical architecture of the
telecommuting system. Based on nearly 5 years of research on telecommuting papers published in the EI Database, Web of
Science database and CCF recommended international conference on network and information security, as well as other
related high-level research work, this paper systematically analyzes and summarizes the security problems existing in the
above three types of telecommuting systems, especially focusing on the security problems of teamwork platforms, a new
type of telecommuting. According to the architecture and function of the teamwork platform and the attack methods com-
monly used by attackers, the security risk of teamwork platforms are divided into five categories: third-party APP security,
communication protocol security, client security, cloud server security, and side channel analysis. Finally, the challenges
and opportunities faced by the telecommuting system security research institute are pointed out, and the direction for the
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future research of telecommuting system security is pointed out.
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Fz1 FRITHNMMEEERE API =

Table 1 Popular teamwork platforms and the amount

of API in the platforms

i TR API ¥t
Slack 10M+ 224
Microsoft Teams 100M+ 170
Zoom 100M+ 400
Facebook Workplace 10M+ 74
Webex Teams IM+ 134
Flock 100000+ 22
Twist 50000+ 119
A AR 20M+ 242
[kl 1M+ 353
(4 149M+ 935
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Figure 2 Architecture of teamwork platform
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