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Abstract Web application has become one of the main targets of network attacks due to its complexity and importance.
After an attacker invades a website, he usually implants a Webshell to control the website persistently. However, with the
game between the offense and defense, various detection technologies and terminal security products are widely used,
making the traditional Webshell residing in the form of file more and more easily detected, and the memory-based Web-
shell has become a new trend. Memory-based Webshell does not hava malicious files on disk, but injects malicious code
into memory, which is more concealed and difficult to be detected by security devices, and currently there is a lack of de-
tection technology for memory-based Webshell. For Java applications, this paper summarizes the characteristics and prin-
ciples of memory-based Webshell, constructs a memory-based Webshell threat model, defines a high-adversarial mem-
ory-based Webshell, and proposes a high-adversarial memory-based Webshell detection technology based on RASP (Run-
time application self-protection) and dynamic and static combination. To user requests, the register component functions
and privileged functions are monitored based on RASP technology, and the context information is obtained. The dynamic
feature detection is carried out in real-time according to whether there are files in the disk and data flow analysis technol-
ogy, without affecting the normal operation of the application program. Aiming at the classes loaded in the JVM and the
supplement to the dynamic detection method, a deep learning static detection algorithm based on text features is studied to
improve the detection efficiency of high-adversarial memory-based webshell. Experiments show that, compared with other

BIEE: H2, 8L, THM, Email: fengyun@iie.ac.cn.

AU A5 3 e RS2 B AR B BT E A (No. 2019163); 11 IR 5t ks 1 56 S RHE: % 3551 H (No. XDC02040100); H I RS2 557 19 2% T ¥
FAR T 2506 5 AN M 45 22 B PR L 5T T S = .

ke H 1H: 2022-06-20; &5 H #H: 2022-08-17; 5 H H HH: 2022-09-07



gk&H 2 IH1A] Java RN BTN A7 Webshell Al A

63

detection tools, the method in this paper has the best effect in detecting memory-based Webshells, with an accuracy rate of
96.45%, and a performance consumption of 7.74%, which is feasible. Moreover, the location of the memory-based Web-
shell can be accurately located according to the detection results.

Key words memory webshell; RASP; dynamic detection; static detection
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org.apache.tomcat.util.descriptor.web.FilterDef#setFilter
org.apache.tomcat.util.descriptor.web.FilterDef#setFilterClass
Filter org.apache.catalina.core.ApplicationContextFacade#addFilter
weblogic.servlet.internal . FilterManager#registerFilter
weblogic.utils.collections.ConcurrentHashMap#put

org.apache.catalina. Wrapper#setServlet
org.apache.catalina. Wrapper#setServletClass

Servlet

weblogic.servlet.internal.ServletStubImpl#ServletStubImpl

weblogic.servlet.internal. URLMatchHelper#URLMatchHelper
weblogic.servlet.utils.ServletMapping#put
weblogic.utils.collections.ConcurrentHashMap#put

org.apache.catalina.core.StandardContext#add ApplicationEventListener
org.apache.catalina.core.StandardContext#applicationEventListenersList

Listener

weblogic.servlet.internal. EventsManager#createListener

weblogic.servlet.internal. EventsManager#addEventListener
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Valve

org.apache.catalina.Pipeline#add Valve

org.apache.catalina.core.StandardContext#add Valve

org.springframework.web.servlet.handler. AbstractHandlerMethodMapping$MappingRegistry#register
org.springframework.web.servlet.mvc.condition.PatternsRequestCondition#PatternsRequestCondition

Controller

org.springframework.web.servlet.mvc.condition.RequestMethodsRequestCondition#RequestMethodsRequestCondition

org.springframework.web.servlet.mvc.method.RequestMappingInfo#RequestMappingInfo
org.springframework.web.servlet.mvc.method.annotation.RequestMappingHandlerMapping#registerMapping

org.springframework.core.MethodParameter#set
org.springframework.core.MethodParameter#MethodParameter

Interceptor

java.util.List#add
java.util. ArrayList#add
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Table 3 Privileged functions
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1: IF 'Empty(reqContext)

2:  IF !Empty(compContext)

3: IRPOH G A2 newCompClass

4. IF ClassLoader.getResource (newComp-
Class) == jsp A

5: RETURN true, result( Webshell)

6: ELSE IF ClassLoader.getResource (new-
CompClass) AT AR BZRCA

7: RETURN true, result( Webshell)

8: ELSE

9: newCompClass ¥ric H riskClasses
10: HEF AR (riskClasses)

11: END IF

12: ENDIF

13:  IF !Empty(priContext)

14: Get priContext. Z %

15: Get priContext. ] I #%

16: IF priContext. 241 MATCH list

17: IF priContext. )i ] ¥ Contains new-
CompClass

18: RETURN ftrue, result( Webshell)

19: ELSE

20: RETURN true, result(Other)

21: END IF

22: ELSE

23: RETURN false

24: END IF

25: ENDIF

26:END IF
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Figure 8 Static feature detection algorithms
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=4 org/springframework/web/servlet/handler/AbstractHandlerMapping

javax/servlet/http/HttpServlet

org/apache/catalina/valves/ValveBase

javax/servlet/Filter
javax/servlet/FilterChain
javax/servlet/Servlet

javax/servlet/ServletRequestListener

org/apache/coyote/Adapter

com/sun/org/apache/xalan/internal/xsltc/trax/TemplatesImpl$ TransletClassLoader

ClassLoader

com/sun/org/apache/bcel/internal/util/ClassLoader
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java/lang/ClassLoader

org.springframework.stereotype.Controller

org.springframework.web.bind.annotation.RestController
org.springframework.web.bind.annotation.RequestMapping

A
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8:  BIALKLI £))

9: RETURN result
10:EDN FOR

11:IF 'Empty(bytecode)
12: A £()

13: RETURN result
14:END IF
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Figure 9 Component type detection result
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Figure 11 Response time distribution curve before
and after running the detection tool
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