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Abstract Cross-user data deduplication technology improves cloud data storage efficiency and user bandwidth usage
efficiency by reducing repeated data uploads on the user side. However, during the data uploading process, the deduplica-
tion response fed back to the user by the cloud service provider a side channel with a very high security risk for the attack-
er, and the attacker can use this side channel to infer the existence of the target data in the cloud. The existing cross-user
deduplication methods against side-channel attacks use various obfuscation strategies to try to disrupt the attacker's judg-
ment. However, these methods are still difficult to achieve complete obfuscation, and attackers can still use dictionary at-
tacks, additional block attacks, etc. to complete the attack. At present, how to prevent attackers from stealing the existential
privacy of data by using side channels has become an important problem to be solved urgently in cross-user data dedupli-
cation technology. To address this challenge, this paper adopts a new cross-user security deduplication framework based
on generalized deduplication. We decompose the original data into bases and offsets from the byte level, then we conduct
cross-user deduplicates on the bases, and deduplicate the offsets in the cloud side. In particular, this paper adopts the idea
of Reed-Solomon erasure coding to achieve basis extraction, so that the same bases can be extracted from similar data with
a high probability. Not only can confuse attackers, but also effectively save communication bandwidth and cloud storage
overhead. In addition, in order to further improve the efficiency, this paper introduces a data compression algorithm before
uploading the deviation to reduce the amount of redundant data between the offsets. Under the premise of effectively re-
sisting side-channel attacks, the experimental results show that this method has significant advantages in communication
and storage efficiency compared with the latest work in this field.
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Figure 6 Computational performance analysis experiment results
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Figure 7 The experimental results of the deduplication efficiency verification on the Enron dataset
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