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A Method of Image Adversarial Sample Based on Local
Disturbance
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Abstract In recent years, with the research and development of artificial intelligence, deep learning has been widely
used. Deep learning has shown good results in many fields such as natural language processing and computer vision. Es-
pecially in computer vision, deep learning has a very high accuracy in image recognition and image classification. Howev-
er, more and more studies show that deep neural networks have security risks, including adversarial sample attack. Adver-
sarial sample is a kind of data sample artificially added with specific perturbations. When this special sample is passed to
the trained model, the neural network model will output different results from the expected results. In scenarios with high
security requirements, adversarial samples will obviously pose a threat to applications using deep neural networks. At
present, the research on adversarial samples at home and abroad is mainly focused on the field of images. Image adver-
sarial samples are the image data with special information added to the pictures, so that the image classification model
based on neural networks can make the wrong classification. The existing image adversarial sample methods mainly use
the global disturbance method, that is, the disturbance information is added to the whole image. Compared with the global
disturbance, the local disturbance adds the generated disturbance information to the non-key area of the image, which
makes the adversarial sample more hidden and harder to be found by the human eye. In this paper, an image adversarial
sample method for generating local disturbances is proposed. The method first used Yolo object detection method to iden-
tify the focal areas in images. Then, based on the MIFGSM method and the thought of gradient descent followed by gra-
dient ascending mentioned in the Curls methods, the perturbation information was added to the non-focal areas to generate
local perturbation adversarial samples. The experimental results show that the same attack success rate as the global dis-
turbance can be achieved when the anti-disturbance area is reduced.
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Figure 1 Generates a counter attack sample
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Figure 2 Algorithm structure
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Table 4 Comparison of attack success rates (%)
Yoki 75 VGG16 GoogleNet ResNet50
FGSM 18.14 30.46 23.44
PGD 100 84.25 56.88
MIFGSM 100 31.35 24.11
PS-MIFGSM 100 34.25 30.58
AL 100 33.33 31.48
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Table 5 Comparison of different disturbance sizes

under black box attack

ﬁfﬁj{ Boki 75 GoogleNet(%) ResNet50(%)
4 FGSM 31.25 18.75
4 PGD 21.62 10.81
4 MIFGSM 17.69 13.07
4 PS-FGSM 18.06 13.11
4 A3r 17.94 13.67
1 FGSM 47.37 26.31
1 PGD 14.47 10.52
1 MIFGSM 17.39 11.31
1 PS-FGSM 17.65 1121
1 e 15.09 12.26
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Table 6 Comparison of disturbance area and distur-
bance distance

Ydir i P X I (%) Hhahr ey
PGD 100 439

MIFGSM 100 35.14
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Figure 4 Comparison of adversarial samples
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