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Abstract In order to solve the problems of low reusability, high time cost, and vulnerability to malicious detection and
attack when adding watermarks to multiple target models in the process of intellectual property protection of deep learning
models with classical watermarking technology; in the black box scenario, this paper focuses on the construction of special
trigger sets and the design of watermark embedding methods, A Logo Network (LogoNet) based Deep Learning Multi
model Watermarking Scheme (LNMMWSY) is designed. First, the binary encoding method is used to generate the trigger
data set, and the noise data set is generated by randomly cutting the original training samples. Simplify the LogoNet layer
structure and train LogoNet on the mixed data set of trigger set and noise set. LogoNet fits the trigger set and generalizes
the noise set to obtain higher watermark trigger pattern recognition accuracy and noise processing capability. Secondly,
according to the classification categories of different target models, select the watermark trigger mode from LogoNet, and
adjust the dimensions of the LogoNet output layer to fit the LogoNet output layer with the output layers of different target
models, so as to achieve the purpose of adding watermarks to multiple target models. Finally, when the owner finds a sus-
picious remote application program interface service, he can input multiple groups of specific watermark trigger samples.
After the input layer transformation, he can trigger specific output tags to verify the watermark and realize ownership veri-
fication. The experiment and analysis show that when using LNMMWS to verify the ownership of the deep learning
model, it has higher recognition accuracy of watermark trigger pattern, less embedding influence, more watermark trigger
patterns, and lower time cost compared with existing watermarking schemes; LNMMWS has good stability under deep
learning model compression attack and model fine-tuning attack, and has strong confidentiality, which can avoid malicious
detection risks.
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