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Multi-layer Kernel Access Control Method for Internet of
Things Device Security
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Abstract IoT devices are limited by factors such as energy consumption and computing power, and usually use light-
weight operating systems and simplified security protection mechanisms. As a result, [oT devices have insufficient operat-
ing system security protection capabilities and are more likely to be compromised by user-mode programs. In order to en-
hance the isolation capability of the operating system, the existing security protection methods usually limit the numbers of
system calls accessible to applications, so that they can only access system calls necessary for running, thereby reducing
the attack surface of the operating system. However, the existing dynamic or static program analysis methods cannot ac-
curately obtain the necessary system call set of the target program. The dynamic tracking approaches can only obtain a
subset of the program-dependent system calls by tracking the system calls triggered during the execution of the program,
and the access control based on this may affect the normal execution of the program. The static analysis approaches usu-
ally construct the control flow graph of the program and their dependent libraries and analyze their reachable system calls.
However, because static analysis cannot accurately construct the control flow graph, it can only obtain the
over-approximated set of the target program's dependent system calls, which will introduce extra system calls in access
control and result in a large attack surface of the operating system. Aiming at the usability and accuracy problems faced by
the existing system call access control, a multi-level kernel access control method is studied. Based on the existing system
call access control, the dynamically-linked library access control is introduced, and the multi-level correlation dynamic
security analysis is proposed. The dynamic verification mechanism uses dynamic analysis to eliminate additional system
calls introduced by inaccurate static analysis, thereby further reducing the attack surface of the IoT systems and improving
the isolation capability and security of IoT devices. The experimental results show that, compared with the existing kernel
access control methods, our approach can mitigate more vulnerabilities and introduce lower overhead.

Key words IoT system security; attack surface reduction; static program analysis; dynamic access control; multi-layer
access control
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Figure 2 System architecture of dynamic analysis
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Table 1 Performance comparison of different access

controls
WA FEFR ES il Vil XL se s e b
bw_mem 46786 46107 45469
bw_file rd 14992.483 14509.728 13986.421
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*2 HEIBSHEESBERIES CVE FRYI%R
Table 2 Partial list of CVEs mitigated by dynami-
cally-linked library debloating

Fs API CVE i
1 iconv CVE-2021-3326
2 wordexp CVE-2021-35942
3 iconv CVE-2020-29562
4 iconv CVE-2020-27618
5 iconv CVE-2019-25013

*3 ZRRFBPRAEBBES CVE RiEYIR
Table 3 Partial list of CVEs mitigated by syscall

limitation

Fre ARG &M CVE Yl
1 inotify_add_watch CVE-2019-9857
2 ptrace CVE-2019-13272
3 clock nanosleep CVE-2018-13053
4 get_mempolicy CVE-2018-10675
5 add_key CVE-2017-7472
6 ioctl CVE-2016-4569
7 perf event open CVE-2017-6001
8 waitid CVE-2017-5123
9 reboot CVE-2017-18079
10 rt_sigreturn CVE-2017-15537
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