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Abstract The randomization technology to defeat process control-flow hijacking attacks is based on the fact that attack-
ers are unable to know about the memory address space layout. However, attackers can exploit information disclosure to
bypass the randomization defense and obtain gadget address. So that attackers can still launch process control-flow hi-
jacking attacks to steal sensitive data and to seize or disrupt the system on which the software is executed. At present, the
heterogeneous redundant execution system is one of the methods to solve this problem. The underlying idea of heteroge-
neous redundant execution system is to run several diversified processes of the same program, side by side on equivalent
program inputs. The randomization techniques make the redundant processes respond differently to malicious inputs,
while leaving the behavior under normal operating conditions unaffected. In recent years, some systems have been pro-
posed that match the above description. The voting designs of heterogeneous redundant execution systems for processes
are analyzed, the implementation based on ptrace introduces a large number of context switches, which affects the execu-
tion efficiency of the system. It is the first to design a kernel-based heterogeneous redundant execution system which di-
rectly modifies the kernel for processes. The redundant processes adopt memory address space layout randomization in-
dependently, besides, the system calls related information disclosure will be voted to find abnormality and to defeat proc-
ess control-flow hijacking attacks. Even if attackers skip information disclosure to exploit other vulnerabilities, the het-
erogeneous memory address space layouts prevent the injected payload from being effective in redundant processes at the
same time, which can also defeat process control-flow hijacking attacks. The prototype system KMBox is implemented
and experiments show that the prototype can effectively defeat process control-flow hijacking attacks. Comparative per-
formance tests show that KMBox is better than the heterogeneous redundant execution system based on ptrace.
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Figure 1 Dual modular redundancy structure

ARSCAEELL ASLR AR I BEHLAL B8 5 20
BAF SR TURPAT B BB, Berk MSesl 17— Fh

FE T Linux A% S80S 1) 3R 50 T0R AT R AL &R
Gi——KMBox. AILEIRIHIHLRMT: 56 2 =
R R S A4 TU A AT R G B g S B RF B 1
JEUER S 25 AH G A R AR ST e vk 7 V2R 1 s it B
55 3 T 44 KMBox R THRISEIL; 28 4 SeE 75050
53 #r; 55 5 BT KMBox 17 BRI A 5ok i
55 6 T R4

2 HxIE

2.1 BRI

Tk 2 A8 St 45 1R B 4 Bk I i P A OCBE
PR, il fE I EE SR gadget W AE L, 2
FF O IAH gadget Hitik, #3& payload 5% H 111
[ M4k 7E 7504 gadget Hudik, MmEhEFEHIG. WK 2
PR, FEFPh WAERT S A fEA e, B0t e st
HAHH IR RS A, #14n write. sendto 55, 3K
3 func2 MW AEHEE 0x5008a00; Fif4iE payload=
A+B+RBP+0x5008a00 A7 Helit th, Sk i f e (iR
[0 b 5k 45 7] func2, AT BRI EIG . AR T A
Canary TR 3 HLHI )45 D0 T, Bty 2 ik 5 20l 8
Canary [P{H, MAZ| payload H CLH A £ .

0x3ft5f00
funcl <
\_/_\
0x5008a00
func2 "4 h
/

= 5 3%

Uit

38 [l /
0x3fF500

e
=
3
Bk

INTENT S B

PAXTR A

B2 RSN ErEE
Figure 2 Schematic diagram of control-flow hijack-
ing attacks

KMBox F| H M TUR AT 2RI FILL ASLR AR
R MIBENACT 7 3%, A8 23 (A A i U AR 1R
B, TRl s ] AZRES SCHETUARIERE I I B . EK
RN AAEHEE ) A AR = R
G R R ARSI . 8 2 PR Al
H KMBox In#iz1r, HE/ERSITE ASLR. FJP



16 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

GRVENT TR PIE BIMEOLR, JUARREREM A A4 A Jei
Kl 3 s, T TUAREERE BATAH B S5 1) P A7 ik
AR, — 7 HTUARBEREN) gadget(func2) bk A
— 3, Jovkal i R YL i Mok gt R, Sy
{153 A\ HH gadget ki 441 1) payload Joi [A] N 7E T
KRR

0x3£F5£00 AR 0x4££5£00 TORERR2
funcl < funcl <
\/\ \/\
0x5008a00 na 0x6008a00 1FE
PN AL, PN ALz,
func2 N E func2 N %
iR
/ /
IR [l - L | AR Jul - L/ |
0x3ff5f00 0x4£f5f00
RBP RBP
——————————— 37 —mmm—mm 54
| Canary | | i | Canary | | Ui
——————————— H S H
NIEN % B NAFEXI % B
NFEXTE A NFEXTS: A

3 ARHEEMNFEAERE
Figure 3 Heterogeneous memory layouts of redun-
dant processes

22 RRGHAES

R TURPAT RE I TR 2 4L
LE [E AP 22 AR B AR R N BB Fe AR, Horp,
%2735 (AR DA 26 [ IR e JE T K2 9 141 U224 R
LU I R 45 A 22 AF 5 A1 BN 25280 g e S AR 26, P
7 R A T s A e s S 4% 350 A S TR R 2= i T A
B2 i AR . TR 2 AR AR A
B4 A, 2R W () A AR A B RSB T VR AR BERE A
TURPATHE R T 2 CEEMEH, & 1 24 TR
RV R IURPITRAN R R T H

F1 HEBRFRETRPITRENRRRTAR
Table 1 Voting designs of heterogeneous redundant
execution systems for processes

A R 5t RAENE SEL 5
Orchestral®?! CP/US ptrace
GHUMVEE™! CP/US ptrace
DCLP CP/US ptrace
MimicBox" CP/US ptrace
ReMon™" CP/US+ IP/KS ptrace+ M 1%
BUDDY™! IP/KS W

RPAEERE AR TCR AT RGP (0 A A7 B )

DA P A7 REAT 0 38, — R R e 5 R AE A
BB A P TCRBFEN, Rk ELETURIEFRE
W 1) 77 2UFR A BERE N (In-Process, IP)ZR ¥k, & ¥ b
BRI ERE 22 5E Ak, R AEAETUAR BERR AN 1) 7 AFR A
15 3 FE(Cross-Process, CP)& ¥k, iRk k
TE W #% 7% 18] (Kernel Space, KS)i& /& H F* 2% [H] (User
Space, US)H BT 7028, IR R Y & A=/ AT BE AL & W
Kl 4 o,

TURBERR TUARIERE2 R
IP/US IP/US CP/US
User Space
IP/KS ‘ Kernel Space

4 RRFEMEEMNE

Figure 4 Possible placements of voting

FYI) S F ST VR AR W DA e 7 kAT 4
K, B R T ptrace SEBLFTE, RAE T
P R R BT E O CP/US, SEILIN R R G
Orchestra®, GHUMVEE®!, DCLP, MimicBox[m,
ptrace ZHAE RS A AR IR ER R TR, ARl
1F IR R G o) RS, (HESTINKRER ETF X
Ui, 52m RAEMPATRE . ZRAENIZEI, AT
FTF ptrace IS 7k, @4 T LR SCUI, &
i PE e BURE, BN I R 4547 BUDDY A
ReMon""), H:rf ReMon 7 52 BLHME 5 R 5 Ak R0 RE
Z BT T P4, KT ptrace [ SEIL 7 R0 N % 5K
WITEMEE G HER I W AZ SN SR B R G )
TSI N R B T, BRI R AT ) i,
{E &% 71T BB sys call table 28 R 40 H,
REFE 2 IR A7 RS ERAP L o

ZrG Ll B AT, ASCER Sk £ H R SUE NI
77 2B B S B R S A TU AR AT R T R e
KMBox, A5 T K BNy, AL
BAERG B S AL S ORI HUET . B A7 2 I
FEREXT LA, KMBox REMS 5 IR AN BEFE $4
Hlm SR B, JF HAEREZAL T34 T ptrace 76 ) 4
A KRR A T CRPAT R GE .

3 KMBox REI A%

SRR I 2R 490 P kP 2 T A PR 2
IIESEIL KMBox h BEh DA R B i FREAT B i



bk 4 KMBox: &7 Linux A% SGE FIRERE SR CRITT R4 17

(DAl J3 sh DY REEH (TR RERE, () a4 TC ik
PR E KA B) AT LI TL AR BERR 1) A A7 3
Bl ) A (4) Ty L SN )8 E e A BER (5) Al
YRGS R R (6) T 45 R R R INTUARERE .
3.1 A BEhTheE E MBI T K=

KMBox {8 23 RIS BB, #2857 DA
FTURITEIAT, A %8 S 5 An iy |1
AJ, HABANR FHAZA T 1E 5 5 2 IR AN 2 520
KMBox JHIEH N PR fork, BIETUAR IR
IRIA| master pid R slave pid, TEAHEREAENAZZS 0]
HATHIATIY task_structo A PRUESFYTBERE A PLAIE
MBI RS HER M7 3 MIEFE 2 (R I g, KMBox
ST EMN KRR kmb_register, mas-
ter_pid M slave_pid Ve % RS HHMSEL, hlsit
FEFE I EMFRARGEN 3.2 1) FETFAEAR ] KMBox
JA BN, 5RO S execve BT
AT $ATFE?, 1] execve HAE N[ HUTFE IO 4
124 filename. SH argv. NS & envp, execve #,
FUAHN ()T PAT S, A A AT AT SO 2, AR AT
PAT SRSB4 task_struct FIMEALTRES, HEFETEK
AIPATRE P IINZUS THGHAT . KMBox JH BNz
FEFPIF, S R (R 55 258 B 28 T AT R4 P 1)k
P, T AR AR R A BRI GE L 3.3 ), BRI
HEN I kmb_execve RETIAH, 1E execve FEAit 1N
FNBERER] ) “ S5 Rr-Mit” B, KMBox a3t
FERIRLFR AN 5 BT

KMBoxJr 15
PID: 1000

Tt
PID: 1001

Tt
PID: 1002

kmb_register
F AR

FHERE (master)
PID: 1001

MAFE (slave)
PID: 1002

kmb_execve

AT B

kmb_execve

AT BT

AR S TTIR

FEHHHE (master)
PID: 1001

MIERE (slave)
PID: 1002

B 5 KMBox Bt KH#ZAITIE
Figure 5 Process of KMBox starting the redundant
processes

T NFEHE L kmb_execve INZE H AR ) 352
AR RGN (D) FHFEIFLR kmb_execve I, M
FEAE T2 RPIRAS; (2) T REFELE start_thread 7, #EASE
FEIRAS, e MBEREFF 45 kmb_execve NNE AT $AT
T2 G)MHEFELE start_thread 7, W7 25 L HEFEIL
S5 [RORURFR 1r) 3 B0 R 0T IS (1) P A7 2 T, e i gk
FE, ENHERE NS BB EIP/RIP AL THAGANST I 1T,
IR 7 oo SR -Ree i L 2 8 sk R
BT ATHRE e I R I (R AR, AN s E R N gk
TP s AT id e
32 WA ARHABEIREENXER

KMBox Ji gl #5EER P 1 I H fork A2 T AR JEFE,
NS ETUAR IR M) F KR, KMBox 11 N7 [H
A NHEREAL 0% & mas_task_struct Z0dE g5 44, U
6 JJi7n, H kmb_register ¥ U SRR M R Mk
T4 .

HEREA1 5 %

struct list_head mas_tasks

fE451D
pid_t master_pid;
pid_tslave pid;
pid_t tgid;

EMCE
struct task_struct master_task;
struct task_struct slave_task;

FMNEERAL T
int master_exec_finish=0;
int slave_exec_finish=0;

BARE v X
rb_t in_buff;
rb_t out_buff;
rb_t ret_buff;
rb_t vote_buff;

6 EIFHIZLEAY mas_task struct FIFLEH
Figure 6 The mas_task_struct structure of the mas-
ter-slave processes group

ARG T mas_task struct K XA
BEK HR R IAT B, RER kmb_register A EEREZL G
i mas_task_struct I, 752K AT A BIBEREA 51 K b,
HEFEA A S8, 75 B BERR A 203 TR RS 5o AR55
ID Pidsk RS pid. MEERE pid AR SR pid.
F MK FRHN master task 7 7] FREFEN task struct,
slave task &[] NHERE(Y) task struct. = MEERFALEE
kR G4 master exec finish F1 slave exec finish
T T HERRE] )« S5 Rp-ne i ” L. Ktz nhix
FH 37 2 DI A T) 2 1 B8040 1) A1 328 A S ) B 8 1 3



18 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

EE, HARAEIRS X in_buff, fi 2k 22 v
X out buff. RFIEHELZMIX ret_buff. FHREHELE
X vote buff X PUFP I ¥ K 22 v X

3.3 WfISEIURERE RN L= E] 74

KMBox %: 7 Linux #4F R4 2 Fify ¢ N AE ik
T AT =) B LA () B AR SELTU AR ERE e A, ] LUR)
FI ASLR HLifll, AR 55 900 B SE I Bk il . HETLHb
b L EFEHNE . mmap FEHBHEBEALAL, [F] I
A DA 2 12 s AR AL B TG O¢ PIE JEI, 7ERET
e R ORI S PIE Dhfe, (18I0 REFELE
PRI AT AT R 7 I 2 A QRS B text WIAR A 258
B .data. KWIUEALEE B bss HIHbhEREATRENLAL, B
2 Ak, g it v] LA S B CR4P L Canary, 3 2
J@os T 2 n] R B REN LA 72

TH

A

ZRA UL ERIALAE 7, KMBox 1 LLSEIRI T AR 2E
TR A A7 ks 1) S by, A A v R IAE task
struct 1 T HE R FE A B S kb 2 R)
mm_struct ZHE 45 44, task struct 1) 588 £ 4 45 44 4
8 P R, HAF KRG BEN T 018 X,
Tl KMBox i S BLHUIN B B = RERE, iE
FRHEIEE AR, VR #Z RIFER), At
AR H KMBox 3 S B I i) g A4 ™= AE 5E mi «
34 MAHEEZEMETIERWEIR

KMBox ST JUARBERE (1) P A7 ik =5 o) 5 44,
R T PRAETU AR A AN Wi B P (1) IE 1 D) e, 7 22
XPICARBERE I AR e by SRR HEAT L= R0, W 8
1 fs_struct F1 files_struct ZCH 2544 75 22 4 B L= A [A]
o, WA IS 2R GRS R AE S AT IR,
SRR R

Hhfropen_exec,

FIFF IRy SO

1k Asearch_binary handler,
5EfMistart_thread Z B[ i 72

+ EERRg -

y
ERERRE L, SRR

master_exec_{finish=1

) 4

slave_exec_finish
EHEN

MR

master_exec_{finish
EREN]

HEFPHETI, ERERE
slave_exec_finish=1

A 4

M R, 3
HTIIEIP/RIPANFF LR N 35T 7

MRS H

A 4

master_exec_finish=0
slave_exec_finish=0

\ 4

&)

&7 FMiFHIZET kmb_execve N B FRIZFHIRIE

Figure 7

Process of the master-slave processes loading the target program through kmb_execve



bk 4 KMBox: &7 Linux A% SGE FIRERE SR CRITT R4 19

Fz 2 Linux #ERFRIMENIL S E
Table 2 Randomization methods of Linux OS

WU BERLARATS pIE {E L
SO 1: AR
HE L2 mmap U
ASLR SEbE BeAE RS fﬁ’ﬁi
MO 21 4L Wi Sy ;
(R -, Hi e el
SEHbE
R B text. I
SRI e B g%
PIE B data, £ E;f;’ii& *iiﬁw
WA BB bss AR e
Can BTRWAER,  GiRREE BRI
Y G EBP/RBP  Sibedr W

R3 WMOEXHEARFTRES fdHEXHNREER
Table 3 Part of the system calls related to file de-

scriptor fd
RYMH Drhe it vl BRI

open FIIHF AT, %ii{*ﬁﬂiﬁﬁ e

W/ GR
write BN HRF 2Lk

PR 3.5 4%
read BRSO 7 Arifl /i
close K MR S A W/ GR
fsyne %Iﬁﬁlﬁ@&ﬁlﬁéﬁ%ﬁ X5 s g
flock N ST S B A WHE/ 5HRM
fentl i R AR SOOI R WHE/5HM
dup S £d TR IR SO R 75 R WHE/ 58

HIE, 75 3.1 TR T kmb_execve HE N
MNHERRB] IR A5 -ne it AL, AR 52 ) 32 E A
(AR B 45 44 £s_struct 1 files_struct, 5[ [F]— 4
fasla]e FLR, X TR ERAE, RAEAHC RS
VI B D) B REAT IR Bt O 6 R B R
AU R G AT B, & e AW A i g R A A
FNHEREAL R 01, A W% R G0 AR T,
NG AR F KMBox Ji hAER I gk i, #4572
DUV EE 3 2 A T A R R A RERE, RS H
DyRe H E R e i, MRS A2 ) S g R ) 2 [m] 45 2R,
H1 mas_task_struct R ECHE 22 b X kAR i, YRACRS 1
FIPEACHS 2 43 S s T write 2840 1 16 403wy Je 4R
i, ASEIL T AR [R 22, BB 16 24
R I . A R AR 2R AL R 8 ] AN 2
Xy RERER AL, & HREREAMT SE R, AN TR BN I
BEAT S, [RIREANSS 52 R K ) KMBox i gl ik

IR AR . 36 3 JoR T30 files_struct £ 4544
RO IR R R R 5] fd FHRIT RS

fs_struct
root
pwd
task_struct -
HEREY 21T H %
HIALH %
mm_struct fs
files
< mm files_struct
total_vm
exec_vm
count
fd
HERERYHEAS
JE 0 hi| Ry 1]
HERATIFAOFT 47
CAFIE R

8 task_struct HIKEEIRE A

Figure 8 Key data structure of task_struct

3.5 WXt RA AR RR

KMBox [ RA 52 B A1 R UL A A7 205 ) (1) s
H A AZ 25 0] ) B 2 TR H I, S 5 49 e i 5 7
AN AF A5 S M 87 52 B i, B A I 0
write/read RGP AT, 18 write SkIKHL gadget
Hohik, ARJGHIIEF A payload, HEMAEH read $AT
payload SRHFFRLF BRI Y, B, M T4k
Rk A write RG], 5N AZ S 0] I PAT 1 A o6
SR buf AT TR, JR A EU, KMBox 45 10T
SRR, PHIE gadget Hubikilt iz o

PEARRE 1 HUEFT write RG] E X
1)SYSCALL DEFINE3(write, unsigned int, fd,
const char __user *, buf, size t, count)

2){
3) return ksys_write(fd, buf, count);

4)}

WAZ A fs/read write.c H write Z2G01AH I 7E
SCUJEARES 1 FraR, AT 6 write G0 AT Rk,
KMBox FLHiE X T write REEH AT IERE, Q)i
S 2 s B eI iR A O 3 R
B, AN R e R e U ISR E AT, AN
AR KMBox Ja ShEH A bR, #5724



20 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

TUHERE R T REE 72 IR o

PR, WX buf TR, Rl FEpER
PAEHRGETIX AR buf Bidis, 5 FHRE buf
HHATEEXS, RPN Y TR, MR 2
INFIEA ksys_write AT, [RINEE ksys  write [ [HI4E
FAE NI IR 2 X, T 00 ) R [R] 22,
)i write IR [P ksys write 2528, ¢ write RG], 47
JE MR, [ R REAR ZZ T X AR A MERE) buf %
P, BT write J& T RCE B GHAERAUN RGH, ik
FEATHAT ksys write, SHUR[FIE %X Hh 100
(PIRIRIZE A, KR [FIIFE R write RG] o

VAR 2 Hud 5 1) write RGEHH ] E X
1)SYSCALL DEFINE3(write, unsigned int, fd,
const char __user *, buf] size t, count)

2){

3) size tret;

4)

5) if(! is_redundancy (current)){

6) ret = ksys_write(fd, buf, count);
7) return ret;

8) 1} else if(is_master(current)){

9) master_vote(buf, count, vote buff);
10) ret = ksys_write(fd, buf, count);
11) write_buff(ret, ret_buff);

12) return ret;

13) 1} else if(is_slave(current)){
14) write_buff(buf, vote buff);
15) return read_buff(ret buff);

16) }

17) }
3.6 WAEREMKRRBTTREIETRE

MR RNPUEA =M, — SRR Y
IPAT @ b IE W 25 R, 024 write RETIAH
Ryud R, RIN buf A—BUr FHFE T4 ] A
FEMNRRAPITCRRE, —REENER R 3 80
BERE i, A3 O R BERE S

MO exit RGEVIH, HTURIEFELNRIN: HEH
W > m R A A O R MEERR A R DR, A AN A
$2 KRGV B A E AT R 45 R E RS, RIFEA 25 5%
Wi AR H KMBox 3 SRS 1 3E R 45 2 5t e 22
EH T4 ENHEREA mas_task struct Ry BER
R A I S AR, ARG RS R G TR F 1 JRg A,
iR . AR 9 Frs.

4 TS
FUGAEA LR KMBox 57 R 484 2%k,

T E M
N A

y
mas_task_structiifZeiE
SR At i

e

LT “

y
g )

9 HIRLERHIRNIE
Figure 9 Process of ending processes

AT 2 N [S)5 E A 2 e R : ) IR A T 5
150948,
4.1 PBEEENEREN K

Bl AR R P A AR 1Y) CTF & H A
CVE i, ik H A H 77745 KMBox PR H 4
e

PWN @& CTF FEfrh LWmEA Y —, WH
B IRET O I BRI A TR () IR e,
T30 ook R P AT ) 43 A A e A B ]
DA FH B e ¥, 4% 2 55 s R A Sk s RE 3R A5 H A
RAMAIR . CTF PWN BUZEJI we vt e oE . 8
w5, IR s BB A AR R S R, DAk
f# ] CTF PWN BRI KMBox & 75 A i A LA
PR B R g

FEJT 21 FF )5 PIE F1 Canary, KMBox i I
FEM R GTT I ASLR, K 3E 72 42 ) U ) F5 AH G 1
PWN 84 2 ) 0% 28 KMBox M85+, K H KMBox
JA BN BEHR A, SR AT 2 T (R AR e %o i ] 32
AT, 9286 45 R 4 o, PWN B JT 8 JAACTE
JFAE KMBox PRI 1R, IR o as e DR H,
SEBG R B KMBox 1] LU CHAR I R4 A B A
SRR A B o

FER R LA I 7 LA 5 40 ] ok Bk k2 2020
H1] advance easy-stack & H o #i, F4##HiA KMBox
bl B AL 5 VR U AR E R ) ) S Ak, X T
TEAE F I B

advance easy-stack @ H 075 T Feii H el FHA%
AR BT, RS 3 R, BT R B sk
5 BB, RS PERJF S PIE A Canary, {HA
KHI KMBox A SN 25 KB, FEed i



bk 4 KMBox: &7 Linux A% SGE FIRERE SR CRITT R4 21

F4 Pwn BXLWHER
Table 4 Results of Pwn experiments

Pwn @R 5 GIWIEN AR5
Bamboofox ctf-ret2text Fe i N
Bamboofox ctf-ret2libc Feiti N

Bamboofox ctf-ret2syscall et H N
CTF wiki Mg v
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Romanking98 Hievii N
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XDCTF 2015 R v

2016 ZCTF e v

2016 Seccon Hevii v

2016 BCTF Mg M

REM 2016 H1¥F vtables v
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TG 3 M LA PR FE advance easy-stack

1)unsigned _ int64 dangerous_func()
2)4

3) char format; // [rsp+Oh] [rbp-90h]
4) unsigned  int64 v2; // [rsp+88h] [rbp-8h]
5)

6) v2=__readfsqword(0x28u);

7) gets(&format, 32LL, stdin);

8) printf(&format);

9) putchar(10);

10) puts(“now give you a gift”);

11) gets(&format, 160LL, stdin);

12) puts(“bye bye~");

13) return _ readfsqword(0x28u) * v2;
14) }

5B BSEER  S AHIAS AG A Ef e
TR 2 bR Canary fi; FFA)H AR H I I
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G libe Hubil; 400 R CL4 31T IR e he g btk
Al libe HilE TS got 2, ¥ puts B HHE K system
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DRSS, v R R e e 48 Bk [ 52 F0 libe JE
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S ROP Mrity o v 5638 ik v HH 78 2 ik (M ik 52 start;
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ARy syscall #udik; 55 DY IR A pop Yerax (1)
Hudik, ARG HuhESS rax WU 0x3b, KEH KA S A
[].data Hotikfif 772 rdi W, rsis rdx fiff7 0; foefa Bi%
% syscall $#L1T execve ("/bin/bash", NULL, NULL), 3k
1R PR o

% 5 advance easy-stack LI EE R
Table 5 Results of advance easy-stack experiments
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2019-18679 HEAT I UF G M iR A < 4.8), Y5t AR5 71 G
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2){

3) time_t creationtime;

4) // in memory address of the nonce struct

5) digest nonce h *self;

6) long randomdata;

7}
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Table 6 Performance tests environment
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Figure 10 Results of performance tests
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