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Abstract Digital identity authentication and management system (DIAMS) is the security infrastructure of computer and
internet applications. However, current DIAMSs have exposed many problems such as centralized storage and manage-
ment of digital identities, poor self-sovereignty management on user’s own identity, poor privacy protection,
non-transparent authentication and authorization and so on. Currently, along with the development of blockchain technol-
ogy, its features such as decentralization, tamper-proof, traceability, security, and transparency and so on are receiving in-
creasing attentions, resulting in that various DIAMSs based on blockchain are proposed. However, the problems men-
tioned above still exist in the DIAMSs based on blockchain. Therefore, this paper combines smart contract of blockchain,
non-interactive zero knowledge proof with the verifiable certificate of digital identity, and proposes an architecture of
DIAMS based on blockchain. Firstly, in the proposed architecture, entity roles and protocol flows are described in detail.
Secondly, in the protocol flows, the verification program of constraint conditions of zero-knowledge proof (VPCCZKP) is
constructed by service provider based on service authorization requirements, and user takes advantage of the VPCCZKP to
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generate the zero-knowledge proof which can prove that he/she is the holder of the legal identity which meets service au-
thorization requirements without disclosing his/her private key and legal identity. In the meantime, the generated
zero-knowledge proof is provided to service provider, and service provider uses the on-chain smart contracts to authenti-
cate and manage the zero-knowledge proof in order to implement the transparency and security of authentication and au-
thorization. On the other hand, the prototype system of proposed architecture is designed and based on the prototype sys-
tem, the cost and time overhead of smart contracts of the proposed architecture is assessed. In the meantime, the security
and necessity of on-chain authentication and authorization of zero-knowledge proof based on smart contracts is discussed.
Furthermore, evaluations and comparisons of effectiveness and safety of the proposed architecture are conducted at the end
of this paper. Finally, the results from the prototype system indicate that the proposed architecture can well realize the de-
centralization, privacy security, openness and transparency of digital identity authentication and management and provide

value technology references for designing corresponding DIAMSs.
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Figure 1 The distributed ledger architecture for storing digital identities’ information and their hash digests
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Figure 2 The digital identity architecture of declaration and publication based on smart contracts of blockchain
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Figure 3 The digital identity architecture of verifiable certificate based on blockchain
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Table 1 Characteristics and disadvantages of three blockchain-based digital identity management architectures
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5) Send2User(Z,0Onekey): A4 &AL SP 7EH /7
1SRRG, K FEF Z A1 proving key iR [FI45 H 7 o

6) GenProof—zk proof: F/"F VC )& EE
Attribute, HFAEH SKuser F1/A%H PKuser 1E4 Z [K1F&
FL X Private input, ¥ VC H1#) User DID.IDP DID,
PLLKREU) Sign H AR Z 1)~ 3L%i A Public input,
5 proving key —it2, FJH] ZoKrates A= il FEE 1) 240
PAUEH zk_proof.

7) Store—>zk_proof: F R4 zk_proof T HLE fE
& 5l v o

BEAh, I, 2.4 SR T Gl6 Sk
() 58 2 VERTA] SEPE R IR W 50, P 83t 22 20D I
I0AE, T A RIE#) zk_proof={ 4, B, C, public
input}, RIHFENE SP AT Setup #:AF P BRIN,
FIT A ) CRS: proving key F1 verification key W {7
(R as By Sox SEAIRZHL, 5 177 A 5 1) Public input
A Private input 4 & , M & IE i W
zk_proof={ 4, B,C,public input}. Ma- B )» & x
J& SP 7EE Al CRS I REHLIEHUY, DA, it SP %
BB CRS, F ZHFHUT Setup AR, HRaHLIE
BoFiHI o S v 66 x, LUERGHTY CRS: proving key
F verification key. B, W AT SR AL FH B B Ay
] zk_proof, ¥ Joikiliat A =0(D)MEAE, B, SP7E
BB CRS Ja, M7 A ZEEHR SP 3RBUHTIY proving
key, [FJE SP 75 B80T [ /1 verification key A2 %
(R B A4 Cert ZK_Proof, Bl SP 1 L3255 % CRS,
F PR SP g EEEHT AT A Ik (2P 58 2) 2P 88 7)
AR R A o

E % 1. ZoKrates FHNUIE LT Z.
N FRRLAHIN Private input={Attribute, SKr,
PKuser}, 23L#I N Public input={User DID, IDP DID,

Sign H};
& True 5K False.
I G=[G, G

2 PK=SKuuXG
3 IF PK== PK,., THEN
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4 goto Step 8§;

5 ELSE

6 Return False;

7 ENDIF

8 User DID=H_ K(PK,s);

9 1IF User DID’== User DID THEN
10 goto Step 14;

11 ELSE

12 Return False;

13 ENDIF

14 Sign H= H K(Attribute || User DID || IDP
DID);

15 IF Sign H'==Sign H THEN

16 goto Step 20;

17 ELSE

18 Return False;

19 ENDIF

20 IF Attributee Attribute Range THEN

21 Return True;

22 ELSE

23 Return False;

24 ENDIF

25 B4R

k2. BUFRHEGY Cert_ZK Proof [F5V2.
i \: zk_proof={ 4,B,C, Public_in}

i : True BY False

1 Contract Cert ZK Proof

2 [V V3, Vi Vs, Vy anc]= verification key;

3 For (i=0;i<zk proof.Public_in.length; i++)
4 V,=EIP196.addition(V;, EIP196.scalar mul
(Public_in [1]. V; ac[i]):

5 EndFor

6 IF(EIP197.Pairing.pairingProd4
(zk_proof.4-G, zk_proof.B-H, Vy, V3, V, Vy,

zk proof.C-G, V5)) ==1)

7 Return True;
8 Else

9 Return False;
10 EndIF

11 End Contract

43 FHIREGMHIIEEESLIMIIES RS
HIFZ A
Kl 9 s IR SRR SP I A U5k H - Z40R
UEIH zk proof VA MRS FAmAE, HEK 5 DR
8~9 MMERAEII ARk, T I W rp i H AR N 2
1) RequireService(zk_proof, sign(sign H)): FH
o) IR S5 P2 BE i SP i SRAHN IR SS, I IR 55 P it 1

FHIUE] zk proof FEATLG IS HE LR SP, [RIHY 42
AEAEGAESEIE VC Il sk U728 44 sign(sign_H).

2) Extract(zk_proof)—Public input: HZ5$EL R
SP M zk_proof HHIH AL Public input,
H A {045 User DID. IDP DID. Sign H.

3) CertActive(Sign H): R4 SP LA Sign
HoAEIAZEL, RIS e 5 40 ID_Status_SC,
DU W R R & 75 A T 0m IR A .

e i N
User ke SP Ethereum

blockchain

RequireService

Extract (zk_proof)

e 1 SmarcCom
Cert_Status_SC{
If(Cert_St: 'gn I ct

CertActive (Sign_H) "

ign Hj==Active)

i
Contract Address:0x123abc

Smart Contract

| _ProoflsUsed (Hash_P)

VerProof (zk_proof)

SetProofUsed (Hash_P) | |<

VerifySignature

Auth_Service

9 FMHSIMEREESANIESRFZIF
Figure 9 Zero-knowledge authentication of smart
contract and service's authorization

4) ProoflsUsed(Hash_P): W4 AL UE &S, Mk
SCPEAERT SP K zk_proof HM 75 1H Hash P, F:LLi%
WA E A SEL, A Cert isused SC #RESZ, LUK
W LI P AR ) 2 R RUE R zk proof & AT L&A
FHik, AR Ik zk_proof A1 P I VC AHIAE B AR
BokE, MRS IRMERT SP AREIRIUR S -

5) VerProof(zk proof): #1 zk proof ¥ #ifif
I, MR4-HRUERT SP LL zk proof A#IAS%L, M H
Cert_ZK_Proof SC #fe&4y, LAKIEH 7 fisi /& VC
MR, S0 Ul SPZESK IR Ja PR (A A S0 2 A - 1
VC ™, BIE VC H R P 36 A2 ik 25 B AN EE 3K

6) SetProofUsed(Hash P): W4 zk proof 4 ikl
o, MRS PEMERT SP LA Hash P A S%L, HH
Cert_isused_SC e 54, LL'E zk_proof D2 H
H, BEEE, S P EE AR ORGSR SP kS,
WA ZoKrates ‘ERGHTH zk proof, H1T
ZoKrates BRI A2 ) Z 01 URIE B zk_proof 1, BR T
P B A 85N Public input ANAR4E, H a8 A
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BEALRRPE, PRI, W8 BE A 20 Wt zk_proof J& 75 i
FH IRy A 250 875 1 s it

7) VerifySignature(Sign_H,Sign(Sign H)): Mt %%
FEAER SP LA zk_proof 1 HI /' A 3541 A Public input
HK Sign H A RACH) VC HR U844 T IDP
Signature=Sign(Sign H) & 1 AN = %, i H
VerifySignature 2 e 52y, H, &2 HLUKY;
T 9 3 (1) ECDSA i 15 th £ 30 7 %5 44 56 1k 5 2%
ecrecover(Sign_H, Sign(Sign_H))>K 5 1iIF Sign(Sign_H)
FETHAVEN S ERALRE IDP ARk, DL T 56
UEAEIE VC A2 VA S 4k R IDP ik . HAk
[ 56 IE 535 52 BT ecrecover(Sign_H,Sign(Sign_H))
(iR [F i hE Sign Eth address +&: 755 zk_proof H7 [1] H]
JA 8N Public input F11f] IDP DID AH%E, 4144
&, MBS UE L) o

8) Auth_Service
55
5 SERRAHGI

N T BUEAST T I RGEHERE, DL ACPE AT 1%
HEZLNY -5 B 37y 5 I B AH G PE R, AR SCLAAE 8
PR 2 AN URAIE W S R BUIRS5 A), wevk T — A R
ARG, MTZERARSG, ASCHHA ZoKrates+Remix-+
Solidity SKHL T REe P AR fe B A AR 5 vt
R R G Z2E R T A ER AW LR AR i,
[{] I A Html+Javascript+Web3.js %11 T JR L R4
(IR 2 0 Y FH (DApp) & 7 (B 10 J@oR T
P IR S-SR AE R SP % 7 i) o

EZIR R RGP, HEeie K 5 PR 1~3
MG M 55 $2 A4 RS IDP 3RA5— MR 4 PR IAEe &
B JE M (Age) AT SR IE . P EEENXRUR S, 1%
W 5 (120 SR A~T KRR RO FRVUIEW] 2k _Proof.
AT, ML IIEL 5 198 8~9, K zk_ Proof. ik
o IDP {12544 {8 IDP Signature Ai%45 RSS2 0L SP,
SP i AR R 24 58 B 7 1) J P P76 ik FE Ik 1
FARUEM, FEE S, P RBURSS .

User: JIRG5 2GR HAUH - A

x4 IDP MALRFPMEHEERIE

Table 4 The VC of user issued by IDP
2RI fH
Age 33

User i X6631¢24300000000025350¢000000009462613¢000
ser 00000e865b48¢00000000

0x6e819b34¢53dc81400d95ab87bfdbe3ae80e2ea2

0x6¢8e7d5d6f13dcc32db36aafaa87b988944f5babab7b
IDP Signature ed1f2949d21187cf300a45d5ab9ab4394896f04dfaf20e
26dc4cb56¢936b313d8db6d9b4182808634331b

IDP DID

The zk_proof and signature of IDP submitted by the user

2k proof

3dc81400d95ab8; 2ea?’

9b34
11904100000000d1606df100000000°,
4 7 "

signature of IDP 3dcc32db36

40d21187cf300a

The public_in of zk_proof

DID of user 0x6631c2d3001 £ 300000000

DID of IDP 0x6e819b34¢53dc81400d95ab87bldbe3ac80e2¢a2

Hash of certificate  0x27e42fac00000000b227124b0000000031f1904100000000d 1b06df100000000

Start Verifying Certificate

The output of verification process
Calling the smart contract, User_Cert_SC. Result: Certificate is active
Calling the smart contract, Cert_ZK_Proof. Result: zk_proof is from VC
Calling the smart contract, VerifySignature. Result: Signature verification succeeds

Varification successes! User can be authorized.

10 ARSSIRALRE SP ZPimAE

Figure 10 Interaction interface of service provider

Bl 10 1, zk_proof I/ AT (SR UE B,
IDP Signature & IDP % H U AEESFEUE 25 44 (H, )ik
SRR SPULEIX AMELS, 1810 % ) e e
H 2 $EHL zk_proof H1 A 34 A Public input(&l 10
T public_in) ™ ] B S 43 A5 AR FF user DID, &
P& AIEE IDP (¥ 5 43 b1 U4 IDP DID, H 4R Sk
s AE Sign He )5, 7 imwft LT-3h el B 30
1177, LA user DID. zk proof. IDP DID. Sign H.
IDP Signature JZ %, 737l H Cert_Status_SC.
Cert ZK_Proof. Cert isused SC. VerifySignature %/
E 5 20 56 BUFE B FEUE A9 2 S0 PUE ], IEWI e,
RPAT ) B P AT RS AL . AR, ML 10 T LLFE 3,
F P AN TG SR ATATAT AR R AR OC (1 W S0 A5 RS B0 T
A RASERAE RS AR SRR IO A AL LA S AF e SR 1
ARMEMARAES, B, RGN, AR
IR GHER AR

IEAh, RV A ST J5 2 2R G0 LAAE e e M 1 %
SR W] 5 B ABURSS A, (HJ2, ) HoAh 75 22 v
I 55 i A48 5 A 1 LA g A A 10 3 P ) 1) 2 1
FHH (B AR AT SR IS UE TSNS, B et P A7 72
R A I, R WY 207 A7 AR, DOBAAE T,
i NG A2 RN VIR RS P o 1) e R PO o8 2 (B 1
(25 B8 20~24) XS0k R . B Jes 1 P Wr (AR SC I R R v
M55 PRPERT SP HEAT IR S5 BB S5 AT R A KT 18
B, NT 60 %, RIELVE 1 b f b8 20 1 & 14 4 17
434 Attributee[18,60], A J-HABRH, 75 ZEHE 52
o 155 190168 B2 0 1) Je 12 R %)
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e, RUE AR N A POE R Z
oK) Jg 1 S DR 8 0 AN ), Lt 28 A B T 3R A
S5 MRS HRAIE RS SP I AN PR B AH G 2 £ (User DID.
zk proofy IDP DID. Sign H. IDP Signature)%}t4 &
AR (DBUA EAFAEZE ), B TANFE N 2
£, AN zk_proof 1] GE2x R 4 i A\ J& P Attribute AN
[{] FECANE, HIEX T zk_proof 1M1 &, HiAE &S HIX

A5 A F 3 N F (B 1 % A S 3 Public input),

M FASCRMANFE R, 230 AN,
A B AL F A B2 (1 PR Attribue 2 7E224K, 1
AT FATE N 5 25 A JK Y zk_proof 145K . LA,
MRBE RS AW LT AN, B, 2 TARCR
GERESR VAN [R] I 72 8 IR BE 5 2 58 1k T IR P 4R
E PR 2 S PIE B 5 BB 55 I (K AR GE 4R b 56 42 mT B
AU B 2R GERBEAT VRAL A BT o

6 MOISZRMITE D

6.1 FADHT

TE X HRBE, AT 14T 2 B 5 #0544 5,
M A8 5y #0352 S A — 8 T2k 2%, 70 LUK X ek
o AT E LS (Gas) TS FESR &, AL, DL
OB H (R ST FE o] LU kA e — AT A R Bl —
YT A HRAE T T I RA o T A SCHE B (% 1 R mT LA
WA 4 W Bk 8 8 RGN, i)
ARG, SN FEE T AR E A L 128 5
THFELL R IAT B LI 28 ) I AE P 0 A, %5
S T IXPER A e R, PR Cert_isused
SC A Cert_Status_SC WS LM PATIHFELTE T &
2R T B E A HL T FE, Cert_isused SC W E &
LI ERAS WAL A 43424, HUA L7 ARSI
FEh 26354, User Cert SC % B & 2148 BRSNS FE
43467, SEHUG LA RS THFE N 23324

RS5 AMNRHEHEAMESARNUKXESHERE
Table 5 Gas consumption of smart contracts of the
proposed architecture

a4 B AL PAT N FE
Cert_Status SC 425545 66791
Cert_isused SC 298661 69778
Cert ZK_Proof 2687360 814385
VerifySignature 487738 48595
RUHFE 3899304 999549

W, A TAER G A A,
IR T FE T 0 A SE B I LUK 1T, AR 1) 2 48 2 5K
wr:

UM e, = GAS,50q % GAS i, a7

ether use
Hh, num,,,, HUCK TR, Gas,,, WA
EAPTHFEIN AR, Gas,,, N AR
FESE, IS Gas,,,, T RERFRIN, LURY) A 41 5t
T R e A I T30 ks 75Gwei SRTTEL, JUA) LA
HEH, G2EE RS LUK MEFERA 0.292¢ther,
AT A 20 58— R AT 56 S TIE P 25 01 RAAE W 56 Fr
PLUK M B IEAERE A 0.075ether. AR, Mizgh Ll
DU Y, 58— YR S0 URIE A 56 F BT 0 K8 110 LUK T
T, 1 ELAE I DA A BE 1R A % T 543 21 11
gEL, WA RGN AL — AL B R L
F e, S 0 DX BB 22 DL DUK H7 I B 4 o =, v
BN AR BRI 2 (B AT AT B 5 e, i &R
T RS LA ), 0N (R #E SR BEA, DALk,
AR SCBERE () A T AN
6.2 BHHENH

RGN (A7t 5 5 FLHT 8 (1 LLOK 37 X gt
IES HBA O, A1 BE H & B I L b O R,
(H 45T A BE I RERDAS 5 80 TPS AUH 15 2 /e A7),
TRAEE A RAHERAE L ] 3 50 R I R R S5 R
FOEZAUN F (o ok 25, DR, 3028 380 R A i
FREE S Mt E RE TR T, REAR
SCIABE TR 2R G0 2 AE FAAT i Hh S IR 1, H E
5.1 FTik, JTSZN H st 2 DU 6 o0 =, Ttk id
IHTHI R G L B IE F T DK B %

LI B X YL RS IR TPS 3% 7T B it
PUF HE A AT VA
TPS = Gasyimis

T, x Blocky,,.
o Gasyye 7 — N DXHAT GRS LBR, Txg,, /2
AT —IRAZ S M FE,  Blockyy,, &4 BEX He 1 i
[ [AIR o X T Gasyyy 1 Blockyg, 10 5, ATAERNTH X
B HR 4 X B LA RN 28 SR (18) A 45 SRk
WEAKSH, T Tag, . 5 BHRE 78 LKA T
BT B ORVIY, AR S ITRLE R, A
HIHESE RGEPAT R e & Ao l— ST @ vl
65 UF FEUE AR RN 2 AR W BT 75 EE AN 999549,
I, Txg,, B0 999549, it T Blocky,, MM &,
AT 3RS s X B[RS, R R RE Ss, M,
A LB E A A Gasyy KGR AR5 TPS,
11 JE7R T AT TPS M Gas,,,, 065, WK
Hf LR R, A TR ARG & TPS, W] L
¥ Gasypy BEEAFEKEAR), HIE Gasyy, AN F 1

(18)
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i, XN FEURA R H RS AR, #E i X 2 52
DX B[R] R . S, TR 2 AN H RS T
SO ERE BN 51 5, it TPS A1 100 /od 58
ARSI L SEBR N T 5R (1 100 AN )3 SR Il
SRR SPHHT SN IR E, MRS HEAE R SP R
100 ZEAZ 56 UE FH P B0y, 6 T RAAL R H R e
M, WA E 2 F Gk, w7 LUK 2 84
e A 5 AL B A R, AR, AU R
BENGOLR, TPS 2 100 HfE L), PR, X T AR
H I RGAESE 7, 2R3 TPS=100, MR A K (18)
5L, AT LUK Gasy,, BB K 499774500,
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Gasyp x10°

11 AKICZEHIE TPS 5 Gas,,,; BIX B
Figure 11 The relationship between TPS and Gasy,; -

HE— 2D Hh, AR SCHE A R LUK Y FAA
DR T RIS i IR 45 BRAE T SP & s S i P B0
1 4L E] 100 B, BRESHRAER SP LU R BRI LAK
Yilk5 IR A 4 DR L5808 O IAE K )3
IR, DABERLRIVEAG RGN 1 B BT
100 B, AR 25 PR AR 1 56 BT A 30 SR P AR 22 R By
IE JIT 5 2 (R s ) (R AR PR RS S B0 N 1 28 AL 5]
100 N, 5 B2 ARG 0356 UF BT 75 ZEA IR P 12
JEOR T IRAGE R, b, BEARKR N 4, PhARAR N
ANFFER RS, RS $E A 1 58 A [R50
FUIR 2 BB 3 B0 E T 75 B RPN TR o AP T
CLE B, B A B U5 i) B 5 3L SP I P (i 4o
(14 I (A8 2 B BB ), 2R 40 10 5 Wi 1. I i) 12
WA, 2 R U ) R H0E 100 1, 58 i
P HR G Y0 UE (I T 2] 2.8 (B 225X (18)
WK Blocke,, ZEHILE 5 LA, I RIBEARFELE 2.8
BT, (O 3BT 5 W, AL 2.8
K, mHMNE 12 7GR, 285 8E(TPS)EK, it
T, 1T TPS 5 Gasy, ., IEAHE, L, AR
IAFE K ) Gasypy, BEIEREUF 1, BN SERRT) TPS
FE e R I RGN AR ) . AR, E[R N
W () P R A 22 I, R I ) S R R

It AE 2T AR 2 1 DX B AR ST W ) 2k BE A,
B, M TARX SRR I S IER S, Xk
TR SR (0 R GEAE AR PERE R T B T ORAIE T R4 %
ERNTFIEY, P B 103 A TS LAAE 2 1) T2
AAFfER] T X e

Average time for different
concurrent users (s)

0
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Number of concurrent users
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Figure 12 Test result of system throughput

6.3  FRNIRIERR B9 4 B AT 8] 43 4

ARG, T o5 ER S, e
R FIRIER] zk proof HEEAHE H—k, Wi~
LRV ) IS5 PR Re, DASRAF RS #2475 %2
HOHTAE BTN zk_proof. BRI, 75X} zk_proof 4=
FSCIN TR — S VPAY, DL E P 34207 o) iR 45 11t
PSP 3RAF RS54 AL ) 8] [R] g o

H 1 5 F1E 8 WTLLE 2, zk proof 1A A2 HH
JUEARH R, DAl AR R ) AR AR R BE ]
F P A SRR A TC B e, T AR SO IR AR R
gemw, KT EAUREFRCE A BN Intel
Core i7-8550U @ 1.80GHz 2.00 GHz, WKl 24G
RAM, EFZEE, B ARGEARMARL 2k proof
(RVINETR] A 3.1s, 4n SR 5 4 1 fi 500 i) A A TG 6
zk_proof A R TRPREE B . 1y H, A 12 s L
FR, FH A zk proof I KFFHrE=HR 100
I, MRSSHRALRT SPZEAT AR IR~ I ), 1A
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64 ETRXREFESHNGE LN TS
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A SR A e 20 ST (1) 1R R4 A2 TC o)
EPRAEIRE B UE, DASEELZR S0 R W I 2 JF R AR
YO AIE, AT IS 1) 38 G SR ped 00 5 0 3 i iR 45 #5 A o]
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17 ottt i AN VUIE W TR A RS 8, A2 FFIE W] )
BHREA AU LT, 252y LR R Xt LA & n
[k S Bihs, [, BE TR e & A A I & B R Uk
ST WA EEWE 7 NI, AR I 8 ] JBE AT 3 A
AL
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56, ARSCKRH Gl6 SFiE G R APUEH R4,
AL, BRI SEON TR 2 AT, 4
SO AR A VAR A B 29 1047 22 A0 E B )% E
BRI, & ANAF AR 2 R I S50 Tn) R
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Frild Setup #AE, I FHVUEW LR GAT I UEFE
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verification key A& 5 EH H IR, H T A E A0

PUIE IR B85 2, proving key 2 #F # L 45 UEIH &,

M iE B & 43 2 1) proving key H, B H T
verification key H[FJSE I (MA ST 2.3 1511 Setup
BAER Prove #RAELIRP IS EAT LA F)), uEYIE
3% proving key Ji, B2 FHTRUE LN %
PERAERE I A I (AR SCI) 2.3 A 2.4 5
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Table 6 Comparisons between the proposed architecture and other architectures
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