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Abstract The emergence of cloud storage services, now files can be uploaded to cloud servers, it saves local storage
space and management overhead. The storage of files in plaintext obviously cannot meet the privacy and security require-
ments. However, if the encrypted files are uploaded to the server by traditional encryption, the server will lose the ability
to search them by keywords. Therefore, the emergence of searchable encryption technology can effectively solve how to
search encrypted data without decryption. At the moment, the existing traditional searchable encryption scheme supporting
single keyword will produce many information that is not consistent with the retrieval content. And it does not consider the
problem of fine-grained search permission and search efficiency of data users, as well as the problem of data security and
privacy preservation caused by the centralization of cloud storage in the existing searchable encryption scheme. According
to the above problems, an attribute-based searchable encryption scheme supporting multiple keywords based on block-
chain was proposed. In this scheme, multi-keyword searchable encryption technology is used to achieve effective search of
encrypted data, attributed-based encryption technology is used to realize fine-grained access control of data. Through
combining the smart contract technology of blockchain, the search results are obtained through multiple transactions to
guarantee the fairness and security of the scheme. The scheme should also satisfy the fairness of the relevant property, so
the immutability property of blockchain is used to ensure the fairness and security of data users, the data owner and the
cloud server in the scheme. In addition, we conducted a relevant analysis. Under the random oracle model, based on the
decisional bilinear Diffie-Hellman assumption and decisional Diffie-Hellman assumption of difficult problems, it is proved
that the scheme can guarantee the security of keyword and trapdoor. The numerical experimental results show that the
proposed scheme is more efficient in the ciphertext generation phase and keyword search phase. In the future work, it is
considered to be applied to electronic medical record data sharing and other scenarios in order to obtain more practical
value.
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