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Abstract With the development and popularization of the network, people's demands for information security such as
security, anonymity, and anti-censorship are rapidly increasing, and more and more people begin to pay attention to and
study the Tor anonymous communication network. At present, most of the research work on Tor network content monitor-
ing has disadvantages such as few functions and weak performance. For example, there is a lack of a dedicated crawler
designed for the dark web, and the network connection speed is slow. This paper designs and develops a comprehensive set
of Tor network content dynamic perceptions, and intelligence collection system, including data collection crawler and web
content classification. The crawler part uses a distributed architecture, including task management module, crawler sched-
uling module, web page download module, page parsing module, data storage module, and innovatively optimizes the Tor
connection link to improve the crawling speed and stability. The web content classification part uses natural language
processing technology to establish a training model and classify the captured information accurately and efficiently, to
solve the problem of classification accuracy and complexity, and finally analyze the content structure and sensitive infor-
mation of the dark web according to the results. We also designed a fault-tolerant module and an early warning module to
ensure the operation of the system, to monitor the current status of each component of the system in real-time, and inte-
grate, collect and display the status data of the system. Finally, we put the system into the actual Tor network environment
for testing, and evaluated and analyzed from three aspects of system web page crawling effect, content classification effect,
and system performance, and compared with the functions of existing frameworks at home and abroad. A comparison is
made, and it is proved that the scheme proposed in this paper is the best in terms of the magnitude and speed performance
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of dark web domain names, web pages, and data crawling.
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Figure 1 Tor crawler basic process
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Figure 2 Overall system structure
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Figure 3 Crawler operation logic
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-— torfsrcfor/control. c 2007-06-08 10:55: 51. 000000000 +0200
++ tor-mine/srofor/control.c  2007-06-08 11:03: 14, 000000000 +0200
@@ -2014, 11 +2014,6 @@
corm) ;
retumn 0

i
if (circ && (circuit_get_cpath_lenicirc)<2 || hop==1)) {
cormectiom write_str_to buf(
“B51 Can’t attach stream to one-hop circwit. \r'n”, comn)
retum 0;

i

if (circ && hop>0) {
/% find this hop in the circuit, and set cpath */
cpath = circuit_get cpath hop(circ, hop);

4 f&74 Tor iE83
Figure 4 Modify Tor source code
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Table 1 Comparison of connection establishment
methods before and after optimization
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Table 2 Modify configuration item of Tor client

L 50 8

Circuit Build Timeout 10
Circuits Available Timeout 30

Max Client Circuits Pending 256
Learn Circuit Build Timeout 0
Connection Padding 0
Reduced Connection Padding 1
Num Entry Guards 40
Num Directory Guards 10
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Figure 6 Data storage module architecture
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Table 3 Quantity table of status information

REFE o
OK 3691 060
Service Unavailable 150 095
Not Found 111 874
Forbidden 55567
Moved 39020
Other 32837

M 3 HRTLUE H, TG P AT R A K
P UAEAEAR 22 (AR R4S, JUH A2 Service Unavail-
able, ~V-IN7EZR 2 W 4 LD, ARG 9 v i Ak mT
DL, 8 B X 1) 0 2 155 00 L A AR e, LK 2 2
R S5t 4 BERAN L I ] .
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Table 4 List of website links

o 44 I A
http://saufcad42reinzasa.onion 466688
http://xfmro77i3lixucja.onion 207779
http://center222xdihudu.onion 202650
http://clivl6rf3vft7ihw.onion 134605
http://zqktlwidfecvobri.onion 121581

http://www.flibustahezeous3.onion 110591
http://flibustahezeous3.onion 80438
http://archivecaslytosk.onion 69233

http://nnmclub5toro7u65.onion 59150
http://32pbf32xi6ccm63z.0nion 54326
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Table 5 Website content classification table

B 290 Phit 5 R 392
R 182 B 81
s 226 G this 42
273 47 Hrtem 847
HoAt 6462

BATX BoW F TF-IDF P RpARFAESE I 5 7 AAD
% DU Naive Bayes(NB). 12 #5 [1] ) Logistic
Regression(LR)FISCHF Al E ML SVM = Fh 73 S if
1T T VAN X =R H AT LR st Hoad H 1) 4y
KRR, &G A TAE 7 KW SCAE R 73 2R 41 55,
WIGRJE1F BIMBAL 5 H ) T8 . il K #A8 X
B UE R S EAL RIATE S WL G T 4
TF-IDF [F3ARRCRA T BoW, 7E [RIFh Fl Ak 2RISR AE
M7 AT, SCHFR ) L) AR T 18 5 ] I 1 R
FAR T A2 DU 2R

* 6 Ml BoW AW, AMZFE UM Naive
Bayes(NB). # 4 [n|J Logistic Regression(LR)157 5
[ AL SVM = FPSEETHE AR 2RI Precision.

#z6 Bow RRLERBHE
Table 6 Score table of Bow classification results

precision recall fl-score
micro avg 0.793 0.793 0.793
NB macro avg 0.489 0.65 0.487
weighted avg 0.863 0.793 0.817
micro avg 0.828 0.828 0.828
BoW LR macro avg 0.633 0.845 0.712
weighted avg 0.879 0.828 0.843
micro avg 0.901 0.901 0.901
SVM macro avg 0.754 0.731 0.738

weighted avg 0.899 0.901 0.899

Recall . F1-Score I Support, 7] LLE HLEfH H Bow
LI, SVM>LR>NB.
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Table 7 TF-IDF classification score table

precision recall fl-score

micro avg 0.865 0.865  0.865

NB macro avg 0.624 0.307 0.344

weighted avg 0.846 0.865  0.829

micro avg 0.927 0927 0927

TF-IDF LR macro avg 0.814 0.873  0.840
weighted avg 0.934 0.927  0.929

micro avg 0.939 0939  0.939

SVM macro avg 0.885 0.840  0.861

weighted avg 0.939 0.939  0.939
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Figure 7 Learning curve fitting of three classifiers
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Table 8 Function and performance comparison
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