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Abstract The threat of cyberattacks is becoming more and more serious. Cyberattack attribution is a significant work to
enhance defense capability and reverse the situation of attack and defense. Attack grouping analysis is an important part of
attack attribution and has become a research hotspot. According to different types of clues, attack grouping analysis can be
divided into grouping analysis based on malware and grouping analysis based on network behavior. At present, grouping
analysis based on malware has achieved remarkable research results, but there are some limitations, which cannot cover all
the requirements of attack attribution, and the analysis results are not necessarily reliable due to the widely reuse of mali-
cious code. In contrast, grouping analysis based on network behavior has few outstanding results, which has become the
weakness of attack attribution. In order to solve the existing problems, this paper proposes an attack grouping analysis
method based on network behavior, which aims to achieve more accurate attack grouping by extracting and analyzing the
unique behavior patterns of attackers or attack organizations. In order to retain the different behavioral characteristics of
the attack in different stages, one attack activity is recognized into five attack stages, and then a total of 14 features of four
categories are extracted from the attack behavior of each IP to form the behavior feature matrix. Then, calculate the simi-
larity between every two IP feature matrices, and treat them as weights to construct the IP behavior network diagram. By
using the community discovery algorithm, the attack community is divided, and then the grouping analysis of attack or-
ganizations is realized. The experiments were conducted on real datasets which include 114,845 warnings. The results
were evaluated with the actual attack organization tags, and the accuracy was 96%, which proved the effectiveness of the
method in attack homology analysis. Finally, the possible research directions in the future are put forward.
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Figure 1 Framework of network behavior-based attack attribution analysis method
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