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Abstract Air-gapped network confrontation is a way to establish a covert channel between the interior and exterior of
the air-gapped network by using pre-embedded software and hardware. It breaks the isolation means provided by the net-
work, seriously threatens the information security of users, and has attracted extensive attention from the academic com-
munity. Unlike traditional network confrontation, air-gapped network confrontation communicates with the outside world
through self-established covert channels, rather than using public communication networks to communicate with the out-
side world. This paper starts with the origin of air-gapped network confrontation technology, and briefly introduces the
background of air-gapped network confrontation technology. By comparing with traditional network confrontation tech-
nology, this paper introduces the working principle of air-gapped network confrontation technology, and highlights that
two characteristics of air-gapped network confrontation technology are concealed implantation and convert communica-
tion. According to the implementation steps of air-gapped network confrontation technology, an analysis model of
air-gapped network confrontation technology is proposed, which includes seven stages (reconnaissance and tracking,
weapon construction, concealed implantation, behavior execution, covert communication, command and control, and tar-
get achievement) and provides a reference for discovery and analysis of the new air-gapped network confrontation tech-
nology. Combined with the research hotspot of air-gapped network confrontation technology and the investigation of the
existing research results, this paper introduces the role of the covert channels such as electromagnetics, acoustics, optics,
and thermology in air-gapped network confrontation technology, and points out that concealment and transmission per-
formance are two problems that need to be solved urgently. Referring to the characteristics of air-gapped network confron-
tation technology, this paper introduces the air-gapped network security standards, air-gapped network detection and pro-
tection technology, supply chain security management and other current preventive measures against air-gapped network
confrontation technology. Based on the problems faced by air-gapped network confrontation and detection protection, the
possible research directions of them in the future are introduced.
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Figure 1 Air-gapped network confrontation system topology
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Figure 2 Analysis model of air-gapped network
confrontation technology
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Table 2 Performance Comparison of Typical Optical Covert Channels
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